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Rather than 
preaching about 
dangers on the 
internet  e can 
explain how it 
works and why.
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When you put 
something on the 
internet and then 
delete it a er 
ha ing second 
thoughts  it may 
already ha e 
been indexed and 
cached  so it takes 
on an independent 
existence beyond 
your control.
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 s ss o  o  ho  o s mers e e  o l e 
ser es o be ree  e e  he  hey are base  o  
b ll o s o  ollars o  es me  ll m a es he 
halle es o  rea  a e  eb base  ser e  

a  hy a ommo  mo el or e  om a es 
s o e elo  a  ro e a ser e a  he  sell 

o  o o e o  he es abl she  ser e ro ers. 
 ma y ases  m h o  he smaller om a es  

al e s he a a  has a here  o  s sers. 
h s  he  yo  ro e orma o  o l e  yo  
o  o  ho may e e ally e   h   

or ho  hey ll se or ro e  . 
e s may a  o o  ho  o ar  

he r orma o  o l e. ome may bel e e ha  
are l se o  r a y se s o  so al me a 
ro e s hem. o e er  some so al me a 
om a es sell ser orma o . hers ha e 
om le  r a y se s ha  a  be l  
o e  r h .  la  e or eme  a  re es  
erso al orma o . h s  some se l a e s 
o  o os  a y h  o l e ha  sho l  a ear 

o  he ro  a e o  a e s a er. 
 ommo  bel e  s ha   o  ha e a y h  

o  al e  a  obo y o l  a  o o  abo  
me  so  o  ha e o orry  o her se o  
as se r y hro h obs r y.   e e er 

o  here l e ll a e s.  e am le s a 
o ress o al a a e hose o o e  o  

a eo o  h m o  a r e  a e  olle e 
a  r e   o a  am a  ommer al.

o ers a  he bas s or er e  e lo s   
hel s o e am e ho  he er e  a ally or s. 
We a  a e s e s o  a o r o  he s hool s 

e or  e me  e la  he ar o s s 
o  o e o s a  e es ha  are e o ere . 

ase  o  ha  hey obser e  s e s a  ma  
he s hool s er al e or . 

e  or a ery s m le e or   ll be lear 
ha  a a rom ma y sers are omb e  be ore 

be  se  o he er e  be a se a  leas  o e 
o  he e es ll ha e m l le o e o s 
om  o  rom aro  he s hool  a  o e 
o e o  ha  oes o  o ar  he s ree . he 

e er al o e o  oes o he s hool s er e  
ser e ro er  h h has o e o s 

om  o  rom ma y s omers  he same 
area. he  se s a a o er ma or o e o s 
ha  l  o o her es a  e e  o her o r es. 

e ally  a messa e ll  s ay o  
hro h a s m lar e or  o  he o her e  o a 

s e  re e .
e a  he  as  s e s or he r eas 

abo  ho  hey o l  ma e s h a sys em 
or . hey ly real e ha  ea h e  o  
ee s a  a ress  a  ea h messa e ee s o 

s e y a es a o  a ress a  e s re r  
address.1 e d  messa es ba  a d or h s h s 
a alo o s o se d  le ers hro h he os al 
sys em. 

a h messa e has a se o  o a  he 
addresses l e he e elo e ha  s rro ds a 
le er  a d a se o  o a  he o e .2 

yo e a  read he o e  a  a y o  alo  
he ay  so  sho ld be e ry ed h a se re  
ode  o ee   r a e. d be a se messa es 
o a  re r  addresses  hey a  be ra ed 

ba  o he r or . 
or hys al  red  e d o s  s easy o 

e s o  ho  addresses o ld be ass ed rom a 
e ral a hor y s  as o  hall ass s s ree  

addresses .  ha  abo  mob le de es   
add o  o he erma e  addresses  e eed 
ha eable addresses.  mob le de e ll 

re es  a em orary address rom a reless base 
s a o 3 h h has a l m ed mber ha   a  
ha d o  a  a y e  me.4 he base s a o  a  
h s r  o  o  addresses  oo ma y de es 

re es  hem  h h s hy  a  be d l  o 
e  a o e o   a o ee sho  here ma y 
eo le are o l e. he base s a o  re y les he 

address he  he de e mo es o . 
 o r ma l a alo y  yo  a  h  o  hese 

addresses l e he room mbers a  a ho el. 
Whe  yo re s ay  a  a ho el  yo  a  ha e 
someo e se d yo  a a a e s  yo r room 

mber.  a er yo  he  o  someo e else 
a  he   a d se he same room mber. 

W h reless  a o ee sho  here he 
o ers may o  be are l abo  he se  
h s arra eme  a  allo  a ha er o se   
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a reless s a o  h a s ro er s al ha  
o err des he sho s s a o  a d he  ha d 
o  a e addresses so ha  messa es a  be 

er e ed by h s or her om er  h he oal 
o de e  al able orma o  s h as red  
ard mbers or ser ames a d ass ords.

he er e  has ma y er o e ed 
de es om ers  ho es  remo e o rolled 
l h  b lbs a d orma o  m s  be ro ed 
be ee  hem a ord  o he r addresses. 

hes are s e al ed om ers ha  re e e 
a messa e rom o e o e o  a d se d  
o  o  a o her o e o  ha  ll e   loser 
o s des a o . ore ad a ed models a  

be re ro rammed remo ely. h s  here s he 
o e al or ha ers o brea  o s hes a d 
s all s er  so are  e abl  hem o s y o  

messa es as hey ass hro h. 
de s sho ld see rom h s a d he 

o eesho  e am le ha   s m or a  o o  
ho  o de erm e he  a ebs e ses a  
e ry ed o e o  ho  o se  ema l o se 
e ry o  a d   hey ha e a reless base 
s a o  a  home  ho  o e s re ha   s se re. 

 s or h h le o ha e a d s ss o  o  ho  he 
er e  s o  hea ly ol ed  d e o he as  

amo  o  da a  arr es a d om ara e la  
o  la  e or eme  reso r es or es a  
o l e r me  h s ormed sers are o e  

ro e ed rom he ma y s r lo s 
eo le ho es  o s derable e or  o a  

ad a a e o  hem.
 add o  o he address o  a de e  a 

messa e has o s e y he a l a o  or ser e 
o  he de e ha  sho ld re e e . or e am le  
a  ema l a l a o  se ds a re es  o do load 
ma l rom a  ema l ser e  h h se ds he 
res o se ba  o he ema l a l a o  o  he 

ser s om er  ra her ha  he eb bro ser. 
a h messa e h s s e es bo h he des a o  

address he de e  a d he a l a o  or 
ser e o re e e .5  

e a se om ers mos  eas ly or  h 
mbers  a  er e  address s re rese ed by 

a number.6 u  e don  a ess s es by number. 

We use a doma n name  su h as a le. om. he 
ra l n  le ers o  a name . om  .edu  .de  e .  

s e y s doma n  ha  s  one o  he es abl shed 
ma or y es o  n erne  address. When e en er 
a eb s e name n a bro ser   s ransla ed o a 
number us n  he n erne  e u alen  o  a hone 
d re ory.7 

rs  he name s sen  o one o  a do en 
or an a ons ha  mana e all he names n he 
d re ory. ha  or an a on sends he bro ser 
o ano her ha  handles he names or a en 

doma n.  may red re  he loo u  o ye  ano her 
ha  nally res onds h he s e  number 

sou h . 
our om u er also ee s a l s  alled a a he  

o  ommon and re en ly a essed addresses. he 
mas er d re ory s u da ed e ery een m nu es 
or so  as eb addresses are added or han ed  
bu  your om u er doesn  u da e s a he as 
o en. When a om u er or hone has been 
o ne or a h le  here may be a delay h le  
do nloads an u da ed d re ory. 

he d re ory sys em oses a se ur y r s  n 
ha  a ha ed name loo u  ser er an be se  
o ransla e a name o a d eren  and oss bly 

mal ous des na on. or e am le  n onne n  
o your ban  a ha ed ser er sends you o a 

s e ha  loo s l e your ban  bu   s eals your 
username and ass ord. Wh le rare or he 
b  ubl  ser ers  a om any ha  runs s o n 
name loo u  ser e n ernally may no  ha e he 
same le el o  se ur y.  more ommon s enar o 
s ha  a l n  n an ema l or on a eb a e an 

loo  l e a normal name .myban . om  bu  
he underly n  address oes some here else. 

uden s should learn ho  o ns e  a l n s 
a ual des na on be ore hey l  on . 

uden s should also ha e a bas  
unders and n  o  en ry on  h h rel es on he 
dea ha  some ma hema al un ons are easy 
o om u e bu  harder o undo. or e am le  e 
an mul ly a ha n o  numbers one o  h h 

re resen s a hara er n our messa e  u e 
eas ly o e  a lon  number  bu  en a lon  
number  s more or  o den y he numbers 
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ha  ere mul l ed o e  .  e ha e en he 
re en  he numbers n ad an e a ey o he 
en ry on  hen  s easy o d de hem ou  and 

e  our hara er as he rema nder.
n ry on hus rel es merely on he 

assum on ha  d s o er n  he ey s so me  
onsum n  ha  nobody ll n es  he e or  
o do so or our messa es. o e er  s no  
m oss ble here are o ernmen  a en es 

h an  om u ers ha  an do he ob n a 
reasonable me or sele  messa es.

here s s ll he roblem o  send n  he ey 
o he re en  hou  anyone 

else see n  . o s uden s an 
be en a lo  bo  and a a r o  

adlo s  ea h h o eys. he 
oal s or one s uden  o sa ely 
e  he r lo s ey o he o her.  

l le hou h  and e er men a on 
resul s n he dea ha  one s uden  

u s he r ey n he bo  and lo s 
 hen es he bo  o he o her 

s uden  ho adds he r lo  o he 
bo  and re urns . he rs  s uden  
remo es he r o n lo  and re urns he lo ed 
bo  o he se ond s uden  ho an unlo  h s or 
her o n lo  and o en he bo  o e  he ey. 

ey e han e s he bas s or se ure 
ommun a on on he n erne . u  ha   here 
s ano her s uden  h ano her a r o  lo s  

be een he rs  o  e or she an re end 
o be he oun er ar  o ea h o  hem  and hus 
e  bo h o  he r eys and o en he bo  o read 
s on en s be ore ass n   on. h s s enar o s 
no n as a man n he m ddle a a .

o  an you be sure he erson you are 
e han n  eys h s no  an m os er n he 
m ddle  ou need a h rd ar y you rus . ou e 
ha  erson a ey  and hey ro de a messa e 

ba  o you ha  says   on rm ha   really s 
you ho sen  me h s ey  and h h n ludes 
your ey. u  he messa e s en ry ed so ha  
nobody bu  he rus ed erson an read . 

When you on a  he o her erson  as ar  
o  e han n  eys  you send hem h s messa e  

and hey send  o he rus ed h rd ar y  ho 
de ry s  and om ares he ey  on a ns 

h he ey you or nally sen .  someone s 
ry n  o e  be een he o o  you  us n  a 
a e on rma on messa e h he r o n ey   
on  ma h he one ha  he h rd ar y has on 
le or you  and he h rd ar y an ell you h s.

he n erne  has abou  4  h hly rus ed 
or an a ons8 ha  are su osed o mana e all 
o  h s. u  ha s oo e  or an a ons o handle 
all he ey e han es on he eb. o he r ob 
s o er y a lar er number o  or an a ons  

su h as ma or om an es  ha  an 
handle he load. nd hey may n 
urn er y add onal rou s. n 
ra e  e end o rely on h rd or 

lo er le el or an a ons.
s om l a ed as ha  sounds   

omes do n o es abl sh n  a ha n 
o  rus . uden s should see ha  

e need or an a ons e an rus  
o er y he den es o  eo le 

and om an es e onne  h 
be ause e an  ersonally no  

and de elo  rus  h hem oursel es. 
u  lo er le el or an a ons  or h h 

er y n  users s no  a r mary bus ness  may 
no  be as ons en ous abou  he n  den es. 

here ha e also been ases n h h an u er 
le el or an a on has been r ed hrou h 
an e ens e e or  n o er y n  someone 
erroneously  as ar  o  an es ona e o era on. n 
one ase  he oal as o e  om u ers o ns all 
an u da e ha  a eared o be rom roso  
bu  he so are  a ually allo ed a en s o 
se re ly s eal n orma on rom he om u ers on 

h h  as ns alled. 
ur e lora on o  ho  he n erne  or s has 

been lead n  u  o h s bas  ru h  al da a 
s d or ed rom real y.  an be man ula ed o 

re resen  any h n  or anyone.  eb a e an 
be an hones  re resen a on o  a bus ness  bu   
an also be ha  a a e omes u  a  he o  o  a 

sear h due o a man ula ed sear h ran n  and 
red re s he user o a s e h a or ed den y 

ur explora on o  
how the internet 
works has been 
leading up to this 
basic truth  igital 
data is di orced 
from reality. It can 
be manipulated to 
represent anything 
or anyone.
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er a on. he s e may resen  he llus on 
o  le ma y and hereby em s us o e u  
r al n orma on. 

here s no d al solu on o he se ur y 
roblem. n ry on s no  n ulnerable  us  
os ly o brea . den y er a es an be 

ob a ned by m os ers. ass ords an be 
d s o ered h enou h e or . 

e ur y on he n erne  ul ma ely de ends on 
eo le be n  are ul.1  Wha  ha ens  eo le 

a l o do he r ar   den y h e es s eal 
enou h n orma on abou  a erson  hey an e  
red  ards n ha  erson s name and run u  

hu e b lls  le a alse a  re urns o 
s eal re unds  a ess ban  a oun s 
and dra n hem  ob a n o ernmen  

s n he r names o use n 
omm n  r mes  and o her se 

ma e l e m serable or he ersons 
a e ed. 

u  more o en  ha ers see  
o a e on rol o  a om u er. 
ha  may be a means o  ob a n n  

den y n orma on  n lud n  s ored ass ords  
or on a  l s s ha  an be e lo ed. u  o en 

 s o ma e use o  he om u er sel o 
s ore lle al da a ha  he ha er doesn  an  
o be au h  h or o en ry  he da a on he 
om u er and hen demand a ransom rom he 

user o re a n a ess.11 
 ha er may also ns all so are ha  uses 

he om u er o do h s or her b dd n . ha  
ould be send n  s am ema l. r  ould be ome 
ar  o  a oord na ed army o  om rom sed 
om u ers or arry n  ou  onl ne a a s on 
ommand.12 al ous so are  alled mal are  
omes n many orms  ea h h s o n ay o  
a n  o er a om u er  h h s uden s should 
no  ho  o de end a a ns .13

ne o  he ea es  o n s n om u er 
se ur y s he user. he ha  o  he emo ra  

a onal Comm ee dur n  he 2 16 res den al 
am a n and he he  o  ema l  as he resul  

o  one am a n o al s bel e n  an ema l ha  
old h m h s ass ord needed o be han ed 

and he l ed on a l n  ha  en  o a a e 
ass ord rese  a e here he as as ed o en er 

h s e s n  ass ord. he ha er mmed a ely 
lo ed n h ha  ass ord and oo  on rol o  
he ma h ne. h s unso h s a ed bu  e e e 

a roa h s enerally no n as h sh n .  When 
are ully d re ed a  a s e  erson   s alled 
s ear h sh n .

en hou  all o  he e hn al r ery  
s es an em  us h a ran e o  o er n s. ree 

deos  mus  ames  a s  and ll  on en  are 
ommon lures. uden s should ons der ho  
hese s es su or  hemsel es. ome may do 

so hrou h ad er s n  bu  some 
olle  n orma on ha  an be sold 

or n e  om u ers h mal are. 
ne o  he bes  de enses on 

he n erne  s o be s e al o  
any h n  ha  a ears o be ree  
or any messa e ha  r es o ns ll 
ear so e ll a e some a on. 

uden s should no  ha  ban s  
red  ard om an es  he  e .  

ll ne er send a l n  o a lo n a e.  
ome eo le h n  ha   hey rea e a alse 

den y ma l a oun  so al ne or  a oun  
e .  h a d eren  name  address  and so on  
hen hey an use he n erne  anonymously o 

a ess ll  on en  os  on ro ers al remar s 
on so al and o her med a  en a e n bully n  
lure youn  eo le n o harm ul a es  e . he 

oss b l y o  anonym y an be em o er n  bu  
 an also br n  ou  he ors  n eo le. 

o e er   s ery d ul  o be ruly 
anonymous on he n erne . e urn addresses n 
messa es ma e  oss ble o ra e he r sour es. 

he eb s ons an ly mon ored by so are ha  
has ur oses ran n  rom m ro n  he o  o  
messa es o den y n  sho n  rends. any 
s es  n lud n  sear h en nes  ra  he la es 
users are a ess n  o de erm ne he r n eres s 
and sell he da a o ad er sers.14

oo le on e ran a u er o l ad h h 
sho ed a ser es o  sear hes re eal n  a s ory 
o  someone o n  on e han e o ar s  all n  

There is no digital 
solu on to the 
security problem. 
Security on the 
internet ul mately 
depends on people 
being careful.
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n lo e  e n  marr ed  and ha n  h ldren. 
Wh le mos  eo le hou h   as u e  n erne  

r a y e er s sa   as h ll n . r  hm d  as 
ha rman o  oo le  on e sa d  We no  here 

you are and ha  you are do n  and e ha e a 
re y ood dea o  ha  you are h n n .

n he sur a e  he ur ose o  h s or on o  
he lass an be seen as edu a n  s uden s abou  
hy hey mus  be are ul on he n erne  and 

ho  o a o d ommon ra s. u  one an also 
ha e a d s uss on o  ho  e hnolo y alls us o 
r se o a h her moral s andard h le  es us 
he o en al or ary n  de rees o  anonym y 

and o er  em s us n many 
ays o do h n s e m h  no  

o her se ons der  ma es  
oss ble or o hers o re eal our 

a ons lon  a er e may ha e 
or o en hem  and e oses us 
o a de ran e o  r s s. 

n he modern orld  e 
anno  es a e us n  he n erne . 

We mus  de elo  a ne  le el o  
ons ousness around our a ons 

so ha  our ho es are hou h ully u ded rom 
a moral bas s.  e a e  h s hallen e  hen 
e hnolo y and he n erne  an a ually be seen 

as hel n  us a e he ne  s e  n he e olu on 
o  human ons ousness. 

he lass an sh  o a ne  o us  Why s  so 
hard o e  so are o or  orre ly  he rs  
h n  o d s o er s he hallen e o  e ress n  
he solu on o a roblem al or hm ally. or 

e am le  he ea her an re end o be a robo  
ha  he s uden s mus  d re  o do some as  

su h as o n  o a oun a n o e  a dr n  o  
a er. s he ea her e s s u  n orners  

no s urn ure o er  or o her se urns h s or 
her ns ru ons n o l eral a ons ha  ere 
no  an a ed  s uden s learn he ne ess y 
o  lann n  and e ress n  a se uen e o  s e s 
are ully. hey ll also d s o er he l m ed 
o abulary he robo  res onds o and de se 
ays o e ress re e on and oss bly de s on 

ma n .15 uden s an d s uss he e er en e 

a er ard and be n ed o des r be he han e 
n m ndse  ha   n ol ed. 

 here are om u ers a a lable  he s uden s 
an be en a s m le ro ram o m lemen . 
or e am le  hey an s ar  h he rad onal 
ello World  ro ram  h h o s u  a messa e 

ha  ree s hem.16 hen hey an e end he 
ro ram o n u  some e  ha  be omes ar  

o  he messa e.17 n e hey ha e h s or n  
hey ha e mos  o  he me han s ne essary o 
rea e a ad b ro ram.18 hey an hoose a 

s ory rom a olle on o  ad b boo s and 
bu ld he ro ram by re l a n  e es o  he 

earl er ro ram.  a es ery 
l le no led e o  ro ramm n  
o su eed be ause  s nearly 

all a ma er o  re ea n  a s m le 
a ern.

he ad b s or es ha  are 
d s layed an be e e onally 
unny  and he s uden s ll 
a e del h  n ry n  ea h 

o her s rea ons. lon  he 
ay  ho e er  hey ll d s o er 

ha  a ro ramm n  lan ua e s e remely s r  
and ll re use o om le a ro ram  a s n le 

uo a on mar  or sem olon s ou  o  la e. en 
a er  runs  hey o en nd ha  he s a n  n 
he r ou u  s messy and ha  he r use o  l ne 

brea s s ra ed.  a es u e a b  o  e or  o 
e  e ery h n  us  r h  be ause he ad b 
ro ram  h le on e ually s m le  s lon  

enou h o ha e mul le errors.
ha  s  o  ourse  he hole o n . s 

no  abou  learn n  a ro ramm n  lan ua e  
al hou h  hel s he r om or  le el o e la n 

ha  ea h l ne o  ode does. ns ead   s ha n  
he e er en e o  ho  mu h e or  and a en on 
o de a l  a es o ma e so are a less. n e 
hey a re a e h s   an be o n ed ou  ha  
he se ur y o  he n erne  de ends on hundreds 

o  m ll ons o  l nes o  ode all or n  er e ly. 
rl ners  hos al e u men  he ele r  o er 

r d  nu lear rea ors  and many o her l e r al 
sys ems de end on h s same le el o  er e on. 

It s not about learning 
a programming 
language… [I]t is 
ha ing the experience 
of how much e ort 
and a en on to 
detail it takes to make 
so ware awless.
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a ers  on he r end  ll n ens ely e am ne 
ode  loo n  or errors hey an e lo .

he o her as e  o  he e er en e ha  he 
s uden s en oun er s ha  me seems o an sh 

h le or n  on a ro ram. er s end n  an 
en re er od re ea edly om l n  n  and 
es n  he r ode  hen he bell oes o  many 

ll e ress sho  ha  he lass s o er. 
ome ll be  o s ay and n sh  re eal n  

ho  ro ramm n  an be ome add e. 
he om u er dra s us n o s orld  made 

o  s m l ed rules  h h  seems e an 
om le ely mas er  unl e he real orld.  

es us a eel n  ha  here e ha e a o er ul  
ye  sla e l e ma h ne n o h h e an la e 
our n ell en e  so ha   be omes an a e 
re resen a on o  our sel es.

W h some re e on  s uden s should real e 
ha  rea n  a ro ram an be a ery e o s al 

e er en e. e  he bes  so are s de elo ed 
en rely h he user n m nd. When so are s 
hard o use  or on a ns ob ous a s   s a s n 
o  a ro rammer s e o o err d n  ood ud men . 

a n  he e hnolo y alls us o r se o a ne  
le el  burn n  ou  our e o sm  so ha  e are 
mo a ed by om ass on or he eo le ho ll 
ma e use o  our e or s. 

Why do e ha e an n erne  he ur or ed 
ur ose s ommun a on  bu  o ommune 

h ano her s o share hou h s and eel n s 
e en o a s r ual le el. he dea ha  e an 
ruly ommun a e us n  d al da a s hus a 

ma er al s  llus on. u   e see he n erne  
as a de elo men  ha  o ers human y re ular 
o or un es o e er se a h her orm o  
ud men  and ol on  hen e ras  a s r ual 

real y ha  alls u on ea hers o u de s uden s 
n a o d n  he em a ons ha  ar se rom h s 

beas  and o res ond o  n ays ha  lead hem 
u ard on he e olu onary a h o  human nd. 

n el h rade  e ll more dee ly e lore 
ho e are h res e  o our e hnolo y  as 

nd duals and as a so e y  and hen on ras  
human n ell en e h ar al n ell en e. 

E TES
1  h s o n  s or h no n  ha  he n erne  has 

many su h on en ons  alled ro o ols. he one 
he s uden s us  re n en ed s alled he n erne  
ro o ol  and he addresses are alled  

addresses.
2  messa e a ually has hree se ons alled he 

header  ayload  and he sum. he he sum hel s 
de e  errors n ransm ss on  mu h he ay ha  
a  ode s a double he  o  he y and s a e 
n orma on on a en elo e. he header on a ns no  
us  he addresses  bu  also o her on rol n orma on  

su h as he len h o  he messa e and me  as 
sen . ayload s ano her name or he messa e 
on en .

3   lso alled a reless rou er.
4   ermanen  addresses are sa d o be s a  and 

han eable addresses are dynam .  he ynam  
os  Con ura on ro o ol C  s res ons ble or 

hand n  ou  em orary  addresses. When a mob le 
de e re ues s an  address rom a base s a on   
uses C  o allo a e one rom a se   o ns. When a 
de e s o s us n  he address   e s re y led.  

C  resen s a o en al se ur y r s  be ause 
a de e h a s ron er s nal han he base s a on 
an re end o be he base s a on and hand ou  

addresses ha  ause messa es o o hrou h he 
de e  allo n   o s y on hem. unn n  he 

ra erou e  n  a  or ra er  W ndo s  
ne or  u l y or a eb address sho s ha  ra  

oes hrou h many n ermed a e om u ers and 
s hes.

5 l a ons and ser es are ass ned or  
numbers a ord n  o he erm nal onne  ro o ol 

C . or e am le  ema l m h  use or  3  h le 
he me ser e uses or  123  and a bro ser uses 
or  8 .   addresses are analo ous o s ree  

addresses  he C  or  s a n o an a ar men  
number. he omb na on o  he  address and 
he C  or  number ser e o un uely den y 
he des na on or a messa e. hus  e o en see 

re eren es o he n erne  us n  C . os  eo le 
do no  use he ma or y o  or  numbers  s n e hey 
only use a e  a l a ons. en so  he on en on 
s ha  he messa es s ll need o be del ered  h h 
ould enable ha ers o de os  mal ous ode n o 

a om u er s memory. hus  o era n  sys ems allo  
users o sele ely d sable all o  he numbers ha  
are unused  se n  u  ha  s no n as a re all. 

uden s should see ho  o he  he r om u er s 
re all se n s.
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6 he number s usually r en n our ar s. or 
e am le 17.178. 6.5  s an address or le n . 

ore re en ly  as he orld has s ar ed o run ou  
o  numbers  e ha e s ar ed mo n  o  ers on 
6 6  h h uses lon er numbers  r en 
n base 16. or e am le  3 a 74d5 12 1 3  

2 b 8 8 eed 42.
7 he d re ory s alled he oma n ame ys em 

. he n erne  has se eral hundred o le el  
ser ers ha  are on rolled by abou  
a do en d eren  or an a ons ha  
mana e he re s ra on o  names. 

a h name s ar  o  a doma n e. .  
. om  .or  .edu. .u  e .

8 hese o  le el or an a ons 
are no n as roo  er a e 
au hor es  all hey do s er y 
o her ma or or an a ons as 
subs d ary er a e au hor es. 

 os s u e a b  o be ome 
er ed  so some or an a ons  

su h as smaller om an es and 
s hools  may de lare hemsel es 
o be sel er ed  and hen hey 
an ssue er a es o om u ers 

h n he or an a on o enable 
se ure ommun a ons be een 
hem. 

 al are alled ame.
1  ha  means er a e au hor es 

ha e o are ully he  den es. ro rammers 
ha e o r e se ure  bu ree ode. Web s es mus  
ensure hey are us n  so are ha  hasn  been 
om rom sed. sers need o mana e he r se ur y 

se n s  a h are ully o ensure hey are us n  
en ry ed ommun a on h s es ha  ha e al d 
er a es and ha  l n s are le ma e be ore 
l n  on hem  a h or unusual beha or on 
he r om u ers ha  may be due o a rus n e on  

and mu h more. When s uden s ras  he number 
o  o n s o  o en al a lure  and om are ha  o 
he e or  ha  ha ers are ll n  o n es  n nd n  
ea nesses  hey ll see hy  s nearly m oss ble 

o a o d ha n  da a s olen. hus   s m or an  o 
ons der are ully he n orma on hey u  onl ne. 

11 h s s alled en ry on e or on  or ransom are.
12 he army s alled a bo ne  and  an be used o 

a a  and shu  do n s es erha s or ol al 
reasons  by ood n  hem h re ues s alled a 
d s r bu ed den al o  ser e  or o  a a .

13 ore s e ally  a rus s a e e o  so are ha  s 
run hen les are shared. e a real rus   s s read 

by on a  be een n e ed ma h nes.  ro an horse 
s a ro ram ha  seems o do one h n  su h as 

n  he user a ree om u er ame  bu  ha  n e s 
he om u er h mal are hen ns alled.  roo  
s mal are ha  a es o er he o era n  sys em 

a  he dee es  le el  so  s m oss ble o remo e 
hou  om le ely n  he ma h ne.  roo  

m h  n lude a eylo er  h h re ords e ery h n  
y ed on he om u er  send n  ass ords and red  

ard n orma on o he ha ers.  
orm s mal are ha  a ely s ans 

he n erne  or o her om u ers ha  
ha e se ur y holes  su h as o en 

C  or s  and hen o es sel  on o 
hem  urn n  hem n o omb es  
ha  on nue o s read he orm. 
nl e a rus or a ro an horse  a 
orm an n e  a om u er hou  

re u r n  he user o do any h n . ero 
day e lo s are se ur y holes ha  
he om u er ma ers ha en  ound 

and ed.  n h mare s enar o or 
om u er se ur y e er s s a ero 

day e lo  ha  enables roo n  
and an be s read by a orm  s n e  
ould s len ly and ra dly n e  m ll ons 

o  om u ers. n ay o  2 17  o er 
2  om u ers ere n e ed n 
h s manner h ransom are alled 

WannaCry.
14 ro sers ma n a n a hes o  re en ly do nloaded 

s e on en  h s ory o  a esses  and olle ons o  
les alled oo es  ha  enable s es o den y 

re urn s ors. any bro sers au oma ally share 
h s n orma on h he r user s o her de es  

so ha  or e am le  an a ess rom a hone an 
be eas ly resumed rom a la o  and a o y o  all 
o   s held on a loud  sys em. er ers ee  lo s 
o  all a ess a em s o hel  den y he sour es 
o  a a s. en n r a e bro s n  mode  mos  
om u ers e ose enou h n orma on ma e  model  

o era n  sys em ers on  bro ser ers on  lo a on  
o ha e ha  s e e ely a d al n er r n  ha  

enables hem o be ra ed. here are ools ha  do 
enable eo le o be rela ely anonymous  bu  hey 
a e ons derable no led e and e or  o em loy 

e e ely. hey are a nos  as o he her hey are 
enabl n  r m nal a y or ree s ee h.  someone 
s n es a n  he r use   should be a r er or 

re ons der n  he mo a on beh nd an n  o be an 
anonymous a or on he n erne . 

When students grasp 
the number of points 
of poten al failure  
and compare that 
to the e ort that 
hackers are willing 
to in est in nding 
weaknesses  they 
will see why it is 
nearly impossible 
to a oid ha ing 
data stolen. Thus  
it is important to 
consider carefully 
the informa on they 
put online. 
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15  he bas  or an n  me han sms or he ns ru ons 
n an al or hm are se uen e  bran h  and loo . 
e ause om u ers on he n erne  do d eren  
h n s a  he same me  here s also a no on o  
ns ru ons or n  n arallel  h h has be ome 

an m or an  as e  o  ro ramm n . Coord na n  
arallel ro rams an be ery hallen n  as an be 

demons ra ed by ha n  o s uden s or  s de by 
s de a  he board o u ly add one o numbers n 
a l s . ery soon   ll be seen ha  hey an  ee  
ra  o  h h ones ha e already been n remen ed  

and so some ll ha e o added by m s a e. 
earn n  o o e h h s nd o  n era on hel s 
reser e a e b l y o  h n n  ha  an be los   

s uden s are only au h  o urn roblem solu ons 
n o se uen es o  s e s. 

16 ere s a a a ello orld  ro ram

he lue  en ronmen  .blue .or  s a ree  
s uden or en ed  a a de elo men  la orm ha  

or s den ally on W ndo s  a  and nu .
17 ended ro ram ha  n u s e  o re la e orld

h s ro ram ll as  he user o en er an ad e e  
a noun  a erb  an ad e e  and a noun.  he user 
en ers  blue  o  e  a  and don ey   

ll ou u

import javax.swing.*

public class HelloWorld

{

  public static void main (String [] args)

  {

    JOptionPane.showMessageDialog(null, 

“Hello world”);

  }

}

import javax.swing.*

public class HelloName

{

  public static void main (String [] args)

  {

    String name = JOptionPane.

showInputDialog(“Enter a name: “);

    JOptionPane.showMessageDialog(null, 

“Hello ” + name);

  }

}

import javax.swing.*

public class MadLib

{

  public static void main (String [] args)

  {

    String adjective1 = JOptionPane.

showInputDialog(“Enter an adjective: “);

    String noun1 = JOptionPane.

showInputDialog(“Enter a noun: “);

    String verb1 = JOptionPane.

showInputDialog(“Enter a verb: “);

    String adjective2 = JOptionPane.

showInputDialog(“Enter an adjective: “);

    String noun2 = JOptionPane.

showInputDialog(“Enter a noun: “);

    JOptionPane.showMessageDialog(null, 

“The ” + adjective1 + “ “ + noun1 + 

      “ “ + verb1 + “ over the \n” + 

adjective2 + “ “ + noun2 + 

      “ and said, \”Oh my!\””);

  }

}

 

and said, “Oh my!”

18 n e am le o  a ery shor  ad b l e ro ram

Charles C. (Chip) Weems

.


