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We are at a significant turning point in history. 
The industrial world is being disrupted. At 
the epicenter of this change are three key 
elements: artificial intelligence (AI), big data 
and the Internet of Things (IoT).

Today, billions of people and countless 
machines are connected to each other. Through 
groundbreaking technology, unprecedented 
processing power and speed, and ubiquitous, 
mass-scale distributed computing, data can 
be collected and harnessed as a business 
asset at immense magnitude. New doors have 
been opened by connectivity, data science, 
automation and embedded computing. 
Predicting the future is no longer a futuristic 
concept — it is our reality.
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AI and machine learning 
are at the heart of turning 
mountains of industrial data 
into actionable insights that 
improve decision-making and 
deliver measurable business 
outcomes.
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Part 1 WHAT’S DRIVING DIGITAL DISRUPTION 
IN INDUSTRIAL SECTORS? 

Digital disruption is affecting nearly every industry 
— from music and entertainment to energy and 
transportation and everything in between. 

But why is all of this change happening now? 
Recent advancements in technology — including 
more affordable sensors, an increasing amount 
of data being generated and collected, and 
drastically better computing capabilities — 
have pushed AI-based software past previous 
limitations and enabled it to reach new heights.
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Connectivity and a New  
Generation of Machine Data

At the heart of the IoT is a connected infrastructure of sensor-
based technology that brings with it the ability to bridge our 
physical and digital worlds. How? By collecting and interpreting 
data from machines to understand the stories they have long 
been trying to tell us.

With the number of internet-connected devices now exceeding 
the world’s population, not only is our globally connected network 
going to multiply at a faster rate — so is the amount of data we 
produce.1 This is a big part of the reason why IoT will contribute 
$11.1 trillion to the global economy by 2025.2

Here are just a few of the factors driving the rapid expansion  
of sensor-based technology and data collection:

With global spending on digital transformation projected to 
reach $2.1 trillion by 20213, it is clear that we are in the midst of 
groundbreaking times where digitization is driving large-scale 
innovation across industrial sectors.

Power-efficient Silicon
The rise of smartphones 
continues to significantly  
reduce the cost of silicon,  
driving down costs for 
everything from components  
to sensors to central processing 
units and beyond.

Big Data
The ability to process large 
amounts of data — and do it 
quickly and accurately —  
cannot be overstated.

Open Source
Publicly accessible source code 
means greater collaboration and 
more growth potential.

Machine Learning 
Breakthroughs in machine 
learning make it possible 
to deliver highly effective, 
actionable insights at a very  
large scale.

Ubiquitous Wireless  
Faster and more affordable 
wireless connections are readily 
available just about anywhere.

1 Gartner
2 McKinsey

3 IDC Worldwide Spending Guide
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Welcome to the World of Industrial AI and IoT

By leveraging machine learning and data science to turn 
equipment data into meaningful, actionable insights, leading 
industrial companies are ushering in a new era of connected 
infrastructure and redefining what it means to be successful.

In the past few years, we have seen an explosion of consumer 
products that use cloud computing and AI to deliver superior 
service to customers. From Amazon’s in-home assistant Alexa to 
AI-enhanced toothbrushes that monitor oral health and brushing 
activity, smart devices are becoming more and more ingrained 
into the fabric of our everyday lives.

But in industry, we are on the verge of an even bigger 
transformation. There are about 6.4 billion connected things in 
existence today — not including smartphones, computers or 
tablets — all of which produce data. This number is expected 
to skyrocket to 20.8 billion by 2020.⁴ The value created from 
this network of connected machines is unprecedented across 
industrial sectors.

4 Gartner
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Implications for Today’s Industrial Businesses

New technologies like AI and IoT will transform entire value chains 
and enable completely new business models. Digital transformation 

is the competitive playing field where 
winners and losers will emerge, and your 
business is not an exception.

One of industry’s biggest challenges is 
also its most expensive: downtime. These 
periods of time — when industrial assets 
are unavailable to perform their primary 
functions — add up to a exorbitant problem 

that is continuing to grow larger, costlier and more complex to solve. 
Each year, around $647 billion is lost from downtime in individual 
industrial sectors. Zooming in on that number, the cost of downtime 
can reach as high as $540,000 for every hour systems and assets 
are unavailable.⁵

But machines do not have to break — nor should they, given the 
data and technology we have at our disposal. Using the right tools, 
industry can make unplanned downtime a thing of the past.

5 Gartner, ISA

EACH YEAR, $647 
BILLION IS LOST FROM 

DOWNTIME GLOBALLY IN 
INDIVIDUAL INDUSTRIES

7

A SURVIVAL GUIDE TO AI AND MACHINE LEARNING IN THE FOURTH INDUSTRIAL REVOLUTION 2018

https://www.uptake.com/blog/the-647b-downtime-question-can-artificial-intelligence-save-industry-from-its-costliest-challenge
https://blogs.gartner.com/andrew-lerner/2014/07/16/the-cost-of-downtime/
https://www.isa.org/standards-publications/isa-publications/intech-magazine/2013/feb/automation-it-predictive-maintenance-embraces-analytics/


THE PROMISE OF INDUSTRIAL  
AI AND MACHINE LEARNING

We are inundated with messages of how 
AI will change the future of industry as we 
know it. But what exactly is AI, and how 
does it actually help industry? Here it is in 
a nutshell: it takes the growing amount of 
data being generated and turns it into useful 
insights that drive better business decisions.

The amount of data produced in our connected world is growing 
at a rapid pace. By 2020, a city of 1 million people will generate 
200 million gigabytes of data every single day. The volume of all 
data stored globally is predicted to rise from 1.4 zettabytes to 6.2 
zettabytes over the next two years.⁶ As more and more industrial 
companies become digitized, the ability to learn from and act 
upon available data will become table stakes in order to survive. 
Businesses will need to leverage emerging technologies like 
machine learning, data science, and edge computing to make 
sense of this information quickly and accurately. 

Part 2

6 Cisco

2018   2020

1.4 ZB

6.2 ZB
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Machine Learning 101

AI and machine learning are often used interchangeably. This is 
misleading because machine learning is an important subset of AI. 
Today’s advancements in AI are largely being driven by the use of 
machine learning to process massive amounts of data.

AI vs. Machine Learning:

Do you ever find yourself with more items in your Amazon 
shopping cart than you originally needed? Amazon’s product-
recommendation feature uses machine learning to help improve 
your online shopping experience. Amazon takes data about your 
purchase history and browsing patterns and compares that 
information to the behavior of other shoppers to automatically 
recommend other items you might like to buy.

Industrial machine learning is used to detect patterns in the health 
of critical assets — heavy machinery, equipment and components 
— to predict when they will break down or require maintenance. 
For example, in the rail industry, railroads use machine learning to 
detect and prevent catastrophic failures and damages before they 
happen. Better-informed maintenance decisions can be made more 
quickly across the entire rail value chain.

Artificial Intelligence 
is a broader term used to refer to the ability of 
machines to perform tasks that typically call 
for human cognitive functions. The English 
Oxford Living Dictionary defines AI as “the 
theory and development of computer systems 
able to perform tasks normally requiring human 
intelligence, such as visual perception, speech 
recognition, decision-making and translation 
between languages.”

Machine Learning 
is the use of statistical computing to understand 
tendencies, patterns, characteristics, attributes 
and structure in data, to inform decisions with 
new observations. It is a computer science field 
that gives systems the ability to learn from data 
to improve the performance of specific tasks, 
without being explicitly programmed to do so.
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How Does Machine Learning Work in Industry?

Consumer IoT products compute data in a centralized cloud to 
enhance experiences for their customers. Netflix, for example, 
uses machine learning algorithms to recommend additional video 
content to viewers. In fact, 75 percent of all Netflix viewing is 
driven by the company’s recommendation algorithm.⁷ Thanks to 
cloud computing, Netflix can easily process massive amounts of 
data from all of their 117.58 million customers.⁸ But what about 
when your data is not centralized? What happens when you are 
taking vast amounts of data, not from your smartphone or TV, but 
from decentralized industrial equipment located around the globe?

7 Wired

8 Netflix
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Industrial Machine Learning is Extended to the Edge

In industrial sectors, there are unique challenges when it comes 
to the data being generated by connected machines. Each piece 
of equipment has its unique constraints. For example, locomotives 
transporting precious metals in the outback of Australia have 
connectivity issues. They travel in and out of network coverage, 
and though it is possible to intermittently deliver data to and 
receive insights from the cloud, it is very expensive, impractical 
and ineffective on the front lines.

In some cases, the amount of data being generated is so 
massive that there is no other choice but to perform some level 
of computing at the site of the machine. An offshore oil rig, for 
example, generates 1-2 terabytes of data daily. It would not make 
sense to immediately send all of that raw data up to the cloud 
without at least analyzing it onsite for potential value first. 

Industrial data is often too remote, too massive or too time-critical 
to rely on only cloud computing — it must be augmented with 
edge computing.

What is Edge Computing?

Edge computing is data collection, processing and analysis that 
happens at the edge of the network — near the actual source of 
the data, often by necessity using a lower-cost, power-efficient 
computer suitable for industrial environments. This enables 
businesses with limited or no network connection to gain real-
time data insights and take immediate action. 

Edge-deployed data science is still in the early stages of 
development. It requires immense skill and careful collaboration 
with industry experts and device manufacturers. But by using 
the powerful combination of on-device embedded computing 
capabilities and various edge computing patterns, businesses  
can make the most of both cloud and edge computing, improving 
the overall effectiveness of their operations and data processing.
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WHERE DOES DATA SCIENCE FIT IN?

What happens with all of that data once 
it is captured? Unfortunately for many 
companies, the answer is nothing. As little 
as 1 percent of industrial data gets used.⁹ 
Not using the other 99 percent is costly in 
terms of dollars and missed opportunities. 
But for those who do make the most of their 
data, the possibilities are endless. Data 
science is the key to unlocking this potential.

Part 3

9 McKinsey

1%
Used Industrial Data

99%
Unused Industrial Data
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It is All About the Data

Machine learning is only as good as the data it is fed, which 
means edge computing and machine learning are ineffective 
without quality data. Say you discover that you have 20 terabytes 
of machine data. Now what do you do with that mountain of 
information? There is a lot of it, but you typically cannot get much 
value out of it directly. You either need to have a large team of data 
scientists or access to the right software to make sense of the data 
and use it efficiently and effectively.

Data scientists make and test hypotheses 
and use software and statistical analysis to 
extract insights from data. But what is data 
science in the first place?

Data Science  
is the craft of turning data into action. It 
converts data into actionable business 
insights by using computational, statistical, 
and mathematical techniques and processes. 
It is an interdisciplinary field of scientific 
methods, processes, algorithms and systems 
that extracts knowledge from data.

Data scientists start with the problem they are trying to solve, 
determine what kind of data they need to provide an answer to  
the problem, prepare the data, then model the data — translating  
it into business outcomes.

One of the most important steps in this process is data 
preparation. Data scientists spend as much as 80 percent of  
their time cleaning, reformatting and combing through data. In 
order to reap the benefits of analytics-driven decision-making, 
machine learning engines must be trained on a large quantity of 
high-quality data — and industrial data is often messy. Data from 
heavy equipment can be affected by climate, human error and 
malfunctions.

MACHINE LEARNING 
ENGINES MUST BE 

TRAINED ON A LARGE 
QUANTITY OF HIGH-

QUALITY DATA — AND 
INDUSTRIAL DATA IS 

OFTEN MESSY.
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WHAT ARE THE PRACTICAL 
APPLICATIONS OF MACHINE 
LEARNING IN INDUSTRY?

The impact of incorporating new 
technologies is huge. Across eight  
industrial sectors, the value at stake  
is upward of $17 trillion.¹⁰

When machine learning is applied to industrial data, it opens up new 
doors for today’s businesses to improve their operations and save 
time and money. They can predict and prevent equipment failures 
before they happen, improve the availability and reliability of their 
critical assets, and cost-optimize their maintenance programs. 
This comprehensive approach is known as asset performance 
management (APM).

With APM, industrial businesses can make critical decisions about 
their assets based on known failure modes, monitor machines to 
determine which require maintenance based on historical patterns 
and real-time conditions, and make critical future decisions about 
assets based on predictive insight.

Anomalies that deviate from normal behavior patterns can be 
detected, relevant signals that would otherwise be buried in 
mountains of data can be extracted from less-relevant noise, and 
machine failures can be predicted and prevented before they occur.

Part 4

10  WEF Digital Transformation 
Initiative

$17T Industrial
$10.3T Commercial

$17T

$10.3T

14

A SURVIVAL GUIDE TO AI AND MACHINE LEARNING IN THE FOURTH INDUSTRIAL REVOLUTION 2018

http://reports.weforum.org/digital-transformation/wp-content/blogs.dir/94/mp/files/pages/files/170328-dti-executive-summary-slideshare.pdf
http://reports.weforum.org/digital-transformation/wp-content/blogs.dir/94/mp/files/pages/files/170328-dti-executive-summary-slideshare.pdf


Understand Everything About Your Equipment 
with Asset Performance Management

APM is fueled by three main technology areas that can help 
businesses make faster, smarter decisions that are based on data 
instead of intuition:

  Preventive Maintenance 
  uses expert historical knowledge about assets — such as 

equipment types, failure modes and maintenance tasks — to 
inform more cost-effective maintenance strategies and help 
minimize risks and failures.

   Predictive Analytics 
  uses data and machine learning to anticipate what might 

happen in the future. Businesses can use historical, real-
time and contextual data about the environment to make 
predictions about what is likely to transpire next — surfacing 
overlooked problems and opportunities.

 Prescriptive Analytics
   uses data and machine learning to provide data-backed 

recommendations on the right action to take to achieve 
specific business goals. This typically involves human 
interaction (also known as Human-in-the-Loop) to validate the 
recommendations and take action. This means the knowledge 
base automatically gets smarter — and its recommendations 
grow increasingly accurate — over time.

The value of predictive and prescriptive analytics in industry is 
enormous. For example, when it comes to mission-critical assets 
like airplanes, locomotives, bulldozers, trucks and wind turbines, 
the ability to associate a certain engine vibration in those machines 
with a pending component failure enables more effective repairs, 
greater safety, increased uptime and better customer service. 
Those assets can be sent to the shop for proactive service repairs 
before they break down mid-mission.
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Increasing Business Productivity

Companies can use data-driven insights to improve APM and 
ensure their machines consistently hit peak performance.

In the energy industry, wind power development has grown 
dramatically in recent years. But as renewable procurement 
auctions press for ever-lower costs to find energy buyers, 
the industry can and will have to produce more energy from 
installed wind turbines to maximize investments and prevent 

underperforming preconstruction energy 
assessments. The industry can conquer this 
challenge by improving asset availability 
and producing more energy from existing 
turbines — with no new hardware required.

The data that is already captured by today’s 
installed wind equipment has the potential 
to transform many areas. However, the 
most immediate and profitable opportunity 

is in operations. Downtime in the current U.S. wind fleet prevents 
significant renewable energy from being generated — enough 
to power 1.1 million homes every year. And it prevents us from 
removing 8.9 million tons of CO2 out of the atmosphere annually.11

Using data, problems can be identified before they happen to 
optimize operations and eliminate downtime. For example, within 
just a few days of deploying machine learning software, Berkshire 
Hathaway Energy was able to identify a predictive maintenance 
need on a wind turbine with a faulty bearing, saving $250,000 in 
equipment damages and days of costly downtime had the issue 
gone unnoticed.12

11  Uptake’s Untapped Energy 
Report

12  Uptake Customer Case Study: 
Berkshire Hathaway Energy

DOWNTIME IN THE 
CURRENT U.S. WIND FLEET 

PREVENTS SIGNIFICANT 
RENEWABLE ENERGY 

FROM BEING GENERATED 
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Improving the Reliability of Critical Assets

By leveraging machine learning, companies can digitize their 
workforces and improve key operational workflows.

In the transportation sector, railroads have the opportunity to gain 
an inside edge against industry competitors and other modes of 
transit. They now have a viable way to increase the productivity 
and reliability of trains, significantly reduce fuel costs and 
environmental impact, predict and prevent locomotive failures 
before they happen, and improve the safety of their operations.

Flagging issues like oil pressure and engine failures used to 
mean operation analysts had to manually diagnose thousands 
of locomotive asset faults on a daily basis. This is a costly and 
ineffective process. With machine learning, potential problems 
get flagged in advance so that repairs can be made before 
locomotives even leave the railyard — or, if necessary, locomotives 
can be pulled off of the track at the optimal time for servicing.

Today, advanced railroads are using data to run virtual stress tests 
on locomotives to assess their health — eliminating the need to 
burn 250 gallons of diesel fuel per test while still providing the 
information railroads need to run safely and efficiently. Doing 
this across all the locomotives in the U.S. would save 17.5 million 
gallons of diesel fuel annually, enough to power 3,500 diesel 
locomotives for one year.1313  Based on Uptake's work with a 

leading Class-1 Railroad
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Making Industry Safer and More Secure

Industrial environments are becoming connected faster than 
they can be secured. By 2020, 25 percent of all identified cyber 
attacks in enterprises will involve the IoT14. While the majority 
of executives have finally learned to understand the threats 
targeting their information technology (IT), much work remains to 
help them understand and address the severity of the emerging 
vulnerabilities and threats to their industrial operational technology 
(OT) environments.

Cyber attacks do not have to be inevitable. Companies can 
take proactive steps to minimize risks to their operations while 
increasing the safety, productivity and reliability of their digital  
and physical environments.

Data science and machine learning can be used to quickly identify 
threats and recommend proactive, preventive actions. These 
technologies help businesses become more cyber secure by:

1.  Acquiring and ingesting OT network, enterprise IT, operational and 
contextual data from disparate sources across the enterprise. 

2. Cleaning and normalizing data for processing and analysis.
 
3.  Applying machine learning models to identify bad actors and 

potential threats, and provide alerts and recommendations for 
remediation.

 
4.  Providing workflows for engineering and security operation center 

analysts to triage, investigate, remediate and resolve potential 
cybersecurity threats.

Improving the security of critical infrastructure helps protect a 
business’ most valuable asset: its people. The power of data science 
and machine learning enables today’s companies to address highly 
complex OT security issues before they spread throughout the 
organization.

14 Gartner
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THE POTENTIAL OF OUR NEW, 
CONNECTED WORLD

The terms AI, machine learning, IoT and 
APM might bring to mind a vision of the 
future where robots are at the helm of 
running businesses. Fear not: not only is 
the future unlikely to unfold like a dystopian 
novel, most of today’s consumer companies 
are already using these technologies to 
transform data into meaningful intelligence 
and actionable insights. It is now time for 
industrial businesses to reap the benefits. 

Part 5

Criminal use of AI technologies

Job losses

Cyber-attacks or computer hacking

Less security of personal data and privacy

Humans becoming more lazy or less productive

Machines or technologies making bad choices

Humans losing certain abilities or skills

Accidents involving humans

Disruptions to infrastructure

Ease of going to war

Harmful impacts on our environment

Transportation problems

40% 41%

29% 41%

30% 44%

39% 33%

40% 43%

43% 41%

52% 35%

52% 34%

48% 40%

53% 37%

60% 31%

60% 29%

The graph below outlines some 
of the potential outcomes of AI 
that consumers have expressed 
concerns about.

Very Concerned Moderately Concernedsource AI-Ready or Not: Artificial Intelligence 
Here We Come! By Weber Shandwick.
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Data is the New Common Language

The change brought by the Fourth Industrial Revolution is inevitable, 
not optional. For some, a shift in mindset will be necessary. As 
difficult as it may be, the future of work looks very different from 
the past — but it does not have to be something to fear. The best 
version of our future will be shaped by putting people first and 
supplying them with the best tools and technology to succeed.

Industrial AI is the definition of humans and machines that are 
connected and working together in perfect harmony. What it is 
not is a future that devalues human ingenuity. People will not be 
replaced by machines — rather, technology will empower them to 
do their jobs even better than previously possible, and open the 
door to new roles that did not exist before. 

A recent study by Gartner found that AI will create 2.3 million 
jobs by 2020, outpacing the number of jobs it will eliminate.15 
Gartner’s head of research, Svetlana Sicular, further elaborates: 
“Unfortunately, most calamitous warnings of job losses confuse AI 
with automation — that overshadows the greatest AI benefit — AI 
augmentation — a combination of human and artificial intelligence, 
where both complement each other.” Gartner estimates that by 
2022, one in five workers engaged in nonroutine tasks — work that 
is more varied due to lower repeatability — will rely on AI to do their 
jobs. In these areas especially, AI is more likely to assist humans 
than replace them, as the combination of the two will perform more 
effectively than either would working alone.

With AI and machine learning taking on certain tasks, people are 
free to focus on more complicated challenges that require human 
intellect, creativity and experience. By leveraging data to help 
predict and prevent machine failures, technicians can focus on 
more strategic maintenance issues. In addition, the knowledge they 
have and the actions they take become more data points that are 
fed back into technology systems, improving the precision of the 
analytics and predictions for the next challenges that arise.

15 Gartner

By 2020 0ne in five workers 
engaged in nonroutine tasks  
will rely on AI to do their jobs.
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Reimagining Whatʼs Possible

Today’s technology empowers us to use data generated by 
people, systems and machines to solve complex issues, predict 
problems before they occur and make smarter decisions. Our era 
has boundless potential, where the power of technology and our 
ability to harness data allows us to shape our world in ways once 
unimaginable.

The opportunity is huge for those who think boldly and are not 
afraid to act quickly. Digital leaders have the opportunity  to 
use data to transform how they run both their assets and their 

enterprises. It is giving them a competitive 
advantage and quickly separating leaders 
from laggards.

We are living in an unprecedented 
time where people can and should use 
technology not only to solve problems of 
convenience, but more importantly to solve 
problems of consequence. We can create 

a world that always works — one where machines do not break, 
where industries make new things possible, where people are 
empowered to do their best work, and where our communities  
are safer and more prosperous.

WE CAN CREATE A 
WORLD THAT ALWAYS 

WORKS — WHERE 
MACHINES DON’T BREAK

As the leading provider of AI software for industrial companies, 
Uptake combines data analytics and machine learning with 
deep industry knowledge to unlock the power of AI for the global 
industrial sector. Headquartered in Chicago, Uptake works with 
industrial customers of all sizes across the globe to use software 
and data to reimagine their industry.

Learn more at uptake.com

About Uptake
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