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Tip 02 - Practical Application
KNOW YOUR ASSESSMENT GOALS

PUT YOURSELF
IN THESE SHOES
If you are a product company, unauthorized access to schematics/design documents, unreleased 
marketing material, or any other information that could be at risk for corporate espionage might be the 
primary goal for the assessment team.

While the team will still test other functionality and produce any other findings encountered, a primary 
goal will provide a clear focus for the penetration test.
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OVER-SCOPING
When determining the line of code (LoC) count for a source code review, be 
sure to remove test cases from repos before running automated tooling.

Let’s say you’re running a tool like cloc (https://github.com/AlDanial/cloc) 
to provide a source code estimate. Although it will automatically subtract 
comments and blank lines, which is helpful, it can’t distinguish between 
test cases and product source code cases.

This could mean that a result of 400k LoC could include 100k LoC of test 
cases, overestimating the source code count by 25%.

Tip 03 - Practical Application 
AIM FOR ACCURATE SCOPING SURVEYS

UNDER-SCOPING
If you have a web application and you guess that it has 50 endpoints 
when it in fact has 100, then the test will be under-scoped.

Under-scoping may require a last-minute change order which could mean 
more hours, cause budget issues, project delays, or interference with 
other deadlines. Going ahead without a change order means you will end 
up with a more limited test than you planned.
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WEB APPLICATION ASSESSMENTS 
In a multi-tiered web application assessment, the team might assess the 
application as various user roles (as you would find in a standard assessment), 
but then they would also simulate the compromise of Customer Service users, 
an application server, or a back-end server.

These roles could be set up as the following:
 • No access/public sign-in
 • Application user roles (e.g., users, organization users, & administrators)
 • Customer support user
 • Command-line access to a primary web service
 • Command-line access to a secondary back-end service

Attempting attacks from these privileged spaces allows the network monitoring 
team to become familiar with what malicious behavior looks like, and it allows 
security at the server level to be evaluated. For most organizations, security 
at this level is not formally evaluated until a break-in occurs or until privileged 
access is obtained during a pen test.

RED TEAMING ENGAGEMENTS 
The approach is similar for a red teaming engagement attempting to gain  
access to privileged corporate information.

The first goal might be to gain access to the internal network from the  
outside. Once inside, attackers typically attempt to escalate privileges by  
getting access to more privileged users. Other times, they successfully  
phish a high-privileged user.

With a multi-tiered assessment, the team can attempt compromise from  
a variety of different network positions and roles, such as:

 • No access
 • VPN access
 • Standard employee access to internal applications
 • Access to a particular employee group
 • Physical access to offices
 • Developer access

Tip 04 - Practical Application 
CONSIDER A MULTI-TIERED ASSESSMENT
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Tip 05 - Practical Application 
DISABLE YOUR WAF DURING TESTING

Instead of conducting hundreds or thousands of tests per second, we get 
logged out of the application with every test case. Creating automation to 
work around this limitation may take some time, and once it’s created, we can 
likely do only one to two test cases per second.

To ensure good coverage, we must manually craft or vet every payload to 
ensure its efficacy when it’s passed through a given WAF. 

Additional application latency is an issue due to proxying through the WAF.

SO, how does a waf
hamper testing?
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DOWNFALLS OF AN
UNSTABLE Testing Environment
In worst-case scenarios, at Bishop Fox, we’ve seen test environments with five to ten seconds of latency per 
request. We’ve also had pen tests conducted through screen control on WebEx. If a product has egress to WebEx 
servers, there are better solutions for a testing environment.

Tip 07 - Practical Application 
ENSURE A STABLE, RESPONSIVE TEST ENVIRONMENT
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