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Introduction

Baking security into the application development process has been championed for many years by those penning lists of best practices. 
Unfortunately, as breaches continue to illustrate, security is oftentimes an afterthought when it comes to meeting release dates.

Just as application development needs to be agile, it also needs to be secure. Hackers are unforgiving, and poor coding practices or 
simple human error can be costly. Eliminating silos between application development and security teams is critical to staying ahead of 
threat actors and mitigating risks. A ‘Shift Left’ approach allows teams to build security into the application design and planning phases, 
and then apply and assess security throughout development, security, and operations (DevSecOps) processes. 

DevSecOps, when done correctly, can be transformative in how quickly businesses can develop and deploy applications securely, 
and creates new opportunities to simplify security, such as taking advantage of automation to speed testing and avoid slowing down 
deployment. It also empowers your organization to change its approach to updating and patching software. 

Despite the benefits, many organizations struggle to go beyond theory to operationalize DevSecOps into workable practices that 
continually address issues through proactive security measures. As noted in Ponemon’s report “Application Security in the DevOps 
Environment”, 65% of developers believe that the software delivery culture within their organization prioritizes speed, automation, 
and continuous delivery of applications over addressing potential security risks. In terms of remediating security issues, only 56% 
of developers report their organization requires secure coding for their applications, and less than half feel empowered to identify 
vulnerabilities during the coding process.
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Many applications are delayed in the development cycle 
due to code that needs to be evaluated for security 
concerns, which impacts our release deadlines.

Our DevOps software delivery culture prioritizes 
speed, automation, and continuous delivery over 
addressing potential security risks.

Our development team is able to deliver both 
an enhanced customer experience and secure 
applications.

74%

65%

45%

PERCEPTIONS ABOUT THE SECURITY-INNOVATION INBALANCE.1

1. Ponemon Institute. (2020). Application Security in the DevOps Environment.

https://www.hcltechsw.com/appscan/ponemon-report
https://www.hcltechsw.com/appscan/ponemon-report
https://www.hcltechsw.com/appscan/ponemon-report
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Require secure coding for your 
organization’s applications

Empower developers to 
identify vulnerabilities during 

the coding  process

Ensure developers receive 
training on how to secure the 

coding process

Provide code libraries
or templates that address

key issues

Create test plans and test 
scripts to detect authentication 

defects early in the dev cycle

Other

47%

49%

56%

44%

41%

3%
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STEPS ORGANIZATION TAKE TO REMEDIATE RISKS ASSOCIATED WITH VULNERABLE APPLICATIONS.2

2. Ponemon Institute. (2020). Application Security in the DevOps Environment.

Our field guide aims to offer practical 
recommendations on how developers 
and security teams can move towards  
a DevSecOps model – with a goal of 
shared responsibility and creating a 
perpetual and repeatable process. 

We’ll include guidance on which  
tooling and approaches to consider  
for improving application security,  
and how to integrate them within  
the development process without 
impacting innovation and deadlines. 

https://www.hcltechsw.com/appscan/ponemon-report
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The key ingredient for 
DevSecOps?  
Security must become  
an enabler instead  
of a blocker. 

DevSecOps is the New Normal

DevSecOps (development, security, and operations) is a 
practice that integrates security principles into development 
and operations processes and then remains a key part of 
the workflow throughout the entire software development 
lifecycle (SDLC). 

Do you remember the days when the security team was the 
“gatekeeper” for the organization? They are long gone. 
Gatekeeping no longer works with developers and 
development-led initiatives. Today, to be effective, security 
teams must be trusted partners, empowering developers  
to run security tools and improve their own processes,  
while providing them with training and guidance. For  
example, the security team could help evaluate a new 
static application security testing (SAST) tool and train  
the developers on how to use it. They might also mentor 
“security champions” to promote secure coding practices  
to other developers.

“There are some creative ways to get 
developers to think about security.  
Years ago, when I was teaching 
developers secure coding practices, my 
team developed a capture the flag event 
where we challenged developers to hack 
and exploit real (vulnerable) applications.  
This exercise showed them how easy 
it was to exploit some of the same 
vulnerabilities found in their own 
applications. With one client, this event 
was so successful that developers pulled 
up code in their production environment 
during the training, showing where some 
of these vulnerabilities were in their own 
code! This was also a good time to show 
them how to fix this code and make it  
more secure. Talk about a hands-on 
training experience!”

— Tom Eston, 
Associate Vice President of Consulting, Bishop Fox
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1. Set Clear and Realistic Expectations. 
According to the Ponemon’s Report, 74% of developers state applications are delayed in the development cycle 
due to code that needs to be evaluated for security concerns, impacting release deadlines. This is the biggest 
hurdle to overcome – how to implement perpetual and repeatable testing and security best practices that don’t 
delay your release dates. As with any cross-departmental initiative, changes won’t happen overnight. Make 
sure to set and communicate clear milestones and incremental goals to sustain continued momentum and 
demonstrate progress across the organization.

2. Seek Executive Sponsor(s) and Champion(s).
A top-down leadership approach is required to overcome the many (inevitable) bumps on your journey 
to DevSecOps. Thankfully, it looks like many organizations are headed in the right direction as 62% of 
developers state in the same Ponemon Report that their organizations’ application security testing is owned 
at the C-Suite (by either CIO, CTO, CISO, or CSO) or department head level. Leaders are encouraged to 
support their development and security teams through this transition. Without vocal executive engagement, 
moving to DevSecOps will be nearly impossible.

3. Put Developers in the Driver’s Seat. 
Allowing developers to drive the conversation on where security naturally fits into their development cycle is 
the best way to garner enthusiastic participation. Developers are like all of us; they seek to continually hone 
their craft in building the best apps they can, and we all know that ‘best’ will never be equivalent to vulnerable 
or exploitable.

Top 3 DevSecOps Success Factors.

Who is Responsible for Security?
According to a recent survey from GitLab, 31% of developers 
said that security operations teams were responsible for 
security, but in an almost even split, 28% said that security was 
everyone’s responsibility. 

The Collective Power of Empathy.

At their core, DevSecOps initiatives are about people working together to drive behavioral change for the greater good. Admittedly, 
changing behavior is always a challenge. Change is oftentimes disruptive and can easily lead to miscommunications and missteps. Adding 
to the mix is the fact that DevSecOps programs bring together a variety of cultural differences in how people do (and view) their work. 

So… What’s the secret sauce for developers and security professionals to work towards a shared goal of DevSecOps? Empathy. It can 
open doors… of understanding, collaboration, and, ultimately, action. 

Being empathetic requires listening to others and accommodating their point of view. By sharing secure coding principles with developers, 
security teams can play the role of enablers, adapting security controls to the way apps are being developed and not the way the security 
team wants them to be built. Rather than taking an authoritarian approach, security teams can step into a mentor-player-partner role, 
coaching developers, providing them with training and governance, and allowing them to use their own tools.

31% 28%

Security 
Operations 
Teams are 
responsible 
for security

Security is 
everyones 
responsibility

https://www.hcltechsw.com/appscan/ponemon-report
https://www.veracode.com/blog/managing-appsec/application-security-mistake-no-5-lack-buy


7EBOOK

THE BITTER TRUTH: 

Without a real plan, these organizations are 
shortchanging their teams. 

Our Recommendation: 
Before running, learn to walk – better yet, crawl. In 
other words, when it comes to the software 
development lifecycle, let’s first understand what 
DevOps is before we try to graduate to DevSecOps.

Applying DevSecOps  
in Your Organization

When attempting to apply DevSecOps, many organizations 
end up with a hybrid model or trying to build a few security 
aspects into their development process to meet their goals  
of satisfying customers and delivering software quickly. 
Finding a way to implement a phased approach to  
DevSecOps that works with your team and internal culture 
is a best practice. 

For example, some teams begin by moving away from  
sprints to CI/CD pipelines and release their code more 
frequently, while others may want to automate some of  
their security testing by implementing a static application 
security testing (SAST) and/or a software composition 
analysis (SCA) tool early in the development process. 

Unfortunately, many organizations get caught up in the  
hype and popularity of DevSecOps (a.k.a. “the new, shiny 
object”) before putting together a pragmatic plan on how  
to get there. For example, some organizations might simply 
buy a bunch of DevOps tools based on their position in the 
Gartner Magic Quadrant and hope that they work (fondly 
known as “pay and pray”). Or perhaps they’ll make changes  
to the way a CI/CD environment is configured just because 
they hope to develop faster or closer to what they believe 
looks more like DevOps (a.k.a. “tweaking around the edges”). 

Focus on quick wins by 
opportunistically building  
in aspects of DevSecOps  
where (and when) you can. 
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The Three Ways of DevOps.

The three ways of DevOps were made popular by the book  
The Phoenix Project by Gene Kim, Kevin Behr, and George 
Spafford. The Phoenix Project reads like a novel telling the  
story of a fictional company called “Parts Unlimited.” In the 
book, different departments, including IT, product management, 
information security, and others, work together to get a product 
out the door under a tight timeline. Just like in real life,  
unplanned escalations and outages derail the best of plans.

First Way: Efficiency.
The first way of DevOps is ensuring efficiency throughout 
the entire system through speed, scalability, and automating 
everything from development and IT operations to client 
experience. This includes automating CI/CD pipelines, testing, 
and ensuring code is being released as fast as possible.  
The first way also includes removing constraints, which can 
include people, process, or technology that impedes the way  
of system efficiency.

Second Way: Fast Feedback.
The second way is fast feedback, where you focus on  
getting testing results and feedback to the developers 
immediately and using tools to automate your security  
testing, where possible. In the old Waterfall development 
model, security testing was typically the last step in the 
process, which became the most expensive and time-
consuming part of development. This model will not fly  
in a DevOps world. Results of testing and problem 
identification need to happen in real-time, so developers  
can make fixes and perform remediation quickly –  
avoiding costly downtime and production delays.

Third Way: Continuous Learning and Risk Taking.
The third way of DevOps is constantly learning, making 
improvements, and taking risks by implementing new tools  
and testing techniques. In the third way, development teams  
are encouraged to learn how to develop secure code and  
test out new tools to make their job and the development 
process more efficient. There are many types of security 
testing tools that are available for development teams,  
and security teams are well served to invite developers  
into tooling conversations early on to provide their feedback. 

By empowering developers to take risks and try new things, 
they can improve the security of their software. Even if it may  
be uncomfortable for risk-averse (and risk-aware) members of 
the security teams, it benefits everyone to evolve to this new, 
more accommodating way of thinking. 

SPOILER ALERT: 

Unplanned work leads to failure, which in theory, 
should precipitate change in an organization. The 
Phoenix Project shows how DevOps facilitates a 
culture of efficient workflows, fast feedback, and 
continuous learning and risk taking. 

1

2

3

https://www.amazon.com/Phoenix-Project-DevOps-Helping-Business/dp/0988262509
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1 – Encourage Developers to Conduct Peer Reviews of Their Code.

2 – Set Up Frequent Lunch and Learns.

3 – Start a Security “Champions” Program.

4 – Prioritize Interactive Training Methods.

5 – Collaborate on Secure Coding Guidelines.

Create a shared culture of transparency where each contributor’s input is welcome.

Whether informal or formal, schedule time for cross-departmental teams to collaborate and 
whiteboard prototypes for secure development.

Design a peer-driven curriculum to train and guide developers to become security champions within 
their own teams. After all, security is everyone’s responsibility. 

Move away from old, computer-based training (CBT) and implement new interactive “gamified”  
training options.

Let developers take an active role in the development of secure coding policies and guidelines for the 
organization. Being an active part of the process will encourage more widespread developer adoption.

SECURITY CHAMPIONSTOP FIVE WAYS TO CONVERT DEVELOPERS INTO
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The first step is to determine which security requirements apply to the application(s) being developed. For example, if you’re processing 
and storing sensitive data or personal identifiable information (PII), you’ll need to understand the security requirements to store and 
process this data. But how do you know what your security requirements are? In terms of frameworks, you could start with the OWASP 
Application Security Verification Standard (ASVS) or the OWASP Software Assurance Maturity Model (SAMM).

Threat modeling and a review of architecture designs are also important means of identifying security flaws. During coding, static 
analysis tools can be embedded in the developer’s integrated developer environment (IDE). Additionally, you should develop security unit 
tests and ensure that the development team is following your organization’s secure coding policies.

Planning Considerations.

Not all organizations will be ready to jump right in and ride the DevSecOps train. For the majority, its best to start small and implement 
the most important aspects of a solid application security (AppSec) program first and foundational elements of DevSecOps, then move 
towards more advanced DevSecOps practices over time. 

When planning out and beginning your organization’s move to DevSecOps, include at least some of the activities noted in the typical 
DevSecOps Lifecycle, shown below.
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DEVELOPMENT (PLAN,CODE, BUILD)

TESTING (TEST, RELEASE,  DEPLOY)

OPERATE & MONITOR

Security testing continues throughout release and deployment. You should leverage both automated tools like SAST, DAST, IAST, and 
SCA, as well as manual testing activities like code review and penetration testing. 

Note: Security testing continues throughout release and deployment. You should leverage both automated tools like SAST, DAST, IAST, 
and SCA, as well as manual testing activities like code review and penetration testing.

Use logging and monitoring tools where possible and implement a process for incident response, so you can quickly respond to security 
alerts. Deploy automated testing such as DAST, defense-in-depth solutions like RASP, and/or more traditional WAF technology to protect 
apps in production.

https://owasp.org/www-project-application-security-verification-standard/
https://owasp.org/www-project-application-security-verification-standard/
https://owaspsamm.org/
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Plan Code Build Test

THREAT  
MODELING

Establish a reusable model that proactively addresses  
security issues across the software development lifecycle

ARCHITECTURE  
SECURITY ASSESSMENT

Identifies flaws and uncovers systemic improvements that enhance 
existing security controls and harden application defenses

SECURE CODE  
REVIEW

Address source-code-level vulnerabilities and risks before 
applications move into production

HYBRID APPLICATION  
ASSESSMENT

Uncover application security risks and code-level vulnerabilities with 
automated and manual testing methods

APPLICATION  
PENETRATION TESTING

Discover critical vulnerabilities and logic flaw issues with  
in-depth manual and automated testing methods

MOBILE APPLICATION  
ASSESSMENT

Locate security deficiencies with in-depth manual and dynamic 
analysis of Android/iOS devices and applications

Catching application flaws and vulnerabilities earlier in the development lifecycle can make all the difference in business impact. It takes 
an organization an average of more than seven and a half months to identify an attack and six months to recover from an attack resulting 
from a vulnerable application. 

7.6 MONTHS

6.0 MONTHS

Average time to identify an attack 

Average time to recover from an attack 

AVERAGE TIME TO IDENTIFY AND RECOVER FROM AN ATTACK AGAINST A VULNERABLE APPLICATION4

4. Ponemon Institute. (2020). Application Security in the DevOps Environment.EBOOK 11

As shown in our visual below, threat modeling, architecture security assessments, code reviews, hybrid application assessments, 
application penetration testing, and mobile application assessments can seamlessly overlay and serve as security checkpoints through 
each phase of the development cycle.

https://www.hcltechsw.com/appscan/ponemon-report
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Choosing the Right  
Modern AppSec Tools

There are a number of modern automated tools available to 
DevSecOps and AppSec teams. Each tool and technology 
discussed in this guide has its own advantages and 
disadvantages — there’s no single right answer for your  
use case. 

AppSec vendors offer many different solutions, some of 
which may not fit into the way your organization develops 
applications. Learn how different technologies can be used 
to support the way you develop and choose the automated 
testing solutions that fit your use case and goals. 

The most common modern tools are static application security 
testing (SAST), dynamic application security testing (DAST), 
software composition analysis (SCA), interactive application 
security testing (IAST), and Runtime Application Self Protection 
(RASP) products.

Diversify your tooling and don’t  
rely on a single technology to find 
all flaws in an application. No tool is 
100% accurate, so manually review 
your code and validate results 
coming from automated tools.

Penetration Testing
(PEN) 

Dynamic Application Security Testing 
(DAST)

Interactive Application Security Testing 
(IAST)

Software Composition Analysis
(SCA)

Static Application Security Testing
(SAST)

A Combination of the Above Methods

39%

41%

54%

37%

33%

63%

WHAT DOES YOUR ORGANIZATION USE TO SCAN AND TEST FOR VULNERABILITIES IN APPLICATIONS.5

5. Ponemon Institute. (2020). Application Security in the DevOps Environment.

https://www.hcltechsw.com/appscan/ponemon-report
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MODERN APPLICATION SECURITY TOOLS

The next section compares the pros and cons of each of these tools, along with some pro-tips to help you choose which will work best 
for your organization. For a quick comparison view, download our Modern Application Security Tools Guide.

STATIC APPLICATION SECURITY TESTING (SAST)

Also known as static analysis, SAST was one of the first AppSec tools to find flaws in source code and byte code, or through the binary 
itself. Some SAST tools will scan the uncompiled source code, while others will scan the compiled binary where source code is not 
required (a.k.a. binary analysis). Deployment options are flexible: either installed on-premise within a developer IDE or delivered via 
software-as-a-service (SaaS). There are many different types of open-source and commercial SAST products in the industry today. 

— PROS

• Early Detection: Because SAST tools are as far “left” as you can go in AppSec testing, SAST can find common code-related flaws 
very early.

• Scale with Developers: SAST tooling can scale across multiple developers and applications more easily than other tools because 
of how close SAST is to the development process. 

• Build Cycle Integration: SAST tools work best when they can be tightly integrated into the build cycle.

— CONS

• Language Support: SAST tools can vary greatly in the types and number of programming language frameworks that they support, 
so vendors will often require lead time to support these new languages and frameworks. Product roadmaps dictate language 
support, which can change frequently.

• Scan Duration: Depending on the size of the code base, complexity of third-party libraries, and the binary itself, some scans can 
take a long time to complete. Even as some SAST scan times have improved, scan speeds vary widely across competing SAST 
products.

• False Positives: Some SAST tools have higher false positive rates than others, so their results require manual reviews (against 
source code) by someone experienced in identifying security and coding flaws. For example, most SAST scanners will report 
“hard coded credentials” because they flag a particular keyword in the code that they mistake as a security issue. Without manual 
validation, expect a lot of false positives.

• Missing Flaws: SAST scans cannot detect flaws like Insecure Direct Object Reference (IDOR) or business logic flaws. IDOR flaws 
are access control bugs, which can lead to an unauthorized user getting full access to your app. Missing these very risky flaws is 
unacceptable for almost any organization.

Combine SAST with other assessment and verification methods such as penetration testing or 
source code reviews to ensure you find missing software flaws and remove any false positives.

PRO -TI P
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DYNAMIC APPLICATION SECURITY TESTING (DAST)

DAST technology crawls and analyzes an application in its runtime state and, like SAST, can only identify flaws and configuration issues 
that its scan engine knows exist. Traditional DAST scanners typically test exposed HTML interfaces, but more evolved DAST scanners 
can also test REST APIs. 

— PROS

• Ease of Use: Most scanners these days are “point and shoot.” Give the scanner a URL and let it do its thing.

• Simpler Validation: Decent DAST tools will give you the actual URL and very specific details of flaws identified, which makes 
manual validation much easier.

• New Capabilities: Many modern DAST tools can now scan REST APIs.  

• Improved Integration: DAST tools are becoming easier to integrate into functional testing and continuous scanning in a pre-prod 
or production environment. Many DAST vendors now offer APIs and direct integration into bug and vulnerability tracking systems.

— CONS

• Performance Impact: DAST scanners send tons of traffic to an application, which can make it unstable and, in some cases, cause the 
application to crash. When using this technology, it’s also common to have contact forms auto-submitted (spamming your help desk) 
and the application’s database populated with test strings and other junk data. Therefore, it’s important to spend time up front to fine 
tune your DAST scans or run them in pre-production environments. 

• Scan Duration: Depending on the complexity of your application, some DAST scans can run for days. While some DAST scanners can 
be paused, others will just run until the scan is complete. 

• Management Time: Some DAST scanners may require more management than others. Unfortunately, you likely won’t know how much 
management is required until after you run the first scan. 

• Framework Challenges: Single page applications or applications that use very modern frameworks can cause problems for some DAST 
scanners, such as React, Angular, or similar JavaScript frameworks. AJAX-driven apps can also cause problems for DAST scanners.

• Vendor Variability: Scan speed and results can vary greatly between vendors. Make sure you do your homework and/or have a 
bakeoff to determine which product is the best fit for your needs.

• Configuration Challenges: Configuring authenticated DAST scans (using credentials or certificates) can be challenging and may 
require a lot of troubleshooting and custom coding.

• Missing Flaws: Like SAST, DAST tools cannot find flaws like IDOR, business logic, or privilege escalation flaws. These flaws can only 
be identified through penetration testing or manual source code review.

DAST is not an “automated penetration test,” but rather a probative vulnerability assessment 
— testing for flaws the scanner knows about, but stopping short of the actual exploitation of 
these flaws.

Make sure to choose between a network vulnerability scanner and an application vulnerability 
scanner. While some vendors will claim to do both, they rarely have a product that can handle 
both tasks equally.

PRO -TI P
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SOFTWARE COMPOSITION ANALYSIS (SCA) 

SCA tools have become popular in the last several years due to the increased risk presented by open-source components. This tool is 
focused on identifying open-source vulnerabilities in source code, containers, and registries. Most SCA tools are also able to check for 
open-source licensing compliance and attribution requirements.

— PROS

• Catch Open-Source Flaws: SCA can identify open-source vulnerabilities that are often overlooked by developers. It’s very common 
for developers to grab a random open-source library, use it in their application, and not realize that the library has known security 
vulnerabilities. During that process, they inadvertently embed these known vulnerabilities into their application. SCA tools solve this 
problem by flagging those bugs.

• Ease of Integration: Most SCA tools can directly integrate into CI/CD pipelines.

— CONS

• Out-of-date Vulnerability Databases: Open-source vulnerabilities are continuously being released, so SCA vendors must maintain a 
large vulnerability database. Updates to these databases can take time, so you’re never really getting a real-time, fully accurate view 
into your open-source risk.

• Missing Flaws: SCA tools cannot identify unknown flaws (think zero-days and emerging threats) in open-source components. This 
can only be done through penetration testing or manual source code review.

Augment your SCA with penetration testing and/or manual source code review to catch 
unknown flaws (e.g., zero-days in open-source components).

PRO -TI P
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INTERACTIVE APPLICATION SECURITY TESTING (IAST) 

IAST is a newer technology that tests for flaws using agents and sensors to continually analyze the application during automated testing 
and/or manual testing. Typical IAST implementations are a mix of SAST and DAST deployed with agents or sensors running within the 
application. IAST technology has not yet gained a lot of traction since it’s still so new in the industry.

— PROS

• Instant Gratification: Results are typically delivered in real time. Many organizations are finding IAST works best during functional  
QA testing.

• Functional Testing: API testing can greatly benefit from IAST because of the functional nature of how APIs are designed.

• Ease of Integration: Integrates well into a CI/CD pipeline.

— CONS

• Limited Scope: IAST does not test for flaws in the entire application — it only tests the parts of the application being used.

• Language Support: IAST technology is still immature and language support is limited.

• Performance Impact: Some IAST technology is known to cause performance issues within the application.

As with any new technology, proceed with caution. While gaining better visibility into API 
security is essential, some IAST technologies may cause app performance issues. 

PRO -TI P
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RUNTIME APPLICATION SELF PROTECTION (RASP)

RASP is a newer technology that integrates into an application and analyzes user traffic and behavioral patterns to block and prevent 
attacks. RASP is deployed on production servers and works more like a traditional web application firewall (WAF), but instead of regular 
expression matching, RASP technology uses AI and machine learning.

— PROS

• Stack on Security: RASP can add an extra layer of security for applications that are already coded securely. Think of RASP as a 
more advanced web-app firewall (WAF).

• Zero-Day Protection: Because most RASP vendors are using AI and machine learning, in theory, RASP can help protect against 
zero-day attacks.

• Production Feedback: RASP allows developers to see how their applications are being attacked in production.

• Broad Integration: RASP solutions have evolved to support cloud infrastructure deployments. More and more vendors are also 
supporting the integration of RASP into CI/CD pipelines. 

— CONS

• Performance Impact: Since RASP runs on a production server you may encounter performance issues.

• False Sense of Security: RASP is not a security testing tool. It is best used as a “defense-in-depth” solution. If you’re going to use 
RASP, deploy it after the application is coded securely, otherwise you may be left with a false sense of security.  

• Solution Immaturity: RASP is not widely adopted because the technology is still considered immature. 

Keep in mind that RASP is bleeding-edge technology and still has some kinks to work out. So, 
augment RASP with other approaches to gain a more realistic risk picture and avoid a false 
sense of security. 

PRO -TI P
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Evaluate these critical criteria when 
considering vendors, as they can have 
significant impact on outcomes:
• Core business competency

• Years of experience

• Quantity of engagements

• Breadth of portfolio

• Innovation and research

• Accreditation

• Demonstration of delivery

• Client testimonials

• Industry publication & recognition

• Adherence to regulatory standards

• Tester experience, certifications, and tenure

• Training and development

Automation is Necessary,  
But It Won’t Catch Everything

Even as organizations move towards DevSecOps and automate more, there is still a need for validation and testing – automation alone 
cannot provide 100% flaw coverage. Fortunately, penetration testing is evolving from a slow and standalone process to one that is faster 
and continuous.

Where Does Application Penetration Testing 
(APT) Fit? What Should You Look For?

Treat penetration testing as another tool, just like SAST and 
DAST; it is part of your overall testing strategy. Many experts 
in the security industry agree that penetration testing can 
find flaws that automated tools cannot – and notably, these 
types of flaws (e.g., IDOR, business logic, etc.) are the source 
of countless data breaches covered in the news almost daily. 
The key is to find the right balance between automation and 
validated testing. 

As you research penetration testing vendors, seek out firms 
who have a clear understanding and respect for DevSecOps. 
Select those that prioritize modern penetration testing over 
the legacy testing models. And push for a firm that allows 
you flexibility in how they report their findings. Though many 
providers still only provide PDF reports of findings, the more 
progressive firms offer customization, as well as findings that 
can be pushed directly into vulnerability management systems.
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Seek pen testing partners that combine automation with continuous, expert-driven 
penetration tests. This hybrid approach allows the security provider to scale their testing 
capabilities without losing the human ingenuity that enables them to think like an attacker.

Which Flaws Are Missed by Automated Tools?

Make sure your application security testing plan captures as many vulnerabilities as possible. Here are a few common vulnerabilities that 
many tools miss but can lead to massive AppSec risks if they’re undetected before deployment:

In addition to the list above, which is in no way exhaustive, it’s sometimes difficult for scanning tools to find misconfigurations in the 
application architecture or underlying infrastructure. Misconfigurations usually seem minor until an attacker finds a way to exploit them 
or use those issues as a foothold to get into the application and pivot to more sensitive or high-impact areas.

• Business logic

• Privilege escalation  

• Insecure Direct Object Reference (IDOR)

• Subdomain takeovers

• Bind XXE injection

• Complex DOM based XSS

• Session management 

• Missing authentication for critical functions

• Missing authorization

• Reliance on untrusted inputs in a security decision

• Execution with unnecessary privileges

• Incorrect authorization

• Improper restriction of excessive authentication attempts

• Use of a one-way hash without salt

• Password reset and user management functionality 

• File upload flaws

PRO -TI P
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Relationship-driven pen testing prioritizes the relationship between the pen tester and the developer. Remember, you’re hiring a 
professional pen tester to serve as a consultant and trusted advisor, not a security researcher. 

To add value in a DevSecOps environment, make sure your pen testing team has deep, technical skills to think like an attacker and the 
ability to become a true partner who has empathy for your development and security teams. This is where a dedicated team or retained 
consulting model offers distinct advantages. As a trusted advisor and partner, pen testing teams can guide conversations using the 
following framework to gain consensus and document goals, objectives, and milestones.

Shift to Relationship-Driven  
Penetration Testing

Start with Use Cases. What Are Your Goals and Desired Outcomes?

Consider each specific use case as you determine which type of penetration test you will need. The two most common use cases are 
security compliance and development integration. 

Security Compliance
If you’re seeking security compliance to bring 
your application to market, you can expect 
longer engagements, comprehensive testing, 
and traditional reporting at the end of your 
engagement. 

Development Integration
If you’re looking for penetration testing during 
the development process, expect much 
shorter, more frequent engagements focused 
on integration-type tests and manual test 
cases. During development, look for real-time 
reporting; often, you’ll see this as findings being 
delivered into bug trackers.
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WHAT BEST DESCRIBES YOUR ORGANIZATION’S APPLICATION TESTING CYCLE?6

6. Ponemon Institute. (2020). Application Security in the DevOps Environment.

ALIGN STRATEGY AND TACTICS

How Does Penetration Testing Fit into Your Overall Security Strategy?

WHY THIS IS IMPORTANT: 
Certain tools, such as SAST and DAST, are natural companions to each other. So, too, are DAST and pen testing. The continuous 
nature of DAST pairs well with pen testing because a finding from a DAST scan can be used by the penetration tester to make their 
job more efficient. It’s a huge waste of time and pen tester talent to be reporting the same exact vulnerabilities that your automated 
tools are. The key is to use pen testing to focus on the flaws that automated tools won’t find, as well as validate any findings from 
automated tools to determine their severity and potential business impact. 

WHEN TO DO IT: 
When to engage a pen testing team depends a lot on your software development life cycle. Many will choose to proactively bring 
in a pen testing firm during functional or QA testing. Other ideal times to tap into a pen test would be alongside your DAST dynamic 
scans — in fact, you can even leverage those dynamic scans as a data point for your penetration tests. Or you might choose to 
continually run manual tests during development as soon as a functional version of the app exists. All these strategies enable pen 
testing to evolve from being a production blocker to becoming a key part of the go-to-market process.  

WHAT TO EXPECT: 
Pen testing that requires a 3- to 4-week lead time cannot keep up with the speed of development and production in a DevOps 
environment. While some of the self-scheduling pen test solutions might sound like a good fit, they don’t always scale the way you 
need them to. To adapt to the complexities of different schedules and testing routines within your development team, you need to 
make sure you have a human to engage with from the start, rather than bringing on an “automated” pen testing service. To ensure  
you find the right partner, ask prospective firms if they are able and willing to customize their scheduling to fit your organizational 
needs or offer a flexible, more continuous service model. 

https://www.hcltechsw.com/appscan/ponemon-report
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CAPTURE KEY REQUIREMENTS

How Will You Evaluate Pen Testers to See if They’ll Work for Your Environment?

WHY THIS IS IMPORTANT: 
For a relationship-driven pen testing engagement, validate that your testers are qualified, have the experience you need, and are 
trustworthy. After all, you’re asking them to responsibly “break” your application. Also, consider how they will engage with your 
developers. The best penetration testing firms are those that are completely transparent about whom you’ll be hiring (who your 
primary tester is) and what level of experience they have. Any avoidance to discuss these details is a red flag.

WHAT TO LOOK OUT FOR: 
Many vendors may try to bait and switch you by bringing on a highly qualified senior pen tester for an initial call, but then assign your 
engagement to a tester that’s newer or, from their perspective, cheaper. This approach won’t work in a DevSecOps environment. 
When assessing security vendors ask for resumes and request interviews with the pen testers. Remember, you’re looking to hire 
specific pen testers that fit your needs, not just assessing the testing firm overall. 

HOW TO STAY IN SYNC: 
How do you want your testers to communicate with your developers during the engagement? If you typically use a Slack channel or 
Microsoft Teams to communicate internally, ask your testers to communicate through those same channels, provided they can do 
so securely. The goal is for security testers to adapt to the developer’s needs, not the other way around.

HOW TO REMEDIATE FINDINGS: 
A pen test is not complete without a remediation plan. You could have the best pen tester in the world, but if they give your 
developers a list of high and critical findings without a pragmatic set of recommendations to remediate, you’re not setting them 
up for success. Make sure your remediation process also includes a retest by the pen tester to validate and verify “fixes” have 
successfully addressed root cause issues. 

0 10 20 30 40 50 60

56%

53%

48%

44%

41%

3%Other

Testing is Conducted Throughout the Application Development Life Cycle 

Ensuring Tests Accurately Identify Actual Detects and Eliminate False Positives 

Leveraging the Most Appropriate Security Solutions

Addressing Mobile Application Vulnerabilities

Testing Method Scales Efficiently from a Few to Many Applications

None of the Above 20%

WHAT STEPS ARE BEING TAKEN TO TEST FOR VULNERABILITIES IN APPLICATIONS?7

7. Ponemon Institute. (2020). Application Security in the DevOps Environment.

https://www.hcltechsw.com/appscan/ponemon-report
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ENSURE AGILITY

How Can Pen Testing Adapt to A DevSecOps Model?

WHY THIS IS IMPORTANT: 
To work in the modern DevSecOps environment, pen testing should be focused on opportunities to creatively find footholds and 
flaws in your applications that cannot be found by automated tools. Tools and automation are good at identifying common, known 
issues, but they can’t think, and they will not seek out new pathways for attack beyond surface-level findings.

WHERE TO START: 
Relationship-driven pen testing allows you to apply familiar techniques, but with more thorough and exact results. Start with creating 
integration tests that are short, fast, and repeatable. Model how your QA teams currently do functional testing and implement some 
of those aspects into your penetration test. For example, you could integrate specific tests designed to uncover business logic flaws 
or authentication vulnerabilities, which are missed by all the automated tools we covered in this guide, and document them in a test 
plan or runbook. As a free resource, The OWASP Web Security Testing Guide Checklist is a great place to start for developing manual 
test cases. 

Remember that you are working with humans, not robots, and the cultural and environmental aspects of making DevSecOps work in 
your organization are entirely unique to your business. Make sure any solution(s) you choose can adapt to the way your organization 
develops apps and not the other way around. 

Consider giving the pen tester access to the same bug tracking systems your development 
team uses. This way, the team will start to see the pen test as another testing tool in your 
pipeline instead of a separate activity done later in the process. These subtle changes help 
shift the mindset toward DevSecOps. With this approach, pen testing can adapt to business 
needs where it counts: experience, speed, scale, and continuous feedback.

PRO -TI P

Fast Feedback for Pen Testing:

Fast feedback, a.k.a. the second way of DevOps, is important 
when it comes to pen testing as well – flaws identified through 
a pen test should be given to developers immediately. Pen test 
findings can always be accompanied by screenshots, walk-
throughs, and even video demonstrations of how a particular 
flaw was exploited. A walk-through provides an opportunity  
for pen testers to prove that the findings are real and could be 
exploited in a real-world environment. Traditional reporting won’t 
cut it in the DevSecOps environment. Prove it, or it doesn’t exist.

https://github.com/OWASP/wstg/tree/master/checklist
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Free Tools and Add-Ons

Here are some free, built-in, or open-source tools and reference materials for planning your move to DevSecOps. Reference the 
DevOps Lifecycle graphic below to understand where each tool fits into your process. This is far from a full list, but we hope it’s a 
good starting point.
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Defining Your Security Requirements Threat Modeling Guides and Tools

• OWASP Application Security Verification Standard (ASVS)
• OWASP Software Assurance Maturity Model (SAMM)

• Threat Modeling Manifesto
• OWASP Application Threat Modeling
• OWASP Threat Dragon

Free Static Analysis, Dependency Checkers, Linters, and Pre-commit Hooks

• SpotBugs (Java)
• Security Code Scan (.NET)
• Brakeman (Ruby) 
• Bandit (Python)
• Clang Static Analyzer (C/C++) 
• LGTM.com
• Staticcheck (Go) 
• OWASP Dependency-Check

• Dependabot
• Pylint (Python) 
• npm Audit (JavaScript)
• Pre-commit Framework
• Terraform Hooks to be Used  

with Pre-commit Framework 
• Docker Scan
• GitLab Container Scanning

CODE & BUILD

https://owasp.org/www-project-application-security-verification-standard/
https://owaspsamm.org/
https://www.threatmodelingmanifesto.org/
https://owasp.org/www-community/Application_Threat_Modeling
https://owasp.org/www-project-threat-dragon/
https://spotbugs.github.io/
https://security-code-scan.github.io/
https://brakemanscanner.org/
https://pypi.org/project/bandit/
https://clang-analyzer.llvm.org/
https://lgtm.com/
https://staticcheck.io/
https://owasp.org/www-project-dependency-check/
https://dependabot.com/
https://www.pylint.org/
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities
https://pre-commit.com/
https://github.com/antonbabenko/pre-commit-terraform
https://github.com/antonbabenko/pre-commit-terraform
https://docs.docker.com/engine/scan/
https://docs.gitlab.com/ee/user/application_security/container_scanning/
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• OWASP Top 10 Considerations for Incident Response 
• GitLab Incident Management
• Prometheus
• MozDef: Mozilla Enterprise Defense Platform

TEST

RELEASE & DEPLOY

OPERATE & MONITOR

Free Tools to Validate Platform Security

• AWS CloudFormation Guard
• Azure Tenant Security Solution (AzTS)

Free Dynamic Scanners Free IAST Scanners Helpful Checklists

• OWASP ZAP 
• OWASP PurpleTeam
• Arachni
• Sec-helpers

• Contrast Community  
Edition (commercial  
not open source) 

• OWASP Web Security  
Testing Guide Checklist

https://owasp.org/www-pdf-archive/Top10ConsiderationsForIncidentResponse.pdf 
https://docs.gitlab.com/ee/operations/incident_management/index.html
https://prometheus.io/docs/introduction/overview/
https://github.com/mozilla/MozDef
https://github.com/aws-cloudformation/cloudformation-guard
https://github.com/azsk/AzTS-docs
https://owasp.org/www-project-zap/
https://owasp.org/www-project-purpleteam/
https://www.arachni-scanner.com/
https://github.com/vwt-digital/sec-helpers/tree/master
https://www.contrastsecurity.com/contrast-community-edition
https://www.contrastsecurity.com/contrast-community-edition
https://www.contrastsecurity.com/contrast-community-edition
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Summary

Shifting security left and building it into applications throughout 
the software development lifecycle has never been more 
important. As the speed, sophistication, and frequency of 
attacks continue to rise, improving application security from the 
start is critical to safeguarding data, systems, privacy, and even 
critical infrastructure. Proactively considering the security and 
privacy of your users before there’s a security incident, results 
in better, more resilient, and higher performing applications. 

Your organization can also use your additional security 
measures and DevSecOps model as a competitive advantage. 
Regardless of how or if you publicize your new model, you 
and your team will have the peace of mind to know you’re 
doing the right thing for your customers and your business.



About Bishop Fox

Bishop Fox is recognized as the leading authority in offensive security, providing solutions ranging from continuous penetration testing, red 
teaming, and attack surface management to product, cloud, and application security assessments.

Over the past 16 years, we’ve worked with more than 25% of the Fortune 100, 8 of the top 10 global tech companies, and hundreds of 
other organizations to improve their security. Our award-winning Cosmos platform was named Best Emerging Technology in the 2021 
SC Media Awards and our offerings are consistently ranked as “world class” in customer experience surveys.

Security isn’t just a job to us. We do this because we love it — and because we’re committed to the common good. In fact, we have 
authored 15 open-source tools, shared groundbreaking research, and published more than 50 security advisories in the last 5 years.
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8240 S. Kyrene Rd. • Tempe, AZ 85284
480.621.8967
hello@bishopfox.com  • bishopfox.com

CONNECT WITH US

Accelerate Your 
Journey to DevSecOps.
We’re ready to help. Get in touch today to connect with 
our DevSecOps experts and explore our flexible solutions.

Request a Meeting Explore Cosmos

Application Penetration Testing

Our award-winning, in-depth application penetration 
testing goes well beyond discovering vulnerabilities 
to analyze the inner workings of your applications and 
identify critical issues, exposure points, and business 
logic flaws.

Hybrid Application Assessment

Dissect every aspect of your app’s security with 
source-code-assisted application penetration testing 
that uncovers a broad range of vulnerabilities  
and exposures.

Mobile Application Assessment

Put your mobile apps to the test with in-depth static 
and dynamic analysis across iOS and Android devices 
that proactively identifies attack vectors and risks, 
including weaknesses across code, services, APIs,  
and more.

Architecture Security Assessment

Put your applications and underlying security 
architecture under the microscope to illuminate critical 
flaws and identify systemic improvements that will 
enhance security controls and harden defenses.

Secure Code Review

Improve the overall security of code and eliminate 
flaws that fall into production using a combination 
of automated review and detailed human inspection 
that uncovers the full spectrum of security flaws, 
vulnerabilities, and business logic errors.

Threat Modeling

Proactively address security issues across the 
software development lifecycle with in-depth analysis 
of application design, threats, and countermeasures 
that become integral to ongoing DevOps processes.

Application Security Services

Not all application testing is created equal. From application design processes to deep source code review, we’ll help you build safer apps, 
ensure compliance, and level-up your DevSecOps.

https://www.bishopfox.com/
https://www.scmagazine.com/news/-/best-emerging-technology-bishop-fox-cast
mailto:hello%40bishopfox.com?subject=
https://bishopfox.com
https://bishopfox.com/get-started
https://bishopfox.com/platform



