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About Security Weekly Labs
Developed by and for security practitioners and professionals, SW Labs aims to guide organizations 

through the cybersecurity product landscape and help them find solutions that address active 

problems, narrow selection and confidently make choices. An independent resource — operated  

by the cybersecurity professionals at Security Weekly and built on the foundation of SC Media’s  

SC Labs — SW Labs is a clearinghouse for useful and relevant product and service information that 

enables vendor and buyer to meet on common ground. 

At the heart of SW Labs are expertly defined product categorization and product validation 

methodologies. This framework supports a rich and purposefully organized directory of products 

and services, a robust calendar of detailed category and product assessments, and a provocative 

feed of cyber-tech commentary. Laser-focused on the needs of the cybersecurity community,  

SW Labs is committed to being the essential resource covering the cybersecurity product and 

service landscape.

 

This report was developed and written by Adrian Sanabria, who leads the SW Labs initiative for CRA.
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SW Labs Product  
Review|Bishop Fox Cosmos

Originally founded in 2005 as Stach & Liu and rebranded in 2013, Bishop Fox is a widely recognized 

security services firm. It employs over 250 and is headquartered in Phoenix, Arizona. Its employees 

have produced numerous books, research, talks and open source tools over the years. While it’s 

common to see individual creations come out of cybersecurity consulting firms, they occasionally 

step into the product space as well.

In early 2019, Bishop Fox raised a $25m series A from ForgePoint Capital to do just that. The initial 

result of diversifying into the product space is Cosmos, which provides continuous external attack 

surface testing.

Understanding Cosmos
First and foremost, Cosmos is unlike all the other ASM products we’ve tested. Other ASM vendors 

started with the data and have been slowly working towards risk analysis and validating findings, 

using both humans and automated means.

Bishop Fox has come at the problem from the opposite direction. As a fifteen-year-old consulting 

firm, they already had the human side of the equation — the talent. They then saw an opportunity 

to automate all the manual work of gathering, organizing, and analyzing the data - turning it into a 

product, backed by experts. The final piece was the business model. By leveraging automation, it 

was possible to deliver a service that constantly monitors companies’ exposed assets year-round 

without labor costs making the service financially prohibitive.

One issue with traditional penetration tests is that they are point-in-time, typically performed 

only once or twice a year. The gaps left between these assessments was an opportunity for an 

organization’s security posture to decline, or at the very least, become unclear to those managing it.

Another issue with traditional penetration tests is that they are time-bound. Typically, the 

assessment is scoped for a finite number of hours. The penetration tester gives it their ‘best effort’ 

for that given time. It might be enough to assess 30% of the company’s external assets, or perhaps 

only 5%. It’s unlikely that a traditional penetration test will come anywhere near touching 100% of  

an organization’s exposed assets, however.
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Cosmos addresses both these shortcomings. By running continuously, it is reasonable to expect 

to find all the assets there are to find (within the asset types Cosmos is designed to discover, of 

course). As soon as a finding emerges, Bishop Fox’s team of offensive security experts can perform a 

penetration test on that one small element (they call it a micro-pen test).

Another added advantage is that the typical penetration tester mindset doesn’t enjoy repetition. Part 

of the workflow for the offensive team is to continually improve the Cosmos engine to automate and 

improve testing and decision-making. As a result, the engine can make decisions more and more 

like a penetration tester does. As it gets more efficient, the Cosmos service can scale more like a 

traditional software product and less like a human-driven consulting business.

Competitively, in a few years, we may see ASM vendors CyCognito and Randori, who already have 

offensive experts on staff, meet in the middle and begin to compete with Bishop Fox for larger 

customers. Currently, however, the customers and priorities Cosmos is designed for differ from the 

rest of the ASM market. Cosmos also pitches itself as an alternative to private bug bounty programs, 

where it could make a case that it casts a wider net, finding issues that the bug bounty crowds 

aren’t as skilled in discovering. It’s also easy to imagine Cosmos as an alternative to hiring additional 

internal staff to do the same job, less efficiently.

To be clear, Bishop Fox isn’t going to stop selling penetration tests because they’re now selling 

Cosmos. There will likely always be a need for point-in-time security assessments. However, Cosmos 

makes a lot more sense for enough of Bishop Fox’s existing customers that it was a no-brainer to 

raise some funding and develop it.

Review Summary
While the real selling point for Cosmos revolves around the skilled staff that both validates findings 

and trains the ‘brain’ of the automated system, the customer will be primarily interacting with the 

web-based portal application. It should be noted that interaction with the experts behind Cosmos’s 

mini penetration tests is welcomed whenever customers have questions or wish to discuss findings.
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While we give an overview of the Cosmos platform in the Usage section of this review, it’s likely that 

most Cosmos customers will log in to research or verify something only occasionally. Bishop Fox’s 

ideal customer will likely integrate Cosmos into an existing vulnerability remediation workflow (e.g. 

a ticketing system like ServiceNow). This is the primary value of the product — if anything seriously 

critical shows up, the product will let you know without a security analyst needing to log in every day 

to tap on dials and gauges.

Target market: Fortune 500 companies with large, complex attack surfaces

Time-to-value: As with other ASM products, the vendor asks for initial seed values (company 

names, domains) and initial results are available in a few hours.

Maintaining value: As a product with a managed component, maintenance is only necessary if 

additional companies, subsidiaries, or seed values need to be added to Cosmos for monitoring and 

analysis.

Total cost: Bishop Fox did not provide pricing, but we’d expect it to be attractive when compared 

against the costs of building a small internal team to provide the same function as Cosmos.

Strengths: Cosmos effectively reduces the validation work in ASM to zero, leaving some lighter 

analysis, attribution, and remediation work for internal staff to handle.

Weaknesses: Market limiting price point.

Conclusion: A view into a more efficient, hybrid future for services and product.. When intelligent 

automation is combined with human services, buyers ultimately win.

Deployment And Configuration
The initial setup process is notable, as Cosmos joins a small club of ASM vendors that not only offer 

multifactor authentication by default, and they require it to be configured on first login. Be the 

change you want to see, right?

As with other SaaS ASM products, the initial seed values and provisioning are handled by Bishop Fox 

for the proof-of-concept, which will become the customer’s production instance if they choose to 

purchase the service.

SW Labs Product Review|Bishop Fox Cosmos
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Usage
The interface is reminiscent of most Attack Surface Management (ASM) products we’ve reviewed 

at SW Labs. An intuitive dashboard summarizes findings and assets. Charts break down assets by 

category and display time-based trends.

Figure 1 — The Cosmos Dashboard

Findings can be filtered by severity, status, or age. A search interface is also available, though with a 

service that aims for zero false positives, I wonder if any but the largest customers will have enough 

findings to justify the use of it (which is generally a good thing, in case that’s not clear).

As we drill down into the details of a finding, we begin to see where Cosmos separates from ASM 

products that are largely automated. Findings read much like they would in a penetration test 

report. Finding details, screenshots and evidence of exploit or validation are present. For findings 

that require some narrative, took multiple steps, or succeeded in pivoting further, all these 

details are included. As we’d expect, credentials and other sensitive details are redacted, but the 

screenshots make it clear the staff made the ‘phone call’ from inside the house.
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Figure 2 — Detailed findings read like a penetration test report

At this point in the review, it’s clear that Bishop Fox isn’t selling an ASM product. They’re selling a 

continuous offensive security service — the ASM piece merely enables and feeds that service. Think 

of Cosmos as an external penetration test that never ends. As soon as new attack surface emerges, 

it is analyzed by the Cosmos system. The system sends anything interesting to the the Cosmos team 

and they go to work.

Returning to the interface, assets (called “Targets” in Cosmos) are organized by protocol, URL,  

protocol, and port. Filters can be applied using any of these elements and it’s possible to search by 

IP or host name.

Like others, Cosmos records screenshots of any websites it finds. Unlike others, however, Cosmos 

helpfully groups similar screenshots. In large environments, there could be tens of thousands of 

screenshots, many of which will be identical or have only slight variations (e.g. dev, QA and prod 

versions). Drop into “quick mode” and the arrow keys can be used to quickly flip through groups of 

screenshots — a sure pleaser for analysts that click and scan through data all day long.
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Cosmos also provides a breakdown of technologies discovered (the classic comparison is BuiltWith — 

a service that tells you what technologies are used by a given asset, company, or app). Here, however, 

the data isn’t nearly as detailed as it is in ASM vendors that focus more on comprehensive data 

collection than risk analysis and prioritization. It lists technologies but isn’t forthcoming on versions in 

use and doesn’t link back to the assets (targets) where these technologies were discovered.

One interesting view is a breakdown of targets by hosting provider. At a glance, you can see how 

many IP-based assets the organization has connected to CloudFlare, hosted by AWS, running on 

Linode or hiding on DigitalOcean (that’s where all the Shadow IT stuff lives, right?).

Lest you think Cosmos is limited to ports and protocols, the next section of the UI is dedicated 

to domains, subdomains, and networks. Part of the onboarding process with new customers 

aims to discover all domains used by the organization. We gave Bishop Fox a list of six domains, 

intentionally leaving some out. Cosmos discovered an additional four domains we never provided  

to Bishop Fox or the Cosmos software.

The subdomains view includes a list of subdomains, likely discovered and brute-forced using a variety 

of techniques. Interestingly, domains determined to be abandoned are labeled as such. While the 

labels seem accurate, there is no reason listed as to why each domain has been tagged as abandoned.

Security Program Fit
Bishop Fox, like other products and services focused on discovering vulnerabilities and 

misconfigurations, fits solidly within the Identify column of the Cyber Defense Matrix.

SW Labs Product Review|Bishop Fox Cosmos
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Conclusion
For the Fortune 500 (or even the Global 2000), we can see this offering appealing to organizations 

struggling to attract and retain talent for this kind of work or prefer to prioritize that talent 

elsewhere. The quality and depth of findings can’t be matched by automated approaches today,  

and this level of experience is priced accordingly.

We’re intrigued by this development and can’t help but wonder if this is a window into the future 

of some cybersecurity services. The answer likely lies in the ability for this approach to scale down 

market, to smaller enterprises.

SW Labs Product Review|Bishop Fox Cosmos
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Our aim is to engage with vendors as closely to an actual customer as possible. If a free trial is 

offered, we take it. If it is necessary to first engage with sales and request an account, we use the 

contact options provided on the website and wait for a reply, even if we already have contacts at the 

vendor.

However, while we engaged like a prospective customer would, we made no attempt to hide our 

identity or intentions at any point. We use real names and identify ourselves as employees of 

CyberRisk Alliance. We’re clear from the very beginning that we intend to perform product reviews 

and publicly publish the results. No compensation is requested or accepted for any of our reviews.

CyberRisk Alliance monetizes product reviews by licensing product reviews for redistribution after 

they have been published (commonly known as “reprint rights”). It does occur to us that positive 

reviews are more likely to sell reprints. We believe that enough vendors are interested in an honest, 

independent, and unbiased review that we don’t have to worry about making everyone happy. With 

that said, our reviews will be as polite and fair as we can make them.

We try to establish testing methodologies and share them with vendors before testing begins. 

However, it isn’t always possible to make testing methodologies available to vendors with new 

categories. It’s necessary to spend some time with the full range of products to understand the 

bounds of the categories and how to measure their performance. On the topic of performance, 

our reviews intentionally highlight product features and the customer experience over technical 

performance. We believe that technical performance, while important, shouldn’t be the focus at the 

expense of other product attributes.

Finally, vendors are given an opportunity to review drafts before publication. The purpose of this 

is to ensure the content of our reviews is factually correct, fair and doesn’t include any information 

protected under NDA. We are clear to vendors that this is not an opportunity to insert marketing 

copy or rewrite our reviews. Any attempt to do so is ignored.

Methodology
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Attack Surface Management Testing
Most attack surface management products require very little input to start the process. We provided 

each ASM vendor or product with seven domain names, asking that they create the account and 

kick off discovery as they do for every other customer. If the process is something they kick off, we 

had them do it. If they had a POC kickoff briefing, we attended that briefing. In cases where hands-

off free trials were available, we handled as much as possible by ourselves, unless support was 

needed to address an issue.

As a basis of comparison, we used the community edition of Maltego and a few other common 

OSINT tools to create a baseline for these seven domains, much like an offensive security consultant 

might do during an OSINT assessment. Approximately two hours was spent manually gathering 

OSINT data with these tools.

Due to this being a new category we knew little about, we focused our time on understanding 

the market, how to categorize it and exploring each product’s set of features. While we see 

opportunities for some performance testing, the results would be difficult to compare in a 

meaningful way. This is due to the lack of feature parity across vendors, which is unsurprising, given 

the relatively young age of the market.

Instead, our reviews will contain less testing and more explanation of how these products work and 

compare with one another. We do have some testing metrics that are generally universal, and we 

try to apply to all products we review. You can read more about those below.

Defining Value
For all product tests, it is necessary to define a tangible “value” to derive some of the metrics we use 

to evaluate products. Ideally (for us), value would be defined the same for each product within a 

particular category. However, many products have unique features and key differentiators that may 

result in a different definition of ‘value’ from their competitors.

https://www.maltego.com/
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The value of ASM products is derived from a variety of sources, due to the variety of use cases:

• Provide a comprehensive inventory of publicly accessible assets

• Evaluate the risk represented by these assets, noting issues that should be addressed

• Prioritize any issues discovered

• Continuously monitor these assets, reporting any changes or new assets discovered

• Perform 1-4 with as little input from operators as possible (put another way, value can be 

measured as analyst time saved)

Metrics
Time-to-value is a metric that describes the amount of time it generally takes to get a product 

from zero to fully deployed and producing value. The clock for this metric begins when the vendor 

provides access to the product (e.g. an account to a SaaS product or license key + software 

download).

Labor-to-value is a metric that expresses the effort necessary to keep the product at a level of 

performance where it is providing value consistently.

True Cost is a metric that expresses the total cost of a product, including capital expenditures, 

operational expenditures, and labor costs. It is effectively product cost + initial deployment cost 

+ maintenance costs, where the following labor cost assumptions are used. We’ve listed salaries 

along with the actual cost of the employee to the employer, based on the US Small Business 

Administration’s most conservative estimate (1.4x of salary). We calculate hourly rates by dividing 

the actual cost of the employee by 2080 hours (52 weeks multiplied by 40 hour work weeks).

• Junior Security Analyst Salary: $50k USD ($70k) - $33.65/hr

• Security Analyst Salary: $75k USD ($105k) - $50.48/hr

• Senior Security Analyst Salary: $100k USD ($140k) – 67.31/hr

To use this in an example, a 1-hour meeting with two senior security analysts and two junior 

security analysts costs their employer $201.92.

https://www.sba.gov/blog/how-much-does-employee-cost-you
https://www.sba.gov/blog/how-much-does-employee-cost-you
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Other Metrics Considered
1. Account setup process

2. UI/UX navigation

3. Time to discover asset information (some products require a day or two, while others 

return results in real-time from an existing database)

4. Accuracy of results

5. Usefulness and quality of reporting and dashboards

6. Integration options

7. API functionality


