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project 
management 
Bishop Fox utilizes a Six-Sigma-designed project management methodology to ensure that 
quality services are provided within budget and on time. Prior to the start of the project, 
Bishop Fox assigns a dedicated manager to lead the project activities. The Bishop Fox 
project manager works with the client project manager to ensure that all project activities 
and any issues or complications are communicated appropriately. 

Communication with client is handled in several ways. Initially, the Bishop Fox project team 
schedules a pre-engagement briefing to be attended by the key personnel from the Bishop 
Fox and client teams. The purpose of this call is to verify scope, share information, and 
answer questions. Following the call, Bishop Fox distributes an engagement datasheet 
containing all of the vital data for the project such as contact information, engagement 
rules, and special considerations. Once the engagement is underway, the Bishop Fox team 
provides a written status report twice a week or as requested by the client project 
manager. In the event a high-severity vulnerability is identified, the team contacts the 
client project manager via telephone and email within 24 hours. 

When fieldwork has been completed, the Bishop Fox project team authors the draft 
deliverables and schedule an outbrief call to present the initial findings. The client has an 
opportunity to provide feedback and Bishop Fox can provide clarification around the 
discovered issues. The final reports are delivered to the client after Bishop Fox 
incorporates any requested modifications.  
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Project phases 
The following areas represent the key phases that must be completed to ensure  
project success. 

PHASE 1: kick-off meeting 
At the scheduled start date of assessment activities, Bishop Fox hosts an engagement 
kick-off meeting between the project team and all interested client parties. 

 
Kick-off meeting objectives 

INTRODUCTIONS Introduce members of the Bishop Fox project team and the client project team. 

CONTACT 
INFORMATION 

Verify primary point-of-contact information for Bishop Fox and the client.  

CONFIRM 
EXPECTATIONS 

Review and confirm expectations for the following: 

• Project goals and milestones 

• Milestone acceptance procedure 

• Planned assessment activities 

• Start and end dates for assessment activities 

• Deliverables due date 
• Deliverables acceptance procedure 

ESCALATION 
PROCEDURE 

Establish an escalation procedure to handle any outstanding issues.  
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PHASE 2: ONGOING ACTIVITIES 
The following procedures have been established to maintain quality service delivery 
throughout the engagement. 

 
ONGOING ACTIVITY 

STATUS 
UPDATES 

The client project manager is provided with weekly status updates that include 
the following: 

• Completed tasks 

• Preliminary findings 

• Proposed activities for the next week  

If critical findings are discovered during the assessment, the Bishop Fox team 
immediately communicates the issues along with any recommended mitigation 
actions to the client project manager. 
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PHASE 3: REPORTING AND QUALITY ASSURANCE 
The Bishop Fox project team drafts the preliminary reports and provides an advanced copy 
to the client engagement team. The team then hosts a conference call to discuss the 
findings and receive comments on the report. 
 

Reporting and Quality Assurance Objectives 

DRAFT FORMAL 
REPORT 

The Bishop Fox team authors the formal report and provides it to the client project 
manager for advanced distribution. The report consists of an executive summary and 
a technical findings section. The executive summary contains the following: 

• Project overview and scope 
• Summary of findings 

The technical findings section contains the following: 

• Review of methodology 
• Walkthrough of exploitation with screenshots 
• Complete list of findings including: vulnerability description, severity level, 

affected systems, business and technical impact, remediation 
recommendations, and remediation difficulty 

PRELIMINARY 
FINDINGS CALL 

A conference call is scheduled to allow the assessment team and the client team to 
discuss the findings and to ensure the business impact and remediation 
recommendations are fully understood. This also provides the opportunity for the 
client security team to highlight any mitigating factors. 

REPORT 
ACCEPTANCE 

One week after receiving feedback on the draft reports, Bishop Fox provides the 
client with the final reports for approval. 

ADDITIONAL 
MEASURES 

Throughout the engagement, our team makes certain that quality deliverables 
are produced by adhering to the following: 

• Assessments are performed in accordance with project plan. 
• Reported methodology corresponds with those performed. 
• Client-specific reporting requirements are met. 
• All deliverable expectations are satisfied 
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PHASE 4: outbrief and feedback 
After receiving acceptance from the client project manager, Bishop Fox distributes the final 
report and schedules a conference call to resolve any outstanding issues. 
 

Outbrief and feedback objectives 

FINAL REPORT Deliver the final report to the client project manager and review the report findings 
with all interested parties. The Bishop Fox assessment team is available to answer 
any questions. 

CLIENT 
SATISFACTION 

Distribute feedback forms to relevant individuals and schedule follow-up calls. This 
feedback allows Bishop Fox to continually improve services to the client. 
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Project DOCUMENTATION 
PROJECT STORAGE 
Copies of all documentation related to the engagement are backed up to the Bishop Fox 
secure storage server. This documentation includes, but is not limited to: legal contracts, 
email communications, automated scan results, assessment notes, site application and 
network documentation, and report drafts. All documentation is readily available to the 
client upon request. 

Upon completion of the project and the client’s acceptance of the Deliverables, the client 
shall be solely responsible for maintaining copies of the project documentation. 
 

PROJECT SECURITY 
All electronic communications, deliverables, or information exchanged between Bishop 
Fox and the client containing sensitive, proprietary, or confidential information is secured 
both in-transit and in stored form with the use of PGP public-key or S/MIME encryption 


