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Bishop Fox’s external penetration testing methodology identifies security vulnerabilities 
by simulating the real-world threat of an attacker attempting to exploit target networks 
and applications. These zero-, partial-, or full-knowledge assessments begin with the 
discovery of externally identifiable systems and the footprinting of designated networks 
and applications.
Next, using a combination of manual and automated techniques, the assessment team 
enumerates systems and services for potential attack vectors. The team also enumerates 
the access control lists (ACLs) of firewalls and other perimeter security devices to pinpoint 
potential security exposures. Exposed applications are scanned and tested by combining 
automated tools and manual techniques.
Finally, the team performs further manual identification and exploitation of any 
vulnerabilities in an attempt to penetrate the targets and gain access to sensitive data, 
critical functionality, and the underlying infrastructure
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PRE-ASSESSMENT REQUIREMENTS

The assessment team requires the following scoping information:
•  List of external network ranges and subdomains that are in scope
•  List of external network ranges and subdomains that are out of scope
•  List of trophy targets and/or sensitive assets

The assessment team performs a review of all pre-assessment information and
proposed testing activities to determine their potential for adverse impact against
the client’s networks and applications. These activities include:

•  Identifying all primary and secondary targets in addition to potential
        collateral targets

•  Listing all proposed testing and assessment activities
•  Detailing the potential impact of each testing and target interaction
•  Ranking the risk of each potential impact
•  Updating test plans in accordance with acceptable risk levels

Throughout the assessment, the team makes a best e�ort to minimize disruptions to
network availability, particularly when performing any automated scanning, manual
validation, or penetration testing.

If any portion of the target network is hosted on third-party systems, testing consent
from the third party is required prior to the start of the assessment
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PHASE 1: PRE-ASSESSMENT
The following assessment requirements must be met to ensure the timely and successful 
completion of the project.
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PHASE 2: NETWORK DISCOVERY & VULNERABILITY SCANNING
In this phase, automated tools and manual techniques are used to build a network  
footprint and identify any potential vulnerabilities.

NETWORK DISCOVERY AND VULNERABILITY SCANNING

From an external internet connection, the assessment team performs the
following activities in an e
ort to identify live hosts on the target network:

•  ICMP scanning (ICMP protocol scanning)
•  Common TCP port scanning (port scanning for targeted TCP ports)
•  Common UDP port scanning (port scanning for targeted UDP ports)

In addition to the traditional network discovery activities described above, the 
assessment team attempts to enumerate firewall ACLs and identify live hosts 
behind the firewalls using the following techniques:

•  Malformed packet scanning (host discovery scanning with malformed IP packets)
•  Fragmented packet scanning (host discovery scanning with fragmented IP packets)
•  Firewalking (enumeration of firewall ACLs using customized tools)

Once live hosts on the target network have been identified and weaknesses in the 
firewall ACLs have been mapped out, the team attempts to enumerate running network
services by performing detailed port scans.
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The assessment team runs automated network vulnerability scanners against
discovered hosts to rapidly locate unpatched and poorly configured software.
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PHASE 3: NETWORK PENETRATION TESTING
After all pre-assessment requirements have been satisfied, the assessment team   
performs the following activities.

NETWORK PENETRATION TESTING
AUTOMATED

SCANNING
VALIDATION

NETWORK
PENETRATION
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While automated vulnerability scanning tools reduce the amount of time required to 
assess a target network or application, these engines are by nature designed to err on
the side of caution; subsequently, they tend to produce a high level of false positives.
The assessment team manually reviews all findings to eliminate false positives and 
uncover any additional findings.

Penetration testing is performed to confirm discovered network services.
This testing may include:
    •  Exploitation of applications by leveraging misconfigurations and software
        vulnerabilities such as bu�er overflows
    •  Brute-forcing of services including remote administration and file transfer applications
    •  Information retrieval attacks against storage devices such as databases & file servers

APPLICATION
PENETRATION

TESTING

A manual assessment is necessary to deep-dive into the application logic and identify
complex and critical vulnerabilities. Much of web application testing technique comes 
from assessor experience and the ability to correlate disparate information into useful 
findings. These findings can then be leveraged to gain unauthorized access to the 
application, any associated data, and the underlying operating system. 
Manual testing may include:
    •  Bypassing authentication and authorization
    •  Exploiting improper session management
    •  Identifying data security and encryption weaknesses
    •  Bypassing client-side validation
    •  Exploiting query injection and input validation
    •  Leveraging file transfer capability
    •  Circumventing application logic
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PHASE 4: ANALYSIS AND REPORTING
After threat and vulnerability identification, the assessment team performs the        
following activities.

PHASE 5: REMEDIATION REVIEW (OPTIONAL)
Optionally, the assessment team re-performs scanning and testing of the identified 
vulnerabilities after the client indicates that the vulnerabilities have been addressed.

TECHNICAL ANALYSIS ACTIVITIES
LIKELIHOOD

DETERMINATION

IMPACT
ANALYSIS

For each vulnerability, the assessment team determines the likelihood that it 
will be exercised based on the following factors:
    •  Threat-source motivation and capability
    •  Nature of the vulnerability
    •  Existence and e�ectiveness of controls

For each potentially successful exploitation of a vulnerability, the assessment team
analyzes and determines the impact of such an exercise as it a�ects the confidentiality,
integrity, and availability of systems and data.

SEVERITY
DETERMINATION

The assessment team determines the severity of each vulnerability by evaluating the
likelihood and impact of exploitation. The team weighs those factors to classify the 
overall severity as critical, high, medium, or low.


