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Bishop Fox’s application penetration testing methodology identifies application security 
vulnerabilities by combining automated and manual testing techniques. Assessments 
begin by crawling and footprinting the application.
Next, the assessment team conducts vulnerability scans with automated tools and then 
manually validates the results.
Finally, the team manually identifies and exploits implementation errors and business  
logic in an attempt to gain access to privileged application functionality, sensitive 
information, and the underlying application infrastructure.
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PRE-ASSESSMENT REQUIREMENTS

The assessment team requires detailed application information, including 
but not limited to:

•  Any available documentation related to the application
    •  A completed Application Assessment Scoping Survey

The assessment team may need access to the following resources related
to the application deployment environment, including but not limited to:

•  VPN access to reach an internal test environment
•  Whitelisting of IP addresses (Bishop Fox’s testing infrastructure 

        must be permitted to bypass security appliances)

The assessment team may need access to the following application 
resources, including but not limited to:

•  Two sets of credentials for each application role
•  Accounts belonging to di erent tenants or with access to unique data sets

Throughout the assessment, Bishop Fox makes an e ort to minimize disruptions 
to network availability, particularly when performing any automated scanning, 
manual validation, or penetration testing. Prior to testing, the assessment team 
will discuss risks to environmental stability with the client and  identify the 
escalation path in the event that any disruptions are observed.

If any portion of the target network is hosted on third-party systems, testing 
consent from the third party must be obtained in writing prior to the start of 
the assessment.
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PHASE 1: PRE-ASSESSMENT
The following assessment requirements must be met before the start of fieldwork  
activities to ensure the timely and successful completion of the project.
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PHASE 2: DISCOVERY AND VULNERABILITY SCANNING
In this phase, automated tools in conjunction with manual techniques are used to build  
an application footprint and identify any potential vulnerabilities.

DISCOVERY AND VULNERABILITY SCANNING

A combination of manual and automated techniques is used to build
a footprint of the application.

Commercial and open-source application security scanners are used
to detect vulnerabilities within the web application. Automated tools
permit the team to increase coverage and quickly attempt a variety
of attacks during a time-boxed assessment.
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PHASE 3: MANUAL TESTING
While automated scanning tools can significantly reduce the amount of time needed  
to perform basic application checks, they are not an adequate replacement for a  
manual assessment.

MANUAL TESTING

Although automated vulnerability scanning tools reduce the amount of time 
required to assess a target network, these engines are by nature designed to 
err on the side of caution and subsequently produce a high level of false 
positives. The assessment team manually reviews all findings to eliminate 
false positives and uncover any additional findings.
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A manual assessment is necessary to examine the application logic and identify
complex and critical vulnerabilities. These findings can then be leveraged to gain
unauthorized access to the application, sensitive data, and the underlying
operating system. Manual testing may include but is not limited to:

•  Finding gaps in authentication and authorization controls
•  Reviewing session management
•  Identifying data security and encryption weaknesses
•  Exploiting injection vulnerabilities and weak input validation
•  Leveraging file transfer capability
•  Circumventing application logic
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PHASE 4: ANALYSIS AND REPORTING
After the identification of threats and vulnerabilities, the assessment team performs  
the following activities.

PHASE 5: REMEDIATION REVIEW (OPTIONAL)
Optionally, the assessment team re-performs scanning and testing of the identified 
vulnerabilities after the client indicates that the vulnerabilities have been addressed.

TECHNICAL ANALYSIS ACTIVITIES

For each vulnerability, the assessment team analyzes and determines
the impact of exploitation as it a�ects the confidentiality, integrity, 
and availability of systems and data.

For each vulnerability, the assessment team derives the likelihood
that it will be exploited based on the following factors:

•  Threat-source motivation and capability
•  Nature of the vulnerability
•  Existence and e�ectiveness of controls
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The assessment team determines the severity of each vulnerability
by evaluating the likelihood and impact of exploitation. The team 
weighs those factors to classify the overall severity as critical, high, 
medium, or low.
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