
Starting with the end goal in mind is the best recommendation for deciding which offensive security program will work best for your organization. 
It is also a good idea for gauging your organization’s level of ransomware readiness. To surface your goals, we posed pointed questions across the 
following key goal categories: vulnerability discovery, asset management, detection and response improvement, and team cohesion. 

Vulnerability Discovery
When was the last time you ran a penetration test internally? How about externally?

WHY THIS IS IMPORTANT: 
Having a baseline documented understanding of your technical exposures 
(internally and externally) – not to mention progress over time – provides a 
good picture into your current exposure. 

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
The more frequent your penetration testing program is, the more likely it 
provides an accurate picture of your security posture. In other words, you’re 
nowhere near ‘ransomware ready’ if you haven’t run a single assessment 
against your environment. 

What were the results from previous assessments? How many high and critical severity findings did you identify?

WHY THIS IS IMPORTANT: 
Pay attention to the content of the results over time. Even though a single 
finding may be severe and require attention, is it indicative of a larger  
issue or is it a one-off problem? Are the same sorts of issues found  
year-after-year? 

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
Make sure that you’re improving security over time. Make new mistakes. 
Individual security issues come and go, but as long as they don’t present 
persistent patterns of vulnerabilities then you’re on the right track. 

How, when, and where have you implemented any recommended fixes?

WHY THIS IS IMPORTANT: 
Basic cyber hygiene practices like implementing patches, removing 
unnecessary privileges, and reconfiguring insecure systems are the  
best ways to reduce ransomware risk. 

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
The more advanced your organization is at maintaining basic hygiene  
across your critical assets (and measuring this over time) the better.
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Asset Management

Which assets do you anticipate are the most at risk to a ransomware attack?   
Do you have visibility across the entirety of your attack surface?

WHY THIS IS IMPORTANT: 
You can’t secure a server that you don’t know exists. Fighting back  
against shadow IT isn’t just good for your IT department’s sanity, it’s also 
good security.

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
When your penetration testing team asks for the company’s external exposure, 
do you have an up-to-date comprehensive answer? 

Detection and Response Improvement 

When was the last time you tested your ability to detect specific TTPs?  
What did you learn, and what did you do about what you discovered?

WHY THIS IS IMPORTANT: 
Having a baseline documented understanding of your detection capability (including 
speed of detection across varied samples) can provide a quick snapshot into areas 
that may need additional investment, fine-tuning alerts, or adjusting policy.

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
Organizations that continually assess and improve their threat detection  
and response capabilities will be more ransomware ready with each  
iterative exercise.

What are the specific steps you’ll take once you detect ransomware in your environment? 
Is your goal to isolate and recover without paying ransom or do you have other goals in mind when/if an attack happens?

WHY THIS IS IMPORTANT: 
A plan A and a plan B are both necessary ingredients for ransomware 
readiness (and in fact, for any cybersecurity crisis). Not everyone will agree, 
and that’s best to find out now, before the fan gets hit by you-know-what.

HOW TO INTERPRET ‘READINESS’ FROM THE ANSWER: 
This is a litmus test question. It’s a lofty goal but teams that achieve clarity, 
consensus, and communication on what to do, how to do it, and who does  
what and when are closer to readiness.
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Are you ready to start “defending forward”? Get in touch with our 
offensive security experts today to explore solutions that meet your 
unique business needs.

Explore Ransomware Simulations

About Bishop Fox
Bishop Fox is the leading authority in offensive security, providing 
solutions ranging from continuous penetration testing, red teaming, 
and attack surface management to product, cloud, and application 
security assessments. We’ve worked with more than 25% of the 
Fortune 100, eight of the top 10 tech companies, and hundreds of 
other organizations to improve their security. Our Cosmos platform 
was named Best Emerging Technology in the 2021 SC Media 
Awards, and our offerings are consistently ranked as “world-class” 
in customer experience surveys. We’re an active participant in the 
security community and have published more than 16 open-source 
tools and 50 security advisories in the last five years. Learn more  
at bishopfox.com or follow us on Twitter.
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Team Cohesion
How prepared are you to take time away from regular business to sit in a conference room and test your ransomware readiness?

WHY THIS IS IMPORTANT: 
Tabletop exercises are one of the best ways to assess ransomware readiness 
and establish a go-forward plan to address weaknesses – on both the technical 
and business side. Yet they require valuable time, attention, and input from 
department heads and some of their team members – so gauge interest and set 
expectations early on.

HOW TO INTERPRET ‘READINESS’ FROM THE RESULTS: 
The more interest you can gain the higher up in the organization hierarchy,  
the more likely you’re already high up on the ransomware ready scale (and 
ready for even more improvement). 
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