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Any company that sponsors a group health plan is likely to be affected by the HIPAA Privacy Rules in 

some way.   

The following presumes that the employer is not a covered entity under HIPAA, such as a health plan, 

clearinghouse, or health care provider. 

Test Criteria Yes No  

 

Is Your Company’s Group Health Plan a Covered Entity Under HIPAA? 

 

Does your plan have more than 50 participants? 

  

If the answer to 
either of these 
questions, is 
‘Yes’, the 
group health 
plan is a 
covered entity 
under HIPAA. 

Is your plan administered by a third-party? 

  

 

Is Your Company’s Plan Exempt From HIPAA Coverage? 

 

Does the plan cover less than 50 participants?   If the answer to 
all of these 
questions is 
‘Yes’, the plan 
is exempt. 

Is the plan self-administered (including HRA or FSA, if applicable)?   

Is the plan self-insured?   

 

Is Your Company’s Plan Considered to be a Group Health Plan? 

 

Is the plan a long-term disability, short-term disability, life insurance 
plans, stop loss, or workers’ compensation plans? 

  

If the answer is 
‘Yes’ the plan 
is not covered 
by HIPAA’s 
Privacy Rules. 

 

Is Your Company a Covered Entity Due to Actions as Plan Sponsor? 
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Test Criteria Yes No  

Does the company perform a plan sponsor function and handles 
PHI, such as using PHI in connection with re-bidding, amending, or 
terminating the plan? 

  

If the answer is 
‘Yes’ the plan 
sponsor  is 
subject to 
HIPAA’s 
Privacy Rules. 

 

Can My Company Plan Avoid the HIPAA Privacy Rules? 

 

Is the plan is fully insured and the company’s use or disclosure of 
PHI is limited to:  

 “summary health information” or  

 participation, enrollment or disenrollment information.   

If the answer is 
‘Yes’ the plan 
sponsor is not 
subject to 
HIPAA’s 
Privacy Rules. 

Note, that as a practical matter, if a company only has summary health information, it will be difficult to 
re-bid its insurance coverage.  As such, this is unlikely to be the case. 

 

 

 

HIPAA Privacy Rules Compliance 

 

Is there a designated privacy official, security official, and contact 
person? 

   

Do you know where PHI is created, received, maintained, or 
transmitted by the plan(s)? 

   

Do you know why PHI is created, received, maintained, or 
transmitted by the plan(s)? 

   

Do you know to what extent PHI is created, received, maintained, or 
transmitted by the plan(s)? 

   

Do you know what departments handle any aspect of the creation, 
receipt, maintenance, or transmission of PHI by the plan(s)? 

   

Do you know if the plans are using PHI in a permissible manner?    

Is there a policy that establishes permitted and required uses and 
disclosures of PHI? 

   

Is there a process for obtaining authorizations for impermissible 
uses and disclosures? 

   

Are the plan documents HIPAA compliant?    
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Test Criteria Yes No  

Has the staff that handles PHI undergone HIPAA training and/or 
certification for handling PHI, as necessary? 

   

Do you know who is responsible for development and distribution of 
the notice of privacy practices? 

   

Do you have HIPAA-compliant breach policies that establish breach 
response procedures, timely notification requirements, and 
appropriate notification standards? 

   

Have you considered cyberinsurance coverage in case of a covered 
event? 

   

 


