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The Contribution of White Hat Hackers to Access Control Security 
 

Hackers.  That word probably conjures up a mental image of some seedy Russian computer crime syndicate, or perhaps 
a socially challenged basement dweller who was last exposed to sunlight sometime in the last decade.  But hackers have 
played a key role in driving the evolution of electronic access control, and increasingly it’s the good guy hackers, known 
as the “White Hat Hackers” that are using their expertise in identifying and exploiting vulnerabilities to help companies 
harden their products and networks. 

One area where the contribution of White Hat hackers has played a significant role in the 
evolution of the technology is Electronic Access Control credentials.  From the earliest 
magnetic strip readers to the latest biometric readers, the hacker community has 
continuously challenged the implicit industry belief that our latest technologies are highly 
secure and immune to being compromised. 

One of the differences between the Black Hat hackers and the White Hat hackers is that 
the white hats are hacking for the greater public good and as part of that commitment 
they share, very publicly, exactly how they achieved a given hack.  While at first this might 
be viewed as behavior that inherently compromises security, the transparency and public 
ownership of these hacks ensures that vulnerabilities are widely known and 
communicated so that appropriate mitigation measures can be taken.  As security 
professionals, we have a responsibility to understand the vulnerabilities in our past 
and current solutions so that we can provide the best possible security advice to our 
customers.  To help with that objective, and in the spirit of the White Hat hacker 
community the following describes some of the more common credential hacks and 
vulnerabilities and includes links to valuable online resources from the hacker 
community demonstrating in detail how credentials were compromised.   

 

Magnetic Stripe Credentials 

Magnetic stripe credentials are among the least secure credentials still offered.  Although magnetic stripe is widely 
recognized as “old” technology, there are a large number of systems based on this format still in active use, especially in 
the hospitality industry.  Most security professionals recognize that cloning the magnetic stripe is easy, requiring only a 
nominal $100 purchase from amazon.com and about the same level of technical acumen required to operate a thumb 
drive.  However, cloning requires physical access to an existing, active card which does somewhat restrict the ability to 
make copies for illegitimate uses. 

The broader problem with magnetic strip readers is the very limited amount of information that can be stored.  
Generally magnetic stripes are 2 or 3 tracks each capable of storing only a few basic data elements.  For the purposes of 
access control, particularly in hospitality systems, the cards are encoded with a simple string of numbers that identify a 
specific customer via a folio number, a room number and a checkout date.  Essentially the minimum amount of 
information necessary to connect a specific room occupant to a specific room during a specific timeframe.  
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During a presentation at a hacker’s conference in 2016, noted hacker Weston Hecker demonstrated the ability to use an 
electronic magnetic stripe emulator and some basic information from a discarded key to create a new, hotel room key 
(and other similar examples).  Further, with some basic understanding around how the folio numbers were generated, 
which in most cases is simply sequentially along with the knowledge that master keys able to open all doors used 
numbers either very near the beginning or the end of the range he was able to effectively gain access to nearly the 
entire hotel.  Find the full presentation on the hotel penetration case at https://youtu.be/mV_0k9Fh590 

 

Proximity Cards 

Proximity cards rely upon radio frequency identification (RFID) to allow for contactless access.   Not to be confused with 
later generation smartcards, first generation proximity cards operating at a frequency of 125 MHz and from a data 
content standpoint are effectively identical to magnetic stipes.  The ever popular 26 bit Weigand format is unarguably 
the most popular format for proximity cards, but many derivatives including higher bit count and proprietary formats 
exist. 

The risk with these first generation 125 MHz Proximity cards is that they can be readily read from a distance, and the 
resulting data transmission is fully unencrypted.  These cards always and immediately transmit when within range of a 
any reader capable of powering them up.  This means that its trivial for someone to build a portable “sniffer” by 
purchasing a standard reader and a few other 
components to create a device which can be concealed 
in a brief case or other unobtrusive container.  Given 
that the proximity card standard does not include a 
maximum permissible read range, higher power 
devices and larger antennas can increase the read 
range of proximity cards to more than 3 ft.  A 
determined individual with malicious intent could 
easily collect a large number of valid card numbers by, 
for example, deploying such a sniffer in or near the 
entrance to an office building as employees are 
arriving or departing.  Creating a duplicate card is trivial. 

While there is an abundance of information published by 
White Hat hackers on how to sniff and duplicate these 
proximity cards, one illustrative example can be found at 
http://hackaday.com/2013/11/03/rfid-reader-snoops-
cards-from-3-feet-away/.   

 

Smart Cards 

In recognition of the vulnerabilities of the unencrypted formats used in Magnetic Stripe and Proximity cards, the next 
generation of credential, broadly known as contactless smart cards operate at a frequency of 13.56 Mhz and include a 
simple microprocessor that allows for bidirectional communication between the credential and the reader.  Because of 
this basic processing capability and an inherent ability to store larger amounts of information these formats are 
generally much more secure than preceding formats.  Common contactless smartcard formats include HID MiFare and 
IClass, but many other derivatives including multi-format credentials exist.   

Part of the enhanced security of smart cards relies upon both the ability to validate that a given credential is 
“registered” with a particular reader prior to transmitting card data through a handshaking process, and by permitting 
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the digital encryption of the resulting transmission.   Not to be deterred, White Hat hackers identified and were able t 
exploit a number of vulnerabilities even with this latest generation technology.   

In one example, it was discovered that it was relatively easy to retrieve the encryption key from a very commonly sold 
reader and reverse engineer the encryption allowing for cloning and modification highly secure credentials.  The 
manufacturer responded by making design changes to the readers to significantly increase the difficulty and skill 
necessary to access the encryption key.  However, because the white hat hackers always like a good challenge, they kept 
working to identify a weakness and determined that although the readers had been hardened, the manufacturer hadn’t 
actually changed the master encryption key, which could be readily purchased from numerous online sources!  A good 
writeup of this finding can be found at https://krebsonsecurity.com/2014/08/how-secure-is-your-security-badge/.  This 
latest technology continues to evolve with an ever increasing array of security features. 

 

Conclusion 

Like virtually all physical and logical security systems, electronic access control is in an ongoing arms race between the 
industry including the white hat hackers and those with less honorable intent.  The need for security has driven ongoing 
improvements in the technology providing for a much broader range of tools and options today than existed just a few 
years ago.  While it may be nearly impossible to guarantee that any system is 100% secure, White Hat hackers provide a 
valuable service to the access control industry by continuously challenging our security assumptions.   As access control 
professionals, its worth paying attention to this community to ensure that we provide the best possible advice to our 
customers.   

 

 

 

 

 

 

 

 

 

 

 

 

 

Millennium Group Inc. is a growing provider of reliable, highly scalable state of the art building access control solutions.  
With a legacy stretching back more than 50 years as a premier supplier of high quality access control to organizations of 
all sizes, we focus on partnerships with factory trained and certified system integrators to ensure that every system is 
carefully tailored to meet the unique needs of building owners.  Whether you have one door or thousands of doors across 
multiple campuses, Millennium has a solution for you.   

 


