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Protect yourself 
from financial 
scams 
Each year, many people fall victim to scams. It’s 
important to learn about steps you can take to 
help keep yourself safe. 

Facts about scams 
The word “scam” is slang for fraud. Fraud occurs 
when attempts are made to mislead someone with 
the promise of goods, services or financial benefits 
that do not really exist, were never planned to be 
provided, or were misrepresented.1 

 
 

Scams are often considered “the crime of the 21st century.” People who commit fraud or scams may be well-
educated and highly organized. In some cases, they’re close friends and family members.2 

Scams are stressful. The effects of scams are far-reaching. Not only do victims often have to deal with substantial 
financial stress, they may experience severe stress, anxiety, difficulty sleeping and depression too.3 

Each year, crooks use clever schemes to swindle millions of people. One way to protect yourself is to be aware of 
the tactics scammers use. 

Notes  
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Type of scam How it works How to protect yourself 

Fake IRS and debt 
collection scams4 

Scammers claiming to be from the IRS 
or another institution call or leave a 
message saying you owe back taxes or 
another debt. They threaten legal 
action if you don’t pay immediately. 

Don’t return a call from someone 
claiming to be with the IRS; the 
IRS will only communicate by mail. 
If you’re ever in doubt, call the 
institution directly. 

Phishing emails 
and texts5 

Phishing involves scammers 
impersonating businesses to 
trick you into giving them your 
personal information. 

Emails will ask for 
confidential information. 

If you receive an email or text asking 
for this information, delete it. 

Don’t reply, click or call. Fake sites are 
designed to steal your information. 

Call your financial institution if 
you’re concerned. 

Sweepstakes and 
lottery scams4,2 

Scammers inform the victim that they 
have won a lottery or sweepstakes, but 
need to make a payment to “unlock” 
the prize. They may also send a fake 
check to deposit and collect “taxes and 
fees” before it bounces. 

Remember: If something sounds too 
good to be true, it probably is. 

Never wire money to anyone, and don’t 
click on sweepstakes links. 

The grandparent scam2,6 Scammer calls pretending to be a 
grandchild in trouble who needs help 
now—often by way of a cashier’s 
check or money order. 

Contact your grandchild using the 
number you have for them to see if 
the story holds up. 

Call the child’s parents, even if the 
grandchild has asked you not to. 

Ask the person key personal questions 
to verify their identity. 

Fake charities4,2 Scammers claim to represent a charity 
in need of money for a specific cause. 
The charities are often bogus or only 
contribute a small amount. 

Always do your homework before 
donating to a charity and only give 
to those you’ve fully investigated. 

Visit www.charitynavigator.org (or call 
201-818-1288) to look into the charity 
you’d like to give to more closely. 

Watch the news for reports of 
fraudulent organizations. 

Add your number to the do-not-call list. 
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Reverse mortgage scams7 A trusted family member may pressure 
an older homeowner into applying, 
scammers may use an older 
homeowner’s identity to get loan 
money, or scammers may tempt older 
adults to take out a reverse mortgage 
to make a “can’t miss” investment or 
home improvements. 

Don’t get a reverse mortgage because a 
contractor says it’s the best way to pay 
for home improvement projects. 

Keep in mind: Reverse mortgage loan 
officers are not allowed to sell you 
investments or other financial 
instruments. 

If you do decide to take out a reverse 
mortgage, talk to a few lenders. 

Tech support scams8 Scammers tell you that your computer 
has a problem and you need to click or 
call to “fix” it—which usually requires 
your credit card. 

Don’t click on pop-ups unless 
you’re sure it is from a legitimate 
antivirus company. 

Don’t trust phone calls made to 
you.Large companies wait for you to 
call them. 

If you do get scammed, consider taking 
your computer to a local 
repair company. 

Investment scams4,9 Pyramid schemes occur when 
fraudsters claim they can turn a small 
investment into large profits in a short 
amount of time. In reality, people make 
money solely by recruiting new people 
into the program, but it falls apart when 
it becomes impossible to recruit new 
people. 

Ponzi schemes involve a central 
scammer collecting money from new 
investors and using it to pay alleged 
returns to earlier-stage investors rather 
than investing or managing the money. 

Pump-and-dump scams occur when a 
fraudster buys shares of a very low-
priced stock or a small company and 
then spreads false information to drum 
up interest to increase the price. After 
investors begin buying the stock at 
higher prices, the fraudster dumps their 
shares and vanishes, leaving people 
with worthless shares of stock. 

Research the professionals. Before 
investing in anything, ask the person 
if they are licensed to sell you the 
investment, and confirm which 
regulator issues the license and call 
your state securities regulator and the 
Financial Industry Regulatory Authority 
to verify. 

Only invest if you understand. Do 
your research and ask lots of 
questions about costs, timing, risks 
and other issues. 

Beware of common tactics. Scammers 
are masters of persuasion and often 
seem likeable and trustworthy. Be wary 
of “professionals” who make you feel 
pressured or obligated to invest. 

Stay in control of your money. Monitor 
your investments and insist on regular 
written and verbal reports. 
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Home improvement 
scams10 

Some scammers will promise to do the 
work, but take your money and never 
complete it. Others may do shoddy 
work and damage your home in the 
process. Others may overcharge you for 
the services they’re performing. 

Consider only contractors who are 
licensed and insured. 

Get contractor recommendations from 
people you know and trust. 

Check with the local Home Builders 
Association and consumer protection 
officials to see if they have complaints 
against a contractor.  

Get multiple estimates and make sure 
the estimate is very detailed. 

Read the contract carefully. 

Don’t pay the full amount for a project 
up front. 

Medicare scams2,11 Scammers claiming to be from the 
Centers for Medicare and Medicaid 
Services call seniors requesting 
personal information to issue a 
new Medicare ID card. 

Never respond to a phone request to 
confirm your identity. 

Medicare will not call, email or visit you 
to get your personal information. 

When in doubt, call Medicare directly at 
800-MEDICARE (800-633-4227). 

 

If you’ve been targeted 
If you find yourself in the unfortunate situation of having been scammed, there are several steps that you may 
need to take.2,12 

• File a police report. Be sure to get a copy of the report in case you need it. 

• Close the affected accounts. Your bank can tell you if this is needed. 

• Place a fraud alert on your credit file. Contact one of the major bureaus: Equifax, Experian and TransUnion. 

• File a complaint. You can contact the FTC, BBB and your state attorney. 

 

Notes  
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Sources 

1. Federal Bureau of Investigation 
www.fbi.gov/scams-and-safety/common-fraud-schemes/seniors  

2. National Council on Aging 
https://ncoa.org/article/top-5-financial-scams-targeting-older-adults  

3. Financital Industry Regulatory Authority 
https://www.finrafoundation.org/sites/finrafoundation/files/non-traditional-costs-financial-fraud.pdf  

4. Federal Trade Commission 
https://www.usa.gov/irs-scams  

5. Federal Trade Commission 
https://consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams  

6. Federal Bureau of Investigation 
www.fbi.gov/news/stories/the-grandparent-scam  

7. Consumer Financial Protection Bureau 
https://www.consumerfinance.gov/about-us/blog/avoid-reverse-mortgage-shopping-scams/  

8. Federal Trade Commission 
https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams  

9. Federal Industry Regulatory Authority 
https://www.finra.org/investors/protect-your-money/avoid-fraud  

10. Federal Trade Commission 
https://www.consumer.ftc.gov/articles/how-avoid-home-improvement-scam  

11. Consumer Reports 
www.consumerreports.org/scams-fraud/avoid-common-costly-senior-scams/  

12. Federal Trade Commission 
www.consumer.ftc.gov/articles/0275-place-fraud-alert  

This information is provided for educational purposes only. It is not to be used for medical advice, diagnosis or 
treatment. Consult your doctor if you have questions or concerns. Consult your doctor before beginning any new 
diet or exercise regimen.

http://www.fbi.gov/scams-and-safety/common-fraud-schemes/seniors
https://ncoa.org/article/top-5-financial-scams-targeting-older-adults
https://www.finrafoundation.org/sites/finrafoundation/files/non-traditional-costs-financial-fraud.pdf
https://www.usa.gov/irs-scams
https://consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
http://www.fbi.gov/news/stories/the-grandparent-scam
https://www.consumerfinance.gov/about-us/blog/avoid-reverse-mortgage-shopping-scams/
https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams
https://www.finra.org/investors/protect-your-money/avoid-fraud
https://www.consumer.ftc.gov/articles/how-avoid-home-improvement-scam
http://www.consumerreports.org/scams-fraud/avoid-common-costly-senior-scams/
http://www.consumer.ftc.gov/articles/0275-place-fraud-alert


 Humana.com 
 

Y0040_GHHKHXNEN_C 

 


	Protect yourself from financial scams
	Facts about scams
	Notes
	If you’ve been targeted
	Notes


