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Foreword
The financial wars of the future are upon us. The 
geo-economic landscape is changing, as power and 
security relationships are reshaped globally. The use of 
financial power and economic influence in national 
security has now taken pride of place as a strategy 
for great powers and their proxies. Just as the United 
States was unable to imagine the looming threats from 
global terrorism before 9/11, history may too judge an 
inability to understand and forecast the importance of 
financial power in the 21st century a collective failure of 
comprehension. 

Over the past decade, the United States has taught the 
world how to use economic and financial power, and our 
adversaries have been watching. The United States has 
leveraged U.S. capital markets, the centrality of the dollar, 
and America’s ability to set global standards and norms 
to drive its national security goals. The power of this 
paradigm is derived from the centrality and stability of 
New York as a global financial center and the importance 
of dollar-clearing transactions. Our competitors have 
learned from and chafed at our use of such power. Our 
enemies have likewise witnessed our vulnerabilities and 
understood their own potential in using financial power 
directly or asymmetrically against the United States and 
its allies. In any comprehensive national security strategy, 
the U.S. government must develop a national economic 
security strategy and capabilities.

Mark Dubowitz and Annie Fixler, my colleagues at 
FDD’s Center on Sanctions and Illicit Finance, explore 
this very topic in a creative and important way in the 
paper that follows.

The first section presents a baseline to understand the 
geo-economic landscape of today, describing how the 
United States transformed tools of economic coercion 
for national and international security purposes. It 
details the development of “smart sanctions” and tracks 

the use of financial tools against Iran, one of the greatest 
threats to the global nonproliferation and counter-
threat finance regimes and the broader integrity of 
the global financial system. The strategic paradigm 
deploying campaigns to expand the reach of the United 
States against rogue actors through the financial system 
has proven effective over the past thirteen years, but 
this arena is no longer the sole province of the U.S. 
government nor does this approach remain secret. 

The United States has been at the cutting edge of this 
21st century geo-economic competition. But the fact 
that it was first to develop innovative and powerful 
financial tools to pursue its interests is no guarantee 
of continued success. Although the United States has 
had a near monopoly on the use of targeted financial 
pressure over the past ten years, this edge could erode, 
leaving the United States both more vulnerable to 
external financial pressure and less able to use financial 
suasion as a lever of foreign policy. 

In this paper, Dubowitz and Fixler reinforce the idea 
that the United States must prepare for a reality where 
other countries—especially rising economic powers 
like China—purposely use financial and economic 
strategies to weaken U.S. and allied interests. They 
demonstrate that without deliberate strategic planning 
and structural reforms, the United States will be poorly 
equipped to defend its interests and its allies from the 
use of economic warfare tools by its adversaries. 

The hypothetical scenario laid out in Part 2 imagines a 
moment in which China uses economic warfare against 
a U.S. ally in order to advance its own geopolitical 
goals. The purpose of the hypothetical is to provide 
a realistic scenario in which China uses its growing 
economic and financial influence within the current 
global system to isolate an adversary – and to mute a 
U.S. response. It is a realistic example of the type of 
economic conflict that might arise with a power willing 
to use the attractiveness of its markets and the financial 
weapons of the global system as part of a broader geo-
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will be those who can sharpen their offenses while 
complementing with economic defense-in-depth. To 
date, the United States has too often focused on the 
former and neglected the latter. 

What is needed is a strategic framework for national 
economic security that accounts for the emerging 
economic security environment of the twenty-first 
century. The recommendations in Part 3 lay out a 
clear and logical path forward for the United States 
to prepare itself for the coming challenges. A policy 
planning function at the U.S. Treasury, greater depth 
and convergence of expertise within the White House 
staff on issues of financial power, a clearly defined 
doctrine on the use of economic coercion, and even 
the proposal for an Economic Warfare Command, 
among other recommendations, are important ideas 
to consider if the United States hopes to prepare to 
defend itself against potential financial and economic 
aggression. To address our vulnerabilities, we need 
to conceive of the global landscape differently and 
organize ourselves appropriately to use the full expanse 
of U.S. national power to defend our interests. 

This paper puts these recommendations and the 
current context into sharp relief. The paper and the 
embedded hypothetical and policy recommendations 
are worthy of serious consideration. It is time to 
redesign a national economic security model to prepare 
for the coming financial wars. If we fail to do so, the 
United States risks being left vulnerable and left behind 
as other competitors race toward the future.

Juan C. Zarate 
Former Deputy Assistant to the President and Deputy 
National Security Advisor for Combating Terrorism 
Former Assistant Secretary of the Treasury for Terrorist 
Financing and Financial Crimes 
Chairman and Senior Counselor, FDD’s Center on 
Sanctions and Illicit Finance

political offensive. It also underscores that the United 
States could find itself flat-footed and unprepared to 
confront this type of power and to roll back economic 
aggression in an increasingly interdependent global 
environment without proper planning and preparation. 

Though the details of this scenario could change and 
countries like China may elect to leverage alternate 
channels or modes of financial influence outside the 
current global system, the authors paint a convincing 
picture of what economic warfare might look like. 
The hypothetical and the paper sharpen the reality of 
possible economic conflict and escalation in an ever 
more connected global system in which the United 
States remains vulnerable. By revealing a scenario where 
Chinese motivations and use of such power are clear, 
the hypothetical also puts recent developments like the 
Chinese movement to establish the Asia Infrastructure 
Investment Bank (AIIB) and an alternate international 
payment system into starker relief. The paper reinforces 
the need for a serious study of defensive economic 
warfare—from doctrine and strategy to tactics and 
decision-making. 

The United States needs policies that recognize the 
vulnerabilities and opportunities in the changing 
national security environment and take into account 
the range of actors and tools that now occupy this 
asymmetric landscape. Confronting the new realities 
of this geo-economic ecosystem requires innovative 
policy, new institutions and doctrines, and new modes 
of public-private collaboration and international 
cooperation. The nuclear age brought nuclear doctrine 
and strategies; the development of long-range missiles 
led to the creation of missile shields and alliances; the 
proliferation of cyberattacks has led to the creation of 
a Cyber Command and consideration of new forms of 
warfare. The age of financial warfare should likewise 
bring new strategies, doctrines, alliances, defensive 
shields, and command and control structures. 
The winners in this new era of economic warfare 
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Part 1: SWIFT, Smart 
Sanctions, and the 

Financial War Against Iran

Introduction1

Economic warfare is now the default instrument of 
coercive statecraft for confronting challenges to the 
international order. Sanctions have become President 
Barack Obama’s weapon of choice to combat Iran’s 
nuclear program, Russia’s invasion of Ukraine, the 
Assad regime in Syria, and the financing of terrorist 
groups such as the Islamic State, al-Qaeda, and others. 

Leveraging the power of the U.S. dollar to isolate 
rogue actors—from the terrorists and nuclear 
proliferators of Iran’s Revolutionary Guards to Sunni 
jihadists to Russian arms dealers and oligarchs—the 
U.S. Department of Treasury has established itself as 
a key national security agency. Economic sanctions, 
once thought to cause humanitarian crises without 
impacting the calculus of authoritarian regimes, have 
become a sophisticated tool for targeting the financial 
resources of a range of rogue actors. Financial sanctions 
became the key driver of an overall economic sanctions 
architecture that used conduct-based sanctions to 
isolate illicit financial activities.

The transformation of blunt and broad state-based 
embargos into the “smart sanctions,” as they are 
characterized today,2 has its roots in the wake of 9/11 
and the all-out offensive against al-Qaeda, when the 
U.S. government began targeting not only its top 
operatives, but also the funders that enable and facilitate 
the terror group’s violent activities. 

1. This report was originally published in “Cyber-Enabled 
Economic Warfare: An Evolving Challenge” edited by Samantha 
Ravich, Ph.D. and published by the Hudson Institute.
2. Jose W. Fernandez, “Smart Sanctions: Confronting Security 
Threats with Economic Statecraft,” Remarks at the San Francisco 
World Affairs Council, July 25, 2012. (http://www.state.gov/e/
eb/rls/rm/2012/196875.htm) 

These tools of economic coercion treat reputation as 
a currency in an environment in which companies 
cannot afford the risk of being associated with bad 
actors. The rules of this new world are straightforward: 
You can do business with the United States or you can 
do business with rogue actors. You can choose, but you 
can’t do both. And if you choose the latter, prepare to be 
excommunicated from the global financial community. 

The system is self-reinforcing: As rogue actors become 
more isolated, they engage in more suspicious behavior 
to evade restrictions. And the more suspicious their 
behavior, the more they find themselves isolated 
from financial networks. The approach is based on 
persuading private sector players—principally financial 
institutions—to act in their own self-interest to avoid 
unnecessary business and reputational risk. 

As smart sanctions matured and the U.S. government 
discovered a new form of coercive power, the use of 
cyber-enabled financial measures became an integral 
part of the global financial sanctions architecture. At 
the heart of this architecture is SWIFT (the Society for 
Worldwide Interbank Financial Telecommunication), 
a financial messaging service that is the electronic 
bloodstream of the global financial system. 

The story of how Iran became the first country to be 
expelled from the SWIFT system provides a glimpse into 
how economic warfare has changed in the past decade, 
and the importance of American economic preeminence 
in this pursuit. It also raises questions, however, about 
whether Washington is prepared to respond when states 
like China and Russia, looking to challenge the U.S.-
led international order, turn their own economic power 
against the United States and its allies.

While tools of economic coercion in general, and 
cyber-enabled economic warfare in particular, have 
both offensive and defensive components, the United 
States, to date, has primarily used those of an offensive 

http://www.state.gov/e/eb/rls/rm/2012/196875.htm
http://www.state.gov/e/eb/rls/rm/2012/196875.htm
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nature. This paper analyzes offensive tools while 
acknowledging the importance of, and the danger 
in neglecting, defensive planning. While economic 
warfare encompasses a broad range of tools, financial 
sanctions are the foundation for the larger architecture 
of economic sanctions. As a result, this study addresses 
the rise of financial tools generally and cyber-enabled 
financial and economic sanctions specifically. This 
study also focuses on the tools used by the U.S. Treasury 
Department rather than attempting to address the range 
of economic coercion tools available to all agencies 
of the U.S. government. In the final section of this 
paper, however, we provide broader economic warfare 
recommendations and highlight ways that greater 
coordination across agencies might be facilitated. 

Financial Intelligence
Financial intelligence (FININT) is at the heart of 
American efforts to leverage its financial assets in the 
pursuit of rogue actors and key to understanding the 
central role of SWIFT in these efforts. In the years 
before the formal creation of the Treasury Department’s 
Office of Terrorism and Financial Intelligence (TFI) 
in 2004 and Treasury’s intelligence agency, the Office 
of Intelligence and Analysis (OIA), the Department 
developed a financial intelligence capability to block 
the assets of rogue actors and uncover and dismantle 
illicit financial networks. As a result, while the smallest 
agency in the U.S. government’s intelligence behemoth, 
OIA punches well above its weight, unraveling 
illicit financial networks and providing evidence for 
thousands of designations.

The use of financial intelligence has been instrumental 
in disrupting terrorist cells and foiling plots including, 
for example, the planned attack on JFK airport in 
2007—an attack linked to Iran’s intelligence and covert 
networks in Latin America.3 

3. Foundation for Defense of Democracies, Press Release, “New 
Report Reveals Iran’s Terror Network in Latin America,” May 30, 
2013. (http://www.defenddemocracy.org/media-hit/new-report-
reveals-irans-terror-network-in-latin-america/) 

FININT relies on traditional sources and methods 
of intelligence gathering and also on financial papers 
found in terrorist safe-houses, detailed records from 
formal and informal financial institutions, suspicious 
activity reports from banks, and wire-transfer records. 
One of the critical elements of cyber-enabled, financial 
intelligence is messaging data from SWIFT.

Formed in 1973, SWIFT replaced telex messages 
between banks with a more secure, highly encrypted 
communications system. The consortium, 
headquartered in Belgium with 23 offices worldwide, 
has “the mission of creating a shared worldwide data 
processing and communications link and a common 
language for international financial transactions.”4 
While other companies can enable secure financial 
transactions, SWIFT is the worldwide leader, far 
and away, with estimates of $6 trillion each day in 
payments value. SWIFT claims to link more than 
10,500 institutions in 215 countries,5 allowing the 
daily exchange of millions of standardized financial 
messages between banks, corporate customers, and 
financial institutions. SWIFT “does not hold funds 
nor does it manage accounts on behalf of customers, 
nor does it store financial information on an on-going 
basis.”6 SWIFT is merely the courier that delivers 
financial messages between banks.

In the 1990s, the CIA tried to access SWIFT 
clandestinely to gather information on al-Qaeda’s 
financial network, but the Treasury Department 
blocked the operation over concerns about a backlash 
from the banking community and perceptions that 
it would compromise the integrity of the financial 

4. “SWIFT Mission,” SWIFT Website, accessed January 9, 2012. 
(http://www.swift.com/about_swift/company_information/
swift_history.page?)
5. “Company Information,” SWIFT Website, accessed October 
23, 2014. (http://www.swift.com/about_swift/company_
information/company_information?rdct=t&lang=en)
6. “Company Information,” SWIFT Website, accessed January 9, 
2012. (http://www.swift.com/info?lang=en)

http://www.defenddemocracy.org/media-hit/new-report-reveals-irans-terror-network-in-latin-america/
http://www.defenddemocracy.org/media-hit/new-report-reveals-irans-terror-network-in-latin-america/
http://www.swift.com/about_swift/company_information/swift_history.page?
http://www.swift.com/about_swift/company_information/swift_history.page?
http://www.swift.com/about_swift/company_information/company_information?rdct=t&lang=en
http://www.swift.com/about_swift/company_information/company_information?rdct=t&lang=en
http://www.swift.com/info?lang=en
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system.7 After 9/11, however, Treasury officials 
immediately began to reconsider how information 
from SWIFT could be legally and effectively leveraged 
as part of counterterrorism operations. 

Within six weeks, Treasury built an innovative 
program, which became known as the Terrorist Finance 
Tracking Program (TFTP), to leverage SWIFT data 
to expose links between terrorists and their funders. 
The program analyzed the cyber data that formed the 
language of global financial transactions. Prior to the 
widespread adoption of SWIFT, such analysis may 
only have been possible by subpoenaing individual 
banks, compiling records from thousands of financial 
institutions (mindful that the worst offenders would be 
least likely to comply), and then analyzing the data to 
establish links. Instead, using data from SWIFT alone, 
Treasury was able to build a highly effecting program 
for uncovering terrorists’ financial ties. 

Treasury built a separate database to search SWIFT 
records and provided SWIFT with subpoenas on a 
monthly basis for select tranches of data that were then 
entered into the quarantined database. Only select officials 
could access the database and only for counterterrorism 
efforts—not operations related to proliferation, money 
laundering, or other criminal activities. SWIFT had 
negotiated the most stringent restrictions to protect its 
data. To ensure compliance, SWIFT “scrutineers” had 
access to the system to verify each query was based on 
a counterterrorism investigation. Former SWIFT chief 
executive Leonard Schrank, who worked with Treasury 
to create the program, noted, “The use of the data was 
legal, limited, targeted, overseen and audited,” and the 
program could be considered the “gold standard” for 
how to balance national security and civil liberties.8 

7. Josh Meyer & Greg Miller, “U.S. Secretly Tracks Global Bank 
Data,” Los Angeles Times, June 23, 2006. (http://articles.latimes.
com/2006/jun/23/nation/na-swift23) 
8. Leonard H. Schrank & Juan C. Zarate, “Data Mining, 
Without Big Brother,” The New York Times, July 2, 2013. (http://
www.nytimes.com/2013/07/03/opinion/data-mining-without-
big-brother.html?ref=opinion&_r=0) 

Although kept secret from the public for five years, 
the program was known to a targeted group in the 
intelligence community and executive branch, select 
members of Congress, and numerous banking officials 
in Europe and the United States.9

Carefully constructed by the leadership of SWIFT 
and Treasury’s general counsel David Aufhauser to 
protect customer privacy, while also providing vital 
information to disrupt terrorist financing, the program 
proved invaluable to disrupting terrorist networks 
and uncovering dangerous plots. The TFTP provided 
information on “a key facilitator of terrorism in Iraq”10 
and led to the capture of Riduan Isamuddin,11 aka 
Hambali, who was believed to be the mastermind of a 
string of bombings in Asia including the 2002 bombing 
in Bali and the 2003 attack on the Marriott hotel in 
Jakarta.12 According to the Treasury Department, 
the program “helped to disrupt terrorist cells and 
operations and has helped save lives.”13 

Despite the program’s legality and its importance 
to U.S. counterterrorism efforts, on June 23, 2006, 
The New York Times revealed the existence of TFTP,14 
jeopardizing not only its effectiveness but also U.S. 
relations with countries in Europe. Treasury tried to 

9. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 51-60.
10. Glenn Simpson, “Treasury Tracks Financial Data in Secret 
Program,” The Wall Street Journal, June 23, 2006. (http://online.
wsj.com/news/articles/SB115101988281688182) 
11. Eric Lichtblau & James Risen, “Bank Data Is Sifted by U.S. 
in Secret to Block Terror,” The New York Times, June 23, 2006. 
(http://www.nytimes.com/2006/06/23/washington/23intel.
html?pagewanted=all) 
12. “Hambali: ‘Asia’s Bin Ladin,’” BBC News, September 6, 
2006. (http://news.bbc.co.uk/2/hi/asia-pacific/2346225.stm) 
13. Glenn Simpson, “Treasury Tracks Financial Data in Secret 
Program,” The Wall Street Journal, June 23, 2006. (http://online.
wsj.com/news/articles/SB115101988281688182) 
14. Glenn Simpson, “Treasury Tracks Financial Data in Secret 
Program,” The Wall Street Journal, June 23, 2006. (http://online.
wsj.com/news/articles/SB115101988281688182) 

http://articles.latimes.com/2006/jun/23/nation/na-swift23
http://articles.latimes.com/2006/jun/23/nation/na-swift23
http://www.nytimes.com/2013/07/03/opinion/data-mining-without-big-brother.html?ref=opinion&_r=0
http://www.nytimes.com/2013/07/03/opinion/data-mining-without-big-brother.html?ref=opinion&_r=0
http://www.nytimes.com/2013/07/03/opinion/data-mining-without-big-brother.html?ref=opinion&_r=0
http://online.wsj.com/news/articles/SB115101988281688182
http://online.wsj.com/news/articles/SB115101988281688182
http://www.nytimes.com/2006/06/23/washington/23intel.html?pagewanted=all
http://www.nytimes.com/2006/06/23/washington/23intel.html?pagewanted=all
http://news.bbc.co.uk/2/hi/asia-pacific/2346225.stm
http://online.wsj.com/news/articles/SB115101988281688182
http://online.wsj.com/news/articles/SB115101988281688182
http://online.wsj.com/news/articles/SB115101988281688182
http://online.wsj.com/news/articles/SB115101988281688182
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persuade The New York Times not to publish the article 
by explaining the details of the program and its legality. 
But Treasury was unsuccessful at persuading The New 
York Times after its editors learned that the Los Angeles 
Times was going to run a similar story.15 Treasury, it 
should be noted, was prepared for public revelations 
about the program since its inception.16 When the 
article came out, the administration launched a full-
throttled defense of TFTP and equally strong criticism 
of The New York Times’ decision to publish the article. 

The articles alerted terrorist financers to Treasury’s 
methods. More damaging, however, were the 
revelations about Treasury’s relationship with SWIFT, 
which prompted political attacks and challenges in 
European courts against the financial messaging service 
and accusations that SWIFT’s actions were illegal and 
violated laws on data privacy. Even those European 
officials who had known about TFTP claimed not to 
understand the extent of the program.17 SWIFT itself 
weathered the storm but was thrust into a bruising 
political debate.

Tensions between the U.S. and EU intensified 
with a February 2010 vote in the EU Parliament to 
block the agreement between the U.S. government, 
European Commission, and EU Council of Ministers 
permitting U.S. law enforcement access to SWIFT 
data.18 Although a new agreement was reached with the 
European Union later that year, the program remained 

15. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 270-
274; & Josh Meyer & Greg Miller, “U.S. Secretly Tracks Global 
Bank Data,” Los Angeles Times, June 23, 2006. (http://articles.
latimes.com/2006/jun/23/nation/na-swift23)
16. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 269-270.
17. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 279-280.
18. “European Swift Bank Data Ban Angers US,” BBC 
News, February 11, 2010. (http://news.bbc.co.uk/2/hi/
europe/8510471.stm) 

under intense scrutiny and was challenged again in 
October 2013 when the European Parliament called 
for a suspension of U.S. access to SWIFT data amid 
concerns over the National Security Agency’s unrelated 
data-mining program.19 The program and relationship 
between the U.S. government and SWIFT has required 
constant diplomatic attention.

The Iran Playbook

Meanwhile, Iranian threats to global security and the 
integrity of the financial system continued to grow. 
Building on the administration’s work with the private 
sector to isolate terrorist finance, Treasury devised a new 
campaign to isolate Iran from the global financial system 
based on Iran’s illicit business and banking practices. 
Iran was first added to the State Department’s State 
Sponsors of Terrorism list in 1984 and had been under 
U.S. sanctions for its support for terrorism, missile 
proliferation, human rights abuses, and its nuclear 
program.20 These sanctions had not halted Iran’s illicit 
activities, so Treasury, with extensive congressional 
support, designed a new campaign to take financial 
warfare to a completely different level of impact.

In February 2006, then-Treasury Undersecretary for 
Terrorism and Financial Intelligence Stuart Levey 
formally pitched Treasury’s new idea to Secretary of 
State Condoleezza Rice, and, with interagency approval 
and coordination, the Treasury Department began its 
campaign to persuade the global financial market to 
isolate Iran. 

In the first two and a half years of the effort, Levey made 
more than 80 visits to foreign countries to meet not 

19. Robin Emmott, “EU Lawmakers Seek to Block U.S. 
Financial Spying,” Reuters, October 23, 2013. (http://
www.reuters.com/article/2013/10/23/us-eu-us-security-
idUSBRE99M0OR20131023) 
20. “State Sponsors of Terrorism,” U.S. Department of State Website, 
accessed June 13, 2014. (http://www.state.gov/j/ct/list/c14151.htm) 

http://articles.latimes.com/2006/jun/23/nation/na-swift23
http://articles.latimes.com/2006/jun/23/nation/na-swift23
http://news.bbc.co.uk/2/hi/europe/8510471.stm
http://news.bbc.co.uk/2/hi/europe/8510471.stm
http://www.reuters.com/article/2013/10/23/us-eu-us-security-idUSBRE99M0OR20131023
http://www.reuters.com/article/2013/10/23/us-eu-us-security-idUSBRE99M0OR20131023
http://www.reuters.com/article/2013/10/23/us-eu-us-security-idUSBRE99M0OR20131023
http://www.state.gov/j/ct/list/c14151.htm
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only with his government counterparts but also with the 
heads of more than 60 banks.21 Levey presented detailed 
information about Iran’s illicit activities and specific 
examples of suspicious transactions involving foreign 
banks.22 The dossiers had the effect of conditioning the 
environment to reject Iranian transactions. As former 
Treasury official Juan Zarate explained, “Levey’s job 
was to stage the financial assault on Iran’s banks and 
its financial system—in large part by demonstrating to 
CEOs and compliance officers around the world that 
the risk of doing business with Iran was too high.”23

Simultaneously, utilizing Executive Orders 13224 
(2001) and 13382 (2005) targeting the financing of 
terrorism and weapons proliferation, respectively, 
Treasury started to designate individual Iranian banks 
for their role in facilitating illicit financial activities. 
These two executive orders set the precedent for not 
only targeting the illegal trade in illicit goods but also 
for isolating the financial transactions that enable the 
movement of physical commodities. Beginning in 
2007, the Treasury Department designated 23 Iranian 
and Iranian-allied foreign financial institutions as 
“proliferation supporting entities” under Executive 
Order 13382.24 Of these, at least eight banks were 
designated for their ties to Iran’s Islamic Revolutionary 
Guard Corps (IRGC) or because they were controlled 
by banks with IRGC links.25 Treasury in 2006 also 

21. Robin Wright, “Stuart Levey’s War,” The New York Times, 
November 2, 2008. (http://www.nytimes.com/2008/11/02/
magazine/02IRAN-t.html?pagewanted=all&_r=0) 
22. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 300-302.
23. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), page 296.
24. U.S. Department of the Treasury, Press Release, “Treasury 
Designates Major Iranian State-Owned Bank,” January 23, 
2012. (http://www.treasury.gov/press-center/press-releases/Pages/
tg1397.aspx) 
25. Bank Sepah (Iran); Bank Melli (Iran); Arian Bank (Iran); 
Bank Kargoshaee (Iran), controlled by Bank Melli; Future Bank 
(Bahrain), controlled by Bank Melli; Post Bank of Iran (Iran), 
controlled by Bank Sepah; Ansar Bank (Iran); Mehr Bank (Iran).

sanctioned Bank Saderat as a “terrorism supporting 
entity” under Executive Order 13224 for facilitating 
fund transfers to Hezbollah, Hamas, Palestinian Islamic 
Jihad, and other terrorist organizations.26

The State Department supported Treasury’s efforts 
through a diplomatic push to explain the financial 
campaign, as well as to increase the political pressure on 
Iran. Working bilaterally and within the United Nations, 
State sought to build international buy-in for broader 
sanctions against Iran. While the U.N. Security Council 
eventually passed four sanctions resolutions against Iran 
starting in 2006,27 each resolution required months of 
negotiations and significant compromises in order to get 
Chinese and Russian approval. It became clear that by 
working outside traditional international bodies like the 
U.N., the U.S. Treasury Department could leverage the 
power of the dollar and the central role that the U.S. 
plays in financial markets in order to cut off Iranian 
financial transactions. However, the U.N. resolutions 
provided a foundation for other countries to implement 
their own multilateral and unilateral sanctions. This 
was especially true in the case of U.N. Security Council 
Resolution 1929 (2010) that provided the European 
Union with political cover for implementing its own oil 
embargo. The U.N. resolutions also gave a semblance 
of multilateralism to what the United States was already 
implementing unilaterally. 

Treasury’s new efforts to lead the way on a tougher 
and smarter sanctions regime were strengthened 
significantly by the bipartisan passage of multiple 
pieces of congressional legislation between 2010 
and 2013. These congressional measures targeted 
Iran’s financial, energy, shipping, insurance, 

26. U.S. Department of the Treasury, Press Release, “Treasury 
Cuts Iran’s Bank Saderat Off From U.S. Financial System,” 
September 8, 2006. (http://www.treasury.gov/press-center/press-
releases/Pages/hp87.aspx) 
27. “United Nations Sanctions,” Foundation for Defense of 
Democracies Website, accessed October 28, 2014. (http://
defenddemocracy.org/united-nations-sanctions) 

http://www.nytimes.com/2008/11/02/magazine/02IRAN-t.html?pagewanted=all&_r=0
http://www.nytimes.com/2008/11/02/magazine/02IRAN-t.html?pagewanted=all&_r=0
http://www.treasury.gov/press-center/press-releases/Pages/tg1397.aspx
http://www.treasury.gov/press-center/press-releases/Pages/tg1397.aspx
http://www.treasury.gov/press-center/press-releases/Pages/hp87.aspx
http://www.treasury.gov/press-center/press-releases/Pages/hp87.aspx
http://defenddemocracy.org/united-nations-sanctions
http://defenddemocracy.org/united-nations-sanctions
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precious metals, and industrial trade, including a 
successful effort, initially opposed by the Obama 
administration, to squeeze Iran’s economic lifeline: 
its crude oil exports.

In 2010, Congress passed the Comprehensive Iran 
Sanctions, Accountability, and Divestment Act of 
2010 (CISADA),28 overhauling the Iran Sanctions Act, 
which had been on the books since 1996 but it was 
never effectively enforced because of resistance from 
European governments and companies. With Europe 
now moving ahead with its own sanctions against Iran’s 
nuclear program, this resistance diminished. CISADA 
now provided the Obama administration with the 
threat of congressional action to persuade foreign 
companies to choose between their business ties to Iran 
and their access to the U.S. market. 

The legislation prompted dozens of foreign companies, 
especially European energy firms, to terminate the 
provision of refined petroleum products to Iran and to 
cease further investments in the Iranian energy sector. It 
also provided a package of powerful financial measures 
to strengthen Treasury’s financial sanctions campaign 
by threatening to cut off foreign financial institutions 
from their banking relationships in the United States, 
and their ability to offer U.S. banking services, 
including the use of the U.S. dollar, to their banking 
clients. Six months after the passage of CISADA, then-
Undersecretary for Political Affairs Bill Burns testified 
before Congress that the legislation had already cost 
Iran between $50 and $60 billion.29

28. U.S. House of Representatives, 111th Congress, 2nd Session, 
P.L. 111-195, “Comprehensive Iran Sanctions, Accountability, 
and Divestment Act of 2010,” Government Printing Office, 2010. 
(http://www.treasury.gov/resource-center/sanctions/Documents/
hr2194.pdf ) 
29. William Burns, “Implementing Tougher Sanctions on Iran: 
A Progress Report,” Testimony before the House Foreign Affairs 
Committee, December 1, 2010. (http://www.state.gov/p/us/
rm/2010/152222.htm)

From FININT to Economic Coercion: 
Disconnecting Iranian Banks

During this time of escalating sanctions pressure, Iran 
continued to refuse to cooperate with the International 
Atomic Energy Agency (IAEA) or to address concerns 
raised in U.N. Security Council Resolutions, and 
rejected a proposal in October 2009 to export its 20 
percent enriched uranium for reprocessing and fuel 
fabrication for the Tehran Research Reactor. Iran 
continued to support U.S.-designated terrorist groups 
including Hezbollah, Hamas,30 and, as Treasury 
revealed, even al-Qaeda.31 

As Iran’s nuclear program moved ahead, policymakers 
looked to Treasury for new innovations in tools of cyber-
enabled economic warfare. Although the value of SWIFT 
data was recognized as a key source of financial intelligence, 
until early 2012, its value as a coercive instrument of 
economic warfare was not understood fully. 

Financial institutions and multinational companies 
have long been responsible for knowing their customers, 
but SWIFT was the exception. SWIFT was treated 
like a simple messaging service responsible neither for 
the contents of the message nor for the actions of the 
sender or receiver. 

In 2011, responding to increased international attention 
on more effective sanctions enforcement, SWIFT 
announced it had implemented a screening program 
to allow its customers to route messages through an 
application that checks the information against a 

30. U.S. Department of State, “Country Reports on Terrorism 
2013,” April 2014, pages 228-230. (http://www.state.gov/j/ct/
rls/crt/2013/224826.htm) 
31. Thomas Joscelyn, “Treasury ‘Further Exposes’ Iran-al Qaeda 
Relationship,” The Long War Journal, October 18, 2012. (http://www.
longwarjournal.org/archives/2012/10/treasury_further_exp.php) 

http://www.treasury.gov/resource-center/sanctions/Documents/hr2194.pdf
http://www.treasury.gov/resource-center/sanctions/Documents/hr2194.pdf
http://www.state.gov/p/us/rm/2010/152222.htm
http://www.state.gov/p/us/rm/2010/152222.htm
http://www.state.gov/j/ct/rls/crt/2013/224826.htm
http://www.state.gov/j/ct/rls/crt/2013/224826.htm
http://www.longwarjournal.org/archives/2012/10/treasury_further_exp.php
http://www.longwarjournal.org/archives/2012/10/treasury_further_exp.php
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selected sanctions designation list.32 At the time, 
SWIFT claimed that it “manages the screening engine 
and is responsible for configuring and maintaining 
the screening algorithm.”33 However, the option of 
which lists to use was left to the discretion of each 
individual user,34 and the use of the screening system 
was not mandatory for SWIFT clients. The screening 
program was a tool for SWIFT members to do their 
own due diligence, but SWIFT was not responsible if 
its customers used its messaging system to engage in 
illicit financial activities. 

Developments over the next six months would begin to 
change the way policymakers saw SWIFT’s role. After 
9/11, Section 311 of the USA PATRIOT Act gave 
Treasury new authority to designate illicit financial 
actors as entities of “primary money laundering 
concern.” While a Section 311 regulation advises only 
U.S. banks to end relationships with a designated entity 
and requires no action by foreign banks, the effect is a 
stark public indictment. While the United States does 
not order any asset freezes, financial institutions around 
the world typically freeze assets and close accounts in 
reaction to a 311 declaration that a bank, for example, 
is financially radioactive.

On November 22, 2011, expanding on its designations 
of individual Iranian financial institutions, Treasury 
issued a Section 311 finding that the entire country of 
Iran was “a jurisdiction of primary money laundering 
concern,” citing Iran’s “support for terrorism,” “pursuit 
of weapons of mass destruction,” and “the illicit and 

32. SWIFT, Press Release, “SWIFT Selects Sword FircoSoft to 
Support New Centralised Sanctions Screening Service,” May 4, 
2011. (http://www.swift.com/news/press_releases/sanctions_
screening)
33. “Sanctions Screening Over SWIFT - Details,” SWIFT 
Website, accessed January 9, 2012. (http://www.swift.com/
products/sanctions_screening/details?lang=en)
34. “Sanctions Screening Over SWIFT,” SWIFT Website, August 
2011, page 2. (http://www.swift.com/dsp/resources/documents/
ip_sanctions_screening.pdf )

deceptive financial activities that Iranian financial 
institutions … engage in to facilitate Iran’s illicit 
conduct and evade sanctions.” Treasury targeted the 
Central Bank of Iran (CBI) and made it clear that the 
country’s entire financial system posed “illicit finance 
risks for the global financial system.”35 

This action against the CBI built on the experience 
of using “the 311” as part of a full-scale, multifaceted 
pressure campaign against North Korea that culminated 
in the September 2005 finding against Banco Delta 
Asia (BDA), a Macao-based financial institution that 
enabled a range of illicit financial activities by the 
North Korean regime. In that case, the designation 
of a bank that the North Korean regime used to 
evade sanctions and engage in proliferation-sensitive 
financing, drug smuggling, money laundering, and 
other illicit activities spurred the private sector to dump 
Pyongyang like a toxic asset. Within days of BDA’s 
designation, North Korean accounts and transactions 
were frozen or blocked in banking capitals around the 
world—notably including Beijing.

Treasury’s 311 finding against the Iranian financial 
sector led to the “Menendez-Kirk amendment,” 
congressional sanctions under Section 1245 of the 
National Defense Authorization Act (NDAA) of 2012, 
targeting foreign financial institutions conducting 
transactions with the Central Bank of Iran (CBI).36 
The legislation blocked the assets of designated Iranian 
financial institutions, including the CBI. Section 
1245 also prohibited the opening or maintenance of 
any correspondent or payable-through accounts for 
any foreign financial institution that the president 

35. U.S. Department of the Treasury, Press Release, “Fact Sheet: 
New Sanctions on Iran,” November 21, 2011. (http://www.
treasury.gov/press-center/press-releases/Pages/tg1367.aspx) 
36. U.S. Department of the Treasury, Press Release, “Fact Sheet: 
Treasury Amends Iranian Financial Sanctions Regulations to 
Implement the National Defense Authorization Act,” February 
27, 2012. (http://www.treasury.gov/press-center/press-releases/
Pages/tg1434.aspx) 

http://www.swift.com/news/press_releases/sanctions_screening
http://www.swift.com/news/press_releases/sanctions_screening
http://www.swift.com/products/sanctions_screening/details?lang=en
http://www.swift.com/products/sanctions_screening/details?lang=en
http://www.swift.com/dsp/resources/documents/ip_sanctions_screening.pdf
http://www.swift.com/dsp/resources/documents/ip_sanctions_screening.pdf
http://www.treasury.gov/press-center/press-releases/Pages/tg1367.aspx
http://www.treasury.gov/press-center/press-releases/Pages/tg1367.aspx
http://www.treasury.gov/press-center/press-releases/Pages/tg1434.aspx
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determined had conducted or facilitated significant 
financial transactions with the Central Bank of Iran 
or any other designated Iranian financial institution 
with narrow humanitarian and crude oil exceptions 
(that depended on a country “significantly reducing” 
its volume of crude oil imports). The implementation 
of these sanctions effectively cut off the CBI from the 
global financial system and reduced Iranian crude oil 
exports, which accounted for approximately 80 percent 
of Iran’s export earnings, from 2.5 million barrels per 
day to approximately 1 million.37 

The Section 311 finding and Section 1245 of the 
FY2012 NDAA strengthened arguments that SWIFT 
should be responsible for blocking the financial 
messaging instructions of designated financial 
institutions and other related entities. The argument 
began to build for the expulsion of these designated 
entities from SWIFT’s messaging service. 

Iran, not surprisingly, had been using SWIFT’s 
ubiquitous financial messaging service to conduct 
business with its trading partners, to sell its oil, to 
raise capital for its energy sector, to procure energy-
related equipment and technology, and to buy and sell 
other goods and services. In 2010, 19 Iranian banks 
and 25 Iranian entities reportedly used SWIFT more 
than 2 million times, sending 1,160,000 messages 
and receiving 1,105,000.38 These messages and 
transactions amounted to $35 billion in trade with 
Europe alone.39 

37. U.S. Energy Information Administration, “Sanctions 
Reduced Iran’s Oil Exports and Revenues in 2012,” April 26, 
2013. (http://www.eia.gov/todayinenergy/detail.cfm?id=11011) 
38. “Annual Review 2010,” SWIFT Website, accessed January 9, 
2012, page 29. (http://www.swift.com/about_swift/publications/
annual_reports/annual_review_2010/SWIFT_AR2010.pdf )
39. Editorial, “Swift Sanctions on Iran,” The Wall Street Journal, 
February 1, 2012. (http://online.wsj.com/news/articles/SB10001
424052970203718504577178902535754464) 

By 2012, SWIFT represented one of Tehran’s last entry 
points into the global financial system, as the United 
States and the European Union had sanctioned scores 
of banks, energy companies, and other entities under 
the control of the IRGC.

Treasury was initially hesitant about the idea of using 
SWIFT as a tool of economic warfare. Following the 
backlash in response to public revelations about the 
Terrorist Finance Tracking Program, Treasury was 
particularly sensitive to the perception that SWIFT 
was being politicized in the dispute over Iran’s nuclear 
program. Treasury did not want to further complicate 
Washington’s relationship with SWIFT and of the value 
of its financial data for counterterrorism operations. 
There may also have been hesitation because of a concern 
about the loss of financial intelligence into Iranian 
activities that Iran’s participation in SWIFT provided.

SWIFT’s bylaws required that its “services should not 
be used to facilitate illegal activities,” and SWIFT was 
also required to prohibit access if a “user is subject to 
sanctions.” Moreover, senior executives of the global 
financial institutions that form the board of SWIFT 
have the power to expel a user who “has adversely 
affected … SWIFT’s reputation, brand, or goodwill.”40

SWIFT was also a critical financial gateway to the 
European Central Bank’s Trans-European Automated 
Real-Time Gross Settlement Express Transfer (Target2) 
system. Target2 is the European Central Bank’s 
proprietary electronic interbank payment system, 
equivalent to the U.S. Fedwire, and the system that 
settles transactions in euros through the SWIFT 
gateway. The ECB’s guidelines were even more specific 
than SWIFT’s. The guidelines explicitly barred any 
entity engaged in “money laundering and the financing 
of terrorism, proliferation-sensitive nuclear activities 

40. “SWIFT Corporate Rules,” SWIFT Website, accessed 
September 6, 2014. (http://www.swift.com/about_swift/legal/
swift_corporate_rules?rdct=t) 

http://www.eia.gov/todayinenergy/detail.cfm?id=11011
http://www.swift.com/about_swift/publications/annual_reports/annual_review_2010/SWIFT_AR2010.pdf
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and the development of nuclear weapons delivery 
systems.”41 That fit Iran to the letter.

Target2 was important to Iran because U.S. financial 
sanctions already had curtailed much of Iran’s dollar-
denominated business. In response, Tehran relied 
increasingly on the euro, the world’s second largest 
and most liquid currency reserve holding. The regime 
shifted part of its foreign exchange reserves to euros 
and began denominating a substantial portion of its 
international trade contracts in euros.

In early 2012, as discussions about SWIFT’s role in 
enforcing sanctions intensified, SWIFT responded 
to challenges about its compliance with international 
sanctions against Iran by stating that “all decisions on 
the legitimacy of financial transactions under applicable 
regulations … rest with financial institutions and the 
competent international and national authorities.”42 
However, SWIFT provides more just the “envelope 
and postage stamp” for a financial message and more 
than mere technical assistance. SWIFT provides the 
prerequisite codes that allow financial institutions to 
process a transaction.

Determined to block Iran from SWIFT, U.S. 
policymakers and EU regulators now focused on 
clarifying that financial messaging services fell under 
existing authorities regarding Iran sanctions. The Senate 
Banking Committee began working on an amendment 
to sanctions legislation that ultimately became the Iran 
Threat Reduction and Syria Human Rights Act (ITRA) 
of 2012. Co-authored by Senators Robert Menendez  
(D-NJ) and Roger Wicker (R-MI), and inspired by 

41. “Decision of the European Central Bank of 2 November 
2010 Amending Decision ECB/2007/7 Concerning the Terms 
and Conditions of TARGET2-ECB,” Official Journal of the 
European Union, November 2, 2010, page 2. (https://www.ecb.
europa.eu/ecb/legal/pdf/l_29020101106en00530055.pdf ) 
42. “Swift Sanctions on Iran,” The Wall Street Journal, February 
1, 2012. (http://online.wsj.com/news/articles/SB100014240529
70203718504577178902535754464) 

Senator Mark Kirk (R-IL) who was recovering from 
a stroke at the time, the amendment provided the 
administration with the authority to sanction financial 
communications services providers, including SWIFT, 
servicing European Union-designated financial 
institutions. The amendment was adopted into the 
legislation, and passed out of committee on February 
2, 2012.43

The Obama administration sought to persuade key 
legislators that it was better positioned to pursue this 
matter quietly rather than having Congress adopt 
punitive measures against a critical global financial actor 
like SWIFT. However, as in other cases of sanctions 
against Iran, congressional pressure proved to be useful 
leverage in persuading international companies and 
governments to pass and enforce their own sanctions.

Six weeks after the Senate Banking Committee’s 
actions, the European Union Council clarified that 
“no specialized financial messaging shall be provided 
to those persons and entities subject to an asset 
freeze.” EU regulators instructed SWIFT to remove 
specified Iranian banks from the SWIFT network.44 
SWIFT’s chief executive Lázaro Campos announced 
that the consortium would remove Iranian banks from 
its system noting that, “disconnecting banks is an 
extraordinary and unprecedented step for SWIFT. It is 
a direct result of international and multilateral action 
to intensify financial sanctions against Iran.”45

43. Senator Robert Menendez, Press Release, “Menendez Hails 
Banking Committee Passage of Iran Sanctions Legislation,” 
February 2, 2012. (http://www.menendez.senate.gov/newsroom/
press/menendez-hails-banking-committee-passage-of-iran-
sanctions-legislation) 
44. “Payments System SWIFT to Expel Iranian Banks 
Saturday,” Reuters, March 15, 2012. (http://www.reuters.com/
article/2012/03/15/us-nuclear-iran-idUSBRE82E15M20120315) 
45. Rick Gladstone & Stephen Castle, “Global Network Expels 
as Many as 30 of Iran’s Banks in Move to Isolate Its Economy,” 
The New York Times, March 16, 2012. (http://www.nytimes.
com/2012/03/16/world/middleeast/crucial-communication-
network-expelling-iranian-banks.html?_r=0) 
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While the expulsion from SWIFT of most Iranian 
banks was ultimately a direct consequence of EU 
regulations,46 the threat of U.S. sanctions played an 
important role in persuading the EU to “de-SWIFT” a 
number of these banks.47

The Impact of  “De-SWIFTing” Iran

The ban from SWIFT was not total, however. The 
Treasury Department, in an attempt to leave open a 
channel for humanitarian funds to reach Iran and to 
avoid measures that would unduly harm the Iranian 
people, intentionally left a handful of Iranian banks 
undesignated and, therefore, not targeted for SWIFT 
disconnection. 

Treasury officials and EU regulators assured the 
international community that they would keep an eye 
on both designated and undesignated banks and prevent 
illicit funds from moving through the SWIFT system. 

Despite these assurances, a December 2013 corruption 
scandal in Turkey revealed that Iranian banks were 
still using SWIFT for illicit financial transactions. 
According to a leaked prosecutor’s report,48 Iran’s 
Pasargad Bank, Parsiyan Bank, Sarmaye Bank, Bank 
Tos-e-Sadarat, Karafarin Bank, and Saman Bank 
allegedly processed sanctions-busting transactions for 
the network of Turkish-Iranian businessman Reza 

46. SWIFT, Press Release, “SWIFT Instructed to Disconnect 
Sanctioned Iranian Banks Following EU Council Decision,” 
March 15, 2012. (http://www.swift.com/news/press_releases/
SWIFT_disconnect_Iranian_banks) 
47. Rachelle Younglai & Roberta Rampton, “U.S. Pushes 
EU, SWIFT to Eject Iran Banks,” Reuters, February 15, 2012. 
(http://www.reuters.com/article/2012/02/16/us-iran-usa-
swiftidUSTRE81F00I20120216)
48. The full text of the Turkish prosecutor’s report can be 
accessed online. Istanbul Cumhuriyet Bassavciligi, “Sorusturma 
No: Istanbul CBS 2012/120653,” December 18, 2013. (http://
www.cumhuriyet.com.tr/haber/turkiye/50525/Fezlekeleri_
indirmek_icin_tiklayin.html) 

Zarrab,49 who allegedly processed more than €87 
billion in illicit transactions between 2012 and 2013.50 
The corruption scandal quickly became politicized 
as the probe implicated ministers, their family 
members including Prime Minister Recep Tayyip 
Erdoğan’s son, and politically connected businessmen 
including the head of state-owned Halkbank.51 The 
AKP government responded to the allegations with 
a “wholesale replacement of police, prosecutors and 
judges.”52 A number of police officers who had been 
involved in the investigation were later arrested on 
charges of “attempting a coup.”53 Anti-corruption 
NGO Transparency International said the subsequent 
decision by the new prosecutors to drop the charges 
“calls into question the rule of law in Turkey.”54 
The Organization for Economic Co-operation and 
Development (OECD), an organization of 34 advanced 

49. Jonathan Schanzer & Emanuele Ottolenghi, “Turkey’s 
Teflon Don,” Foreign Policy, March 31, 2014. (http://www.
foreignpolicy.com/articles/2014/03/31/turkey_teflon_don_
erdogan_elections_corruption) 
50. “87 Billion Euros in Suspicious Transfers From Iran,” 
Today’s Zaman (Turkey), December 17, 2013. (http://www.
todayszaman.com/news-334277-87-billion-euros-in-suspicious-
transfers-from-iran.html)
51. “Turkish Prosecutors Drop Corruption Case Against 
Ex-Ministers’ Sons,” The Guardian (U.K.), October 17, 
2014; (http://www.theguardian.com/world/2014/oct/17/
turkish-prosecutors-drop-corruption-case) & Daniel Dombey, 
“Turkish Prosecutor Drops High-Level Corruption Probe,” 
The Financial Times, October 18, 2014. (http://www.ft.com/
intl/cms/s/0/63cf5042-56cb-11e4-a0b2-00144feab7de.
html#axzz3H4OzdDSf) 
52. Daniel Dombey, “Turkish Prosecutor Drops High-Level 
Corruption Probe,” The Financial Times, October 18, 2014. 
(http://www.ft.com/intl/cms/s/0/63cf5042-56cb-11e4-a0b2-
00144feab7de.html#axzz3H4OzdDSf) 
53. “Turkey’s Massive Corruption Case Dropped by Prosecutor,” 
Hurriyet Daily News (Turkey), October 17, 2014. (http://www.
hurriyetdailynews.com/turkeys-massive-corruption-case-dropped-
by-prosecutor.aspx?pageID=238&nID=73149&NewsCatID=338) 
54. “Turkish Prosecutors Drop Corruption Investigation 
That Had Rocked the Government,” Associated Press, 
October 18, 2014. (http://www.usnews.com/news/world/
articles/2014/10/18/turkish-prosecutors-drop-corruption-probe) 
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and emerging countries,55 raised serious concerns about 
Turkey’s ability to investigate corruption cases and 
about political interference in the investigation and 
influence over the judiciary.56

Although the Turkish government’s actions have 
effectively blocked further investigation into the 
case57—and media coverage of the inquiry58—the 
prosecutor’s report in December 2013 showed actual 
SWIFT transaction receipts. This raises questions about 
the wisdom of leaving Iranian banks on the SWIFT 
system given allegations that these banks engaged in 
the falsification of invoices to obscure the nature of the 
transactions and used unscrupulous international banks 
to certify that the transactions were in compliance with 
international sanctions. 

Meanwhile, another loophole had emerged. A year 
after the “de-SWIFTing,” of the Iranian banks, it was 
revealed that some Iranian banks were still accessing 
Target2. U.S. lawmakers began pressing EU regulators 
to block Iranian government entities and their affiliates 
“direct or indirect” access to Target2 in order to prevent 
Iran from using its “foreign-held euros.”59 

55. “Members and Partners,” Organization for Economic Co-
operation and Development Website, accessed October 24, 2014. 
(http://www.oecd.org/about/membersandpartners/) 
56. “OECD ‘Seriously Concerned’ About How Turkey 
Investigates Bribery,” Today’s Zaman (Turkey), October 23, 
2014. (http://www.todayszaman.com/business_oecd-seriously-
concerned-about-how-turkey-investigates-bribery_362465.html) 
57. For an overview of the AKP’s response, see Merve Tahiroglu, 
“Turkey’s War on Rule of Law: One Year On,” Foundation 
for Defense of Democracies, December 17, 2014. (http://
defenddemocracy.org/media-hit/merve-tahiroglu-turkeys-war-
on-rule-of-law-one-year-on/) 
58. “Turkish Court Issues Media Ban on Inquiry Into Corruption,” 
Hurriyet Daily News (Turkey), November 26, 2014. (http://www.
hurriyetdailynews.com/turkish-court-issues-media-ban-on-inquiry-
into-corruption.aspx?pageID=238&nID=74831&NewsCatID=338) 
59. Peter Foster, “US Congress in Urgent Call to ECB to Tighten 
Sanctions on Iran,” The Telegraph (U.K.), February 26, 2013. (http://
www.telegraph.co.uk/news/worldnews/middleeast/iran/9894143/US-
Congress-in-urgent-call-to-ECB-to-tighten-sanctions-on-Iran.html) 

Following the provision in ITRA regarding SWIFT,60 
Congress inserted a similar measure banning Iranian 
banks from accessing Target2 in the Nuclear Iran 
Prevention Act of 2013 (H.R. 850), which passed 
the House of Representatives in July 2013 by a vote 
of 400-20.61 The Senate companion legislation, the 
Nuclear Weapons Free Iran Act of 2013 (S. 1881), 
contained similar language.62 This legislation garnered 
the 60 co-sponsors needed for cloture and reportedly 
had support from a veto-proof majority of the Senate.63 
However, the legislation stalled following the election 
of Iran’s new president Hassan Rouhani, the start of 
P5+1-Iran nuclear negotiations in Geneva, and a direct 
threat from President Obama to veto the legislation.64 

Despite implementation problems, and stalled new 
legislation, the expulsion of most Iranian banks from 
SWIFT successfully limited Iran’s ability to access 
the global financial system. SWIFT had become a 

60. U.S. House of Representatives, 112th Congress, 2nd Session, 
H.R. 1905, “Iran Threat Reduction and Syria Human Rights Act 
of 2012,” Sec. 220: Reports on, and Authorization of Imposition 
of Sanctions With Respect to, the Provision of Specialized 
Financial Messaging Services to the Central Bank of Iran and 
Other Sanctioned Iranian Financial Institutions,” Government 
Printing Office, 2012, page 24. (http://www.gpo.gov/fdsys/pkg/
BILLS-112hr1905enr/pdf/BILLS-112hr1905enr.pdf ) 
61. U.S. House of Representatives, 113th Congress, 1st Session, 
H.R. 850, “Nuclear Iran Prevention Act of 2013,” Government 
Printing Office, 2013, page 29. (https://beta.congress.gov/
bill/113th-congress/house-bill/850) 
62. U.S. Senate, 113th Congress, 1st Session, S. 1881, “Nuclear 
Weapon Free Iran Act of 2013,” Government Printing Office, 
2013, page 29. (http://beta.congress.gov/bill/113th-congress/
senate-bill/1881) 
63. “S.1881—Nuclear Weapon Free Iran Act of 2013,” Congress.
Gov, accessed July 3, 2014; (https://beta.congress.gov/bill/113th-
congress/senate-bill/1881/cosponsors) & Rosie Gray, “Senate 
Reaches Veto-Proof Majority on Iran Sanctions,” BuzzFeed, 
January 10, 2014. (http://www.buzzfeed.com/rosiegray/senate-
reaches-veto-proof-majority-on-iran-sanctions) 
64. Carol Lee & Jay Solomon, “Obama Issues Rare Veto Threat 
on Iran Bill,” The Wall Street Journal, December 19, 2013. 
(http://online.wsj.com/news/articles/SB1000142405270230486
6904579268611658114286) 
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critical part of the multiyear effort to persuade scores 
of foreign banks to restrict Iranian access to global 
financial markets and further demonstrated the 
influence of Congress, which had successfully targeted 
Iran’s financial, energy, shipping, and insurance sectors 
and crude oil exports. These sanctions applied greater 
pressure on the Iranian leadership than anything in 
the previous decades. Iranian leaders particularly 
understood the damage to their economy from the 
SWIFT cutoff. During multiple rounds of nuclear 
negotiations since the fall of 2013, Iranian negotiators 
reportedly have demanded that SWIFT be included as 
one of the first Western sanctions to be reversed.65

Contemplating Russia

The Iranian sanctions playbook became a model for 
policymakers to respond to other international crises. 
With Russia’s annexation of Crimea and invasion of 
eastern Ukraine, policymakers re-opened that playbook 
for applicable economic warfare tools to persuade market 
players to voluntarily cut their business ties with Moscow.

To date, U.S. and EU governments have cautiously 
imposed calibrated sanctions to inflict steadily increasing 
costs while signaling to Russia and market players that 
there is more to come. With its closer integration into 
the global economy and greater scope for retaliatory 
measures, Russia however was a much larger and more 
difficult target than Iran. As a result, the U.S. and EU 
have been slow to impose broad, sector-based sanctions 
on Russian oil and gas, block Russian access to the 
global banking sector, or target Russian arms exports. 
There is genuine concern that Russia could retaliate by 

65. Thomas Erdbrink & Mark Landler, “Iran Said to Seek 
a Nuclear Accord to End Sanctions,” The New York Times, 
September 19, 2013; (http://www.nytimes.com/2013/09/20/
world/middleeast/iran-said-to-seek-a-nuclear-accord-to-end-
sanctions.html?pagewanted=all&_r=0) & Christopher Harress, 
“Iran’s Rouhani Faces Music as Sanctions Bite Harder, Is There 
a SWIFT Solution in the Works?,” International Business Times, 
October 8, 2013. (http://www.ibtimes.com/irans-rouhani-faces-
music-sanctions-bite-harder-there-swift-solution-works-1417768) 

cutting off natural gas exports to Europe, freezing or 
appropriating the assets of Western businesses operating 
in Russia, or launching cyberattacks against Western 
business interests. Russia could also expand import 
bans on EU and U.S. goods, restrict commercial air 
traffic over Siberia, suspend U.S. and NATO access to 
the Northern Distribution Network to Afghanistan, 
and serve as a financial outlet or supplier to rogue 
regimes, with the potential use of Russian banks by 
Iran and North Korea. Russia could deliver advanced 
weapons systems, like the anti-aircraft S-300s, to Iran 
and Syria, weapons systems for which these countries 
previously had contracts.66 Moscow could also respond 
to U.S. and EU sanctions by undermining the P5+1 
nuclear negotiations with Iran through Russian support 
for Tehran’s negotiating positions or sanctions-busting 
Russian-Iranian economic deals. 

Obama administration officials have maintained that 
the crisis in Ukraine and the Iranian negotiations with 
the P5+1 are completely separate and that they are 
not concerned that Russia will undermine the nuclear 
negotiations and the international sanctions regime. 
However, reports of a $20 billion oil-for-goods deal 
between Moscow and Tehran indicate that both Russia 
and Iran are keeping their options open.67 Russia also 
built and supplies the fuel for Iran’s Bushehr Nuclear 
Power Plant after German company Siemens abandoned 
the project following the 1979 Revolution.68 Moscow 
has outstanding contracts with Iran to provide surface-
to-air defense missiles and other military goods and is 
providing diplomatic, economic, and military support 

66. Jeremy Binnie, “Russia Cancels Syrian S-300 Deal,” 
IHS Janes 360, August 13, 2014; (http://www.janes.com/
article/41819/russia-cancels-syrian-s-300-deal) & “‘First 
Shot’: Iran Tests Bavar-373 System Aimed to Substitute 
Russian S-300,” RT (Russia), August 30, 2014. (http://rt.com/
news/183856-bavar373-missile-iran-s300/) 
67. Laurence Norman, “U.S. Warns on Potential Russia-Iran Oil 
Deal,” The Wall Street Journal, April 4, 2014. (http://online.wsj.com/
articles/SB10001424052702303847804579481683785277324)
68. “Nuclear Power in Iran,” World Nuclear Association Website, 
September 2014. (http://www.world-nuclear.org/info/Country-
Profiles/Countries-G-N/Iran/) 
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to Bashar Assad in Syria. Russia has also repeatedly 
provided diplomatic cover for the Assad regime at the 
United Nations and prevented the passage of multiple 
U.N. Security Council Resolutions. Indeed, following 
the passage of U.S. legislation authorizing additional 
sanctions and the provision of lethal aid to Ukraine and 
the announcement of designations of Russian human 
rights violators at the end of December 2014, the Russian 
Foreign Ministry spokesman warned that sanctions “are 
putting in doubt prospects for bilateral cooperation on 
solving the situation around the Iranian nuclear program, 
the Syrian crisis and other acute international problems.”69

Starting in March 2014, following Russia’s invasion of 
the Crimean peninsula, the United States and European 
Union began implementing measures to pressure 
Russia politically and economically. Efforts began by 
designating individuals directly involved in the invasion 
of Crimea, and later those directly involved in the 
rebellion in eastern Ukraine including separatist leaders, 
officials of the Russian intelligence and government, and 
oligarchs closely connected to President Vladimir Putin. 
These individuals were subject to asset freezes and visa 
bans. The United States issued three executive orders in 
March 2014 (and a fourth in December) outlining these 
restrictions.70 At the same time, the Group of Seven  

69. Paul Richter, “Russia Threatens to Halt Cooperation With U.S. 
on Iran, Syria,” Los Angeles Times, December 30, 2014. (http://www.
latimes.com/world/europe/la-fg-russia-us-iran-syria-20141230-story.ht
ml?elq=d8ef9b8af38d4fffa7f8fd858fce9790&elqCampaignId=3962) 
70. “Executive Order 13660—Blocking Property of Certain Persons 
Contributing to the Situation in Ukraine,” Federal Register, March 
10, 2014; (http://www.treasury.gov/resource-center/sanctions/
Programs/Documents/ukraine_eo.pdf) “Executive Order 13661—
Blocking Property of Additional Persons Contributing to the 
Situation in Ukraine,” Federal Register, March 19, 2014; (http://
www.treasury.gov/resource-center/sanctions/Programs/Documents/
ukraine_eo2.pdf) “Executive Order 13662—Blocking Property of 
Additional Persons Contributing to the Situation in Ukraine,” Federal 
Register, March 24, 2014; (http://www.treasury.gov/resource-center/
sanctions/Programs/Documents/ukraine_eo3.pdf) & “Executive 
Order 13685—Blocking Property of Certain Persons and Prohibiting 
Certain Transactions With Respect to the Crimea Region of Ukraine,” 
Federal Register, December 19, 2014. (http://www.treasury.gov/
resource-center/sanctions/Programs/Documents/ukraine_eo4.pdf)

(G-7)71 countries announced that they would not attend 
the planned G-8 summit in Sochi but instead would hold 
meetings as the G-7 in Brussels.72 The announcement 
effectively kicked Russia out of the group.

On March 20, the United States sanctioned the first 
Russian bank, Bank Rossiya, under Ukraine-related 
sanctions.73 The “deeply obscure but hugely powerful”74 
bank is reportedly “the personal bank for senior officials 
of the Russian Federation” and its “shareholders include 
members of Putin’s inner circle.”75

Over the next several months and especially following 
the downing of Malaysia Airlines Flight MH17, which 
killed 298 people, the European Union and United 
States began restricting exports of dual-use goods,76 
and certain technologies for Russia’s oil sector related to 
deep-water, arctic offshore, and shale exploration and 

71. A group major industrial countries including Canada, 
France, Germany, Italy, Japan, the United Kingdom, and the 
United States formed to “monitor developments in the world 
economy.” “A Guide to Committees, Groups, and Clubs,” 
International Monetary Fund Website, October 3, 2014. (http://
www.imf.org/external/np/exr/facts/groups.htm#G7) 
72. European Council, Press Release, “G7 The Hague 
Declaration,” March 24, 2014. (http://www.consilium.europa.
eu/uedocs/cms_data/docs/pressdata/en/ec/141855.pdf ) 
73. Boris Groendahl & Irina Reznik, “Bank Rossiya Is First 
Russian Lender Under U.S. Sanctions,” Bloomberg News, March 
20, 2014. (http://www.bloomberg.com/news/2014-03-20/bank-
rossiya-becomes-first-russian-lender-under-u-s-sanctions.html) 
74. Tim Fernholz, “The US Crackdown on Russia’s Oligarchs 
Begins in Earnest,” Quartz, March 20, 2014. (http://
qz.com/190465/the-us-crack-down-on-russias-oligarchs-begins-
in-earnest/) 
75. Boris Groendahl & Irina Reznik, “Bank Rossiya Is First 
Russian Lender Under U.S. Sanctions,” Bloomberg News, March 
20, 2014. (http://www.bloomberg.com/news/2014-03-20/bank-
rossiya-becomes-first-russian-lender-under-u-s-sanctions.html) 
76. U.S. Department of State, Press Statement, “United States 
Expands Export Restrictions on Russia,” April 28, 2014; (http://
www.state.gov/r/pa/prs/ps/2014/04/225241.htm) & Council 
of the European Union, Press Release, “Reinforced Restrictive 
Measures Against Russia,” September 11, 2014. (http://www.
consilium.europa.eu/uedocs/cms_data/docs/pressdata/EN/
foraff/144868.pdf ) 

http://www.latimes.com/world/europe/la-fg-russia-us-iran-syria-20141230-story.html?elq=d8ef9b8af38d4fffa7f8fd858fce9790&elqCampaignId=3962
http://www.latimes.com/world/europe/la-fg-russia-us-iran-syria-20141230-story.html?elq=d8ef9b8af38d4fffa7f8fd858fce9790&elqCampaignId=3962
http://www.latimes.com/world/europe/la-fg-russia-us-iran-syria-20141230-story.html?elq=d8ef9b8af38d4fffa7f8fd858fce9790&elqCampaignId=3962
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo2.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo2.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo2.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo3.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo3.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo4.pdf
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/ukraine_eo4.pdf
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/141855.pdf
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/141855.pdf
http://www.bloomberg.com/news/2014-03-20/bank-rossiya-becomes-first-russian-lender-under-u-s-sanctions.html
http://www.bloomberg.com/news/2014-03-20/bank-rossiya-becomes-first-russian-lender-under-u-s-sanctions.html
http://qz.com/190465/the-us-crack-down-on-russias-oligarchs-begins-in-earnest/
http://qz.com/190465/the-us-crack-down-on-russias-oligarchs-begins-in-earnest/
http://qz.com/190465/the-us-crack-down-on-russias-oligarchs-begins-in-earnest/
http://www.bloomberg.com/news/2014-03-20/bank-rossiya-becomes-first-russian-lender-under-u-s-sanctions.html
http://www.bloomberg.com/news/2014-03-20/bank-rossiya-becomes-first-russian-lender-under-u-s-sanctions.html
http://www.state.gov/r/pa/prs/ps/2014/04/225241.htm
http://www.state.gov/r/pa/prs/ps/2014/04/225241.htm
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/EN/foraff/144868.pdf
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/EN/foraff/144868.pdf
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/EN/foraff/144868.pdf


 ‘SWIFT’ Warfare 
 

Page 18

 

production operations.77 Initially, these restrictions, 
however, excluded natural gas and applied only to 
future military sales, not existing contracts.78

As the situation continued to deteriorate—and following 
a de facto Russian invasion of Ukraine79—Western 
countries began looking for additional ways to pressure 
Putin to respect Ukraine’s sovereignty and territorial 
integrity. On September 12, 2014, the United States 
and Europe announced additional sanctions targeting 
Russia’s financial, defense, and energy sectors.80 The 
U.S. Treasury expanded sanctions on Russia’s financial 
institutions, including Russia’s largest bank Sberbank, 
on Russia’s energy sector, and on the Russian defense 
sector.81 The measures restrict the ability of designated 

77. Department of Commerce, Bureau of Industry and Security, 
“Russian Oil Industry Sanctions and Addition of Persons to 
Entry List,” August 1, 2014; (http://www.bis.doc.gov/index.php/
forms-documents/doc_download/1027-russian-oil-industry-
sanctions-and-addition-of-person-to-the-entity-list) & Maria 
Gallucci, “New Russia Sanctions: Latest EU Moves on Russian 
Oil Sector Would Hinder Drilling in Arctic Ocean and Shale 
Fields,” International Business Times, July 29, 2014. (http://www.
ibtimes.com/new-russia-sanctions-latest-eu-moves-russian-oil-
sector-would-hinder-drilling-arctic-ocean-1642528) 
78. Peter Baker, Alan Cowell, & James Kanter, “Coordinated 
Sanctions Aim at Russia’s Ability to Tap Its Oil Reserves,” The New 
York Times, July 29, 2014. (http://www.nytimes.com/2014/07/30/
world/europe/european-sanctions-russia.html?gwh=C5894D30748D
4BA5BCC7B326F137E9E2&gwt=pay&assetType=nyt_now&_r=0) 
79. Victoria Butenko, Laura Smith-Spark & Diana Magnay, “U.S. 
Official Says 1,000 Russian Troops Have Entered Ukraine,” CNN, 
August 29, 2014; (http://www.cnn.com/2014/08/28/world/
europe/ukraine-crisis/) & Adam Taylor, “Has Russia Invaded 
Ukraine? Here’s What We Know,” The Washington Post, August 
28, 2014. (http://www.washingtonpost.com/blogs/worldviews/
wp/2014/08/28/has-russia-invaded-ukraine-heres-what-we-know/) 
80. Dan Roberts, “Sweeping New US and EU Sanctions Target 
Russia’s Banks and Oil Companies,” The Guardian (U.K.), 
September 12, 2014. (http://www.theguardian.com/world/2014/
sep/12/russia-sanctions-us-eu-banks-sberbank-oil-gazprom) 
81. U.S. Department of the Treasury, Press Release, 
“Announcement of Expanded Treasury Sanctions Within the 
Russian Financial Services, Energy and Defense or Related 
Materiel Sectors,” September 12, 2014. (http://www.treasury.
gov/press-center/press-releases/Pages/jl2629.aspx) 

Russian banks to obtain credit, and the energy-sector 
related measures apply not only to future contracts but 
also to existing business, providing U.S. firms only 
two weeks to cease relevant business interactions.82 
These sanctions built on debt and equity restrictions 
that the United States began implementing over the 
summer, and addressed the gap between designations 
by the United States and those by Europe, which had 
designated Sberbank in July. The sanctions will affect 
Russia’s access to Western technology and services that 
are needed to develop Moscow’s medium- to long-term 
oil exploration and production capacity. 

However, notably absent from U.S. and EU 
designations has been Russia’s state-owned arms 
exporter, Rosoboronexport, which plays a leading role 
in Russian weapons provisions to Ukrainian rebels, the 
Assad regime in Syria, and the government of Iran. 
The Bush administration had previously sanctioned 
Rosoboronexport in 2006 for assisting Iran’s nuclear 
program, but all sanctions on the company expired 
in May 2010.83 Despite pressure from Congress to 
sanction Rosoboronexport, the Treasury Department 
has not taken steps against the company in large part 
because of existing Defense Department contracts to 
provide helicopters to the Afghan military.84

Were U.S. officials to contemplate mirroring the Iran 
sanctions architecture, a next step in the sanctions 
escalation might be the issuing of a Section 311 finding 
against a Russian bank found to be financing the 

82. Peter Baker & Andrew Higgins, “U.S. and European 
Sanctions Take Aim at Putin’s Economic Efforts,” The New 
York Times, September 12, 2014. (http://www.nytimes.
com/2014/09/13/world/europe/european-union-details-
tightened-sanctions-against-russia.html?emc=edit_th_20140913
&nl=todaysheadlines&nlid=46684088) 
83. “Nonproliferation Sanctions,” U.S. State Department Website, 
September 16, 2014. (http://www.state.gov/t/isn/226423.htm) 
84. Jay Solomon, “Ties to Russian Arms Supplier Snarl U.S. 
Sanctions Efforts,” The Wall Street Journal, March 28, 2014. 
(http://online.wsj.com/news/articles/SB1000142405270230468
8104579467542674720908) 
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government’s support for the rebels in the illegal invasion 
of eastern Ukraine, Russia’s support for and weapons 
exports to President Assad in Syria (which violates U.S. 
and EU sanctions against Damascus), or other examples 
of illicit financial activity including money laundering 
and proliferation-sensitive financing in contravention 
of U.S. law. In accompanying statements, U.S. officials 
could indicate that other Russian banks are being 
investigated for similar conduct and that there are 
concerns that the entire Russian financial sector might 
be a jurisdiction of primary laundering concern.

U.S. officials could then partner with their EU 
counterparts and other members of the Financial 
Action Task Force (FATF), a financial standards 
body comprised of 34 members plus the European 
Commission and the Gulf Co-operation Council,85 to 
issue warning notices to foreign financial institutions 
about Russian money laundering concerns. As both 
international economic sanctions and global financial 
standards gained prominence, this international body, 
whose focus on combating the classic money laundering 
schemes of drug cartels and organized crime, was 
retooled to build international standards surrounding 
terrorist financing and proliferation. If Moscow’s 
financial sector failed to implement anti-corruption 
and anti-money laundering measures, FATF could 
decide to issue a notice adding Russia to the “gray list” 
of countries with money laundering and terror finance 
deficiencies. Unlike Iran, however, Russia is a member 
of one of the “FATF-Style Regional Bodies,”86 and thus 
this may need to be factored into the strategy vis-à-vis 
any FATF statements on Russia.

Meanwhile, Congress could begin—and, indeed, already 
has begun—discussing financial and sector-based sanctions 
like those found in CISADA. This legislation would ban 
investments in key sectors of the Russian economy and 

85. “FATF Members and Observers,” Financial Action Task Force 
Website, accessed June 23, 2014. (http://www.fatf-gafi.org/pages/
aboutus/membersandobservers/) 
86. “Countries” Financial Action Task Force Website, accessed 
January 21, 2015. (http://www.fatf-gafi.org/countries/) 

would designate foreign financial institutions doing 
business with blacklisted Russian companies. Senator 
Mark Kirk (R-IL) has drafted legislation mirroring some 
of the measures imposed on Iran, including sanctions 
targeting the Russian central bank and Russian access 
to SWIFT.87 His involvement this draft legislation is 
especially notable as he is the co-author of many of the 
most stringent sanctions against Iran. 

While EU governments have not yet considered 
measures like those contained in Senator Kirk’s draft 
legislation, there are reports that they may be looking 
at SWIFT as a possible alternative tool.88 The British 
government reportedly has been pressing its EU 
partners to remove Russian banks from the SWIFT 
system and tabled the issue at an EU ministers meeting 
at the end of August 2014.89 Other members of the 
EU, however, have been more hesitant to the support 
punitive measures against Russia, and the bloc has not 
yet taken action to remove Russian financial institutions 
from the SWIFT system.90

“De-SWIFTing” even one Russian bank would have 
far reaching consequences for the Russian economy. 
Coupled with removal from the Target2 euro clearing 
system, the exclusion of a small number of already 

87. Eli Lake, “NATO Plans New Military Outposts to Stop 
Putin—Just Don’t Call Them Bases,” The Daily Beast, September 
3, 2014. (http://www.thedailybeast.com/articles/2014/09/03/
nato-plans-new-military-outposts-to-stop-putin-just-don-
t-call-them-bases.html?utm_source=feedburner&utm_
medium=feed&utm_campaign=Feed%3A+thedailybeast%2Farti
cles+%28The+Daily+Beast+-+Latest+Articles%29) 
88. Brett Logiurato, “The UK Has a Plan to Cut Off Russian 
Businesses From the Rest of the World,” Business Insider, August 
29, 2014. (http://www.businessinsider.com/russian-sanctions-
swift-banking-ban-ukraine-putin-2014-8) 
89. Robert Hutton & Ian Wishart, “U.K. Wants EU to Block 
Russia From SWIFT Banking Network,” Bloomberg News, August 
29, 2014. (http://www.bloomberg.com/news/2014-08-29/u-k-
wants-eu-to-block-russia-from-swift-banking-network.html) 
90. Laurence Norman. “European Union Considers Modest 
Increase in Sanctions on Russia,” The Wall Street Journal, 
September 2, 2014. (http://online.wsj.com/articles/european-
union-to-decide-on-russia-sanctions-by-friday-1409654982) 
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designated Russian banks from SWIFT would have 
painful consequences for Moscow. If implemented, 
this could be legitimized as an essential regulatory step 
to protect the integrity of the financial system from 
Russian banks whose illicit financial activities explicitly 
contravene the bylaws of both SWIFT and Target2. 
However, the use of SWIFT as a financial sanctions 
tool carries certain risks that will be discussed in more 
depth in the next section.

As Russia’s economy has dramatically declined in recent 
months, its leadership and central bank have intervened 
not only to try to stem inflation but also to provide 
a mechanism for companies—including designated 
entities—to refinance their foreign debt.91 The Russian 
leadership understands the significance that such a de-
SWIFTing would have for the economy and Russia’s 
ability to transact with global markets. Andrei Kostin, 
head of Russia’s state-owned VTB Bank, warned that 
de-SWIFTing Russian banks would be tantamount to 
a declaration of war. “In my personal opinion it would 
mean war—if this type of sanction will be introduced… 
If Russian banks’ access to SWIFT will be prohibited, 
the US ambassador to Moscow should leave the same 
day. Diplomatic relations must be finished. Banking 
is the most vulnerable part of the Russian economy 
because the system is based so strongly on the dollar 
and the euro,” he said.92 Russian experts believe that this 
statement likely reflected President Putin’s perspective 
as well given Kostin’s close relationship with the Russian 
leader. Reportedly, Kostin is Putin’s close friend, a 
member of the board of Rosneft, and Putin’s second-

91. Jack Farchy, “Russia’s Central Bank to Help Companies 
Refinance Debts,” The Financial Times, December 24, 2014. 
(http://www.ft.com/intl/cms/s/0/6ef85db6-8b6d-11e4-be89-
00144feabdc0.html?siteedition=intl#axzz3PUtNKst1) 
92. Mikhail Klikushin, “Top Russian Banker and Putin 
Confidante Threatens US with ‘War,’” New York Observer, 
December 4, 2014. (http://observer.com/2014/12/top-russian-
banker-and-putin-confidante-threatens-us-with-war/) 

most consulted adviser.93 The U.S. Treasury also added 
VTB Bank to its Sectoral Sanctions Identification list 
prohibiting U.S. persons from transacting in debt of 
longer than 90 days maturity with VTB Bank.94 

It is debatable whether sanctions will affect Moscow’s 
political calculations or have been a key driver of Russia’s 
current economic difficulties. While the ruble lost half 
of its value in 2014 and the Russian central bank projects 
that the economy could shrink by 4.7 percent next 
year,95 Russia has yet to reverse its policies on Ukraine. 
It also is not clear how much of the crisis in the Russian 
economy is a result of the sanctions, structural problems 
in the Russian economy, or the drop in oil prices from 
$110 in July 2014 to under $60 per barrel in January 
2015. As former U.S. Ambassador to Russia Michael 
McFaul noted, “Sanctions raise uncertainty about the 
Russian economy. Their own minister of economic 
development said today that the ruble is falling faster 
than the macroeconomic indicators would suggest it 
should be.”96 Russia’s Finance Minister Anton Siluanov, 
however, has said that sanctions are costing Russia $40 
billion per year and that the drop in oil prices is costing 
between $90 and $100 billion per year.97 

93. Mikhail Klikushin, “Top Russian Banker and Putin 
Confidante Threatens US with ‘War,’” New York Observer, 
December 4, 2014. (http://observer.com/2014/12/top-russian-
banker-and-putin-confidante-threatens-us-with-war/) 
94. U.S. Department of the Treasury, Press Release, “Announcement 
of Additional Treasury Sanctions on Russian Financial Institutions 
and on a Defense Technology Entity,” July 29, 2014. (http://www.
treasury.gov/press-center/press-releases/Pages/jl2590.aspx) 
95. Ambrose Evans-Pritchard, “The Week the Dam Broke 
in Russia and Ended Putin’s Dreams,” The Telegraph (U.K.), 
December 23, 2014. (http://www.telegraph.co.uk/finance/
economics/11305146/The-week-the-dam-broke-in-Russia-and-
ended-Putins-dreams.html) 
96. Michael Crowley, “Is Obama Destroying the Russian 
Economy?,” Politico, December 16, 2014. (http://www.politico.
com/story/2014/12/barack-obama-vladimir-putin-russian-
economy-113626.html) 
97. “Russia Is Losing Up to $140 Billion Per Year From Western 
Sanctions and Oil Price Fall,” Agence France-Presse, November 24, 
2014. (http://www.businessinsider.com/afp-russia-to-lose-some-
40-bn-a-year-due-to-sanctions-minister-2014-11)
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The impact of the price of oil on the Russian economy 
raises questions—beyond the scope of this study—
about the extent to which U.S. policymakers can 
influence market prices as well as restricting Russian 
market access through sanctions. While some experts 
believe that Saudi Arabia convinced OPEC not to 
reduce production, even as oil prices fell, in order not 
to lose market share to U.S. shale-oil companies and 
other non-OPEC producers,98 others speculate that 
Riyadh’s real target was Iran, with whom the kingdom 
finds itself at odds throughout the Middle East, from 
Syria to Yemen.99 Future economic coercion might 
include a more active role by the U.S. government 
in influencing markets; however, such policies could 
move the government away from a focus on conduct-
based economic measures towards the politicization of 
markets with negative consequences for America’s role 
as a global arbiter of economic activity.

Unlike the sanctions against Iran, sanctions on Russia 
were crafted in a way to protect specific economic 
and financial trade flows that the U.S. government 
deemed essential and areas in which the U.S. 
government saw specific risks of retaliation. The U.S. 
government identified a different kind of financial 
vulnerability, namely the dependence of Russian 
banks and corporations on external financing. The 
application of economic tools against a larger, more 
complex, and more globally integrated economy like 
Russia’s required innovations in sanctions and not just 
a wholesale application of the Iran sanctions playbook. 
The complexity of dealing with a target like Russia 
reinforces the need for the development of a doctrine 
of economic warfare and the importance of a forward-

98. Anthony DiPaola, “Saudi Arabia Says Hard for OPEC to 
Give Up Market Share,” Bloomberg News, December 18, 2014. 
(http://www.bloomberg.com/news/2014-12-18/saudi-arabia-s-
naimi-says-difficult-for-opec-to-cut-oil-output.html) 
99. Michael Moran, “Is Saudi Arabia Trying to Cripple American 
Fracking?,” Foreign Policy, December 23, 2014. (http://
foreignpolicy.com/2014/12/23/is-saudi-arabia-trying-to-cripple-
american-fracking-oil-iran/) 

leaning policy planning process to identify financial 
vulnerabilities and design appropriate tools to be used 
against a range of targets. A further discussion of the 
importance of developing a doctrine of economic 
warfare is included in Part 3.

The use of economic coercion to achieve national 
security goals provides the United States with an 
important policy tool for changing the policy 
calculations of other countries. However, economic 
measures should supplement but not replace the use of 
other coercive measures. To affect not only the Russian 
economy but also Moscow’s political calculations, 
Western economic warfare must be combined with 
other means of coercion—from tough diplomacy to 
covert action to the credible threat of military force or 
the provision of meaningful military aid to Ukrainians 
and other Eastern Europeans prepared to fight for 
their freedom. Offensive economic warfare also must 
have a defensive component that strengthens Western 
resiliency against Russian responses. 

PART 2: IF ECONOMIC 
WARFARE TABLES WERE 

TURNED

From Old-School to Cyber-Based 
Sanctions Busting 

Rogue actors are responding to economic isolation by 
using traditional and cyber-based sanctions-busting 
techniques. In response to threats to remove its banks 
from the SWIFT system, for example, the Russian 
parliament drafted legislation to set up an alternative 
financial messaging system. The Association of Russian 
Banks also announced that if its members were 
removed from SWIFT, it could use other financial 
communications systems, including more costly secure 
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Internet and fax exchanges.100 Russian officials have 
reportedly discussed a SWIFT alternative with their 
Chinese counterparts.101 However, it is not clear how 
quickly such a system could be created and whether 
major banks outside Russia would be willing to use this 
alternative system if it exposed them to reputational 
damage or legal sanction from the U.S. and EU.102 

Banking experts believe, however, that the creation of 
an alternative system could have a significant impact 
on international trade including by making global 
payments less efficient.103 If Russia and China created 
a SWIFT-competitor, the system likely would place 
less of a priority on monitoring and blocking illicit 
financial activities and might enable Iran and other 
rogue financial actors to operate freely.

The elaborate scheme revealed in the Turkish 
prosecutor’s report, through which Iran moved tens 
of billions of dollars in illicit funds between Turkey 
and Iran, also allegedly involved numerous sanctions-
busting techniques including “over-invoicing.” This is 
one of the many classic money laundering techniques, 
which “allows illegal organizations the opportunity to 
earn, move, and store proceeds disguised as legitimate 
trade.”104 In the Turkish example, a luxury yacht 

100. Carol Matlack, “Swift Justice: One Way to Make 
Putin Howl,” Bloomberg, September 4, 2014. (http://www.
businessweek.com/articles/2014-09-04/ultimate-sanction-
barring-russian-banks-from-swift-money-system) 
101. Gillian Tett, “The Hidden Cost of Freezing Russia Out of 
Finance,” The Financial Times, October 2, 2014. (http://www.
ft.com/intl/cms/s/0/2adebf9c-48c1-11e4-9f63-00144feab7de.html) 
102. Carol Matlack, “Swift Justice: One Way to Make 
Putin Howl,” Bloomberg, September 4, 2014. (http://www.
businessweek.com/articles/2014-09-04/ultimate-sanction-
barring-russian-banks-from-swift-money-system)
103. Gillian Tett, “The Hidden Cost of Freezing Russia Out of 
Finance,” The Financial Times, October 2, 2014. (http://www.
ft.com/intl/cms/s/0/2adebf9c-48c1-11e4-9f63-00144feab7de.html) 
104. “Money Laundering,” U.S. Immigration and Customs 
Enforcement Website, accessed September 13, 2014. (http://www.
ice.gov/money-laundering/) 

company sold the Iranian Pasargad Bank 5.2 tons of 
brown sugar for a massively inflated price of about 
$240 per pound.105 EU regulators had permitted the 
Iranian bank, which electronically transferred the illicit 
funds, to remain on SWIFT to provide a humanitarian 
channel for Iran’s people. Iran abused this.

In other attempts to skirt sanctions, Iran has reflagged 
numerous vessels from Islamic Republic of Iran 
Shipping Lines (IRISL) and NITC (formerly the 
National Iranian Tanker Company) to places like 
Tuvalu and Tanzania,106 and renamed ships repeatedly 
with non-Farsi names.107 The objective was to evade 
international sanctions following the U.S. Treasury 
Department’s designation of IRISL in 2008 under 
Executive Order 13382 for “facilitat[ing] shipments of 
military-related cargo destined for [Iran’s Ministry of 
Defense] MODAFL and its subordinate entities.” At 
the time, Treasury noted that IRISL “has deliberately 
misled maritime authorities through the use of 
deception techniques” to transport military-related 
goods and other banned items.108

As noted above, sanctions on Iran’s crude oil exports 
were aimed at reducing government revenue for 
Iran’s nuclear program and support for terrorism and 
pressuring the government to cease its illicit activities. 
As these sanctions were increasing, Iran engaged in 

105. Jonathan Schanzer & Emanuele Ottolenghi, “Turkey’s 
Teflon Don,” Foreign Policy, March 31, 2014. (http://www.
foreignpolicy.com/articles/2014/03/31/turkey_teflon_don_
erdogan_elections_corruption) 
106. Rachelle Younglai, “U.S. Cracks Down on Iran’s Oil Tanker 
Company, Exposes Fronts,” Reuters, July 12, 2012. (http://
www.reuters.com/article/2012/07/12/us-usa-iran-sanctions-
idUSBRE86B12I20120712) 
107. Jonathan Saul, “Call Me Brawny: Iran Defends Tankers 
Alias Game,” Reuters, August 2, 2012. (http://www.reuters.com/
article/2012/08/02/iran-tankers-nitc-idUSL6E8IVD5D20120802) 
108. U.S. Department of the Treasury, Press Release, “Major 
Iranian Shipping Company Designated for Proliferation 
Activity,” September 10, 2008. (http://www.treasury.gov/press-
center/press-releases/Pages/hp1130.aspx) 
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another sanctions-busting scheme. Using ship-to-ship 
transfers in order to disguise the origin of its crude oil, 
NITC tankers would move the Iranian crude oil into 
foreign-owned ships to be sold in Southeast Asia. There 
were also instances of Iranian crude being blended with 
other crudes or held in mislabeled barrels.109

These and numerous other sanctions evasion schemes run 
by Iran and other rogue actors are well documented.110 
As a result, the U.S. Treasury Department has created a 
“Foreign Sanctions Evaders” list as a complement to its 
Specially Designated Nationals (SDN) list.111

But the U.S. government is always playing catch-up as 
new schemes emerge and new players willing to take 
the risks for large profits enter the market. As those 
unwilling to take risks leave the market, the remaining 
players exercise their increased market power by 
negotiating deep discounts, steep premiums, or high 
commissions to help rogue actors evade sanctions.

The birth of cyber-enabled tools and financial mechanisms 
present new sanctions-busting opportunities for 
criminal organizations, terrorists, weapons proliferators, 
and rogue states.112 Nontraditional, digital, virtual, or 
cryptocurrencies like bitcoin—an online, decentralized, 

109. Peg Mackey, “Insight: Catch Me If You Can - Oil 
Sanctions Against Iran,” Reuters, March 6, 2012. (http://
www.reuters.com/article/2012/03/06/us-iran-oil-sanctions-
idUSTRE8250UG20120306) 
110. For additional examples of sanction-busting schemes, 
see Mark Dubowitz, “So You Want to Be a Sanctions-Buster,” 
Foreign Policy, August 10, 2012. (http://www.foreignpolicy.com/
articles/2012/08/10/so_you_want_to_be_a_sanctions_buster) 
111. “Resource Center: Foreign Sanctions Evaders (FSE) list,” 
U.S. Department of the Treasury Website, accessed September 13, 
2014. (http://www.treasury.gov/resource-center/sanctions/SDN-
List/Pages/fse_list.aspx) 
112. For a more in depth study on the “digital economy” and 
illicit activities, see The Digital Economy Task Force, “The Digital 
Economy: Potential, Perils, and Promises,” Thomson Reuters & 
the International Centre for Missing & Exploited Children, March 
2014. (http://thomsonreuters.com/business-unit/legal/digital-
economy/digital-economy-task-force-report.pdf) 

peer-to-peer currency that is issued based on a computer 
algorithm rather than from a national bank—for 
example, are not subject to the same regulations and 
reporting requirements (although this is beginning to 
change) as the traditional financial sector and thus may 
provide a space for illicit financial activities to flourish.113 

New, alternative technologies do not yet pose a 
realistic, large-scale alternative to traditional financial 
channels—the commodities market is not pricing 
barrels of oil in bitcoin nor are companies financing 
their debt in “Linden” dollars from the popular virtual 
world Second Life or “Ven,” a digital currency from 
the social networking site Hub Culture, which focuses 
on the virtual and physical exchange of goods and 
services. However, the continued development of new 
cyber-enabled tools requires proactive engagement 
with the creators of these financial mechanisms and in-
depth policy planning across multiple agencies of the 
U.S. government to properly assess vulnerabilities. This 
topic will be explored in Part 3.

Future Threats: The Use of  Cyber-
Enabled Economic Warfare Against 

the United States and U.S. Allies

While sanctions evasion threatens the efficacy of 
economic coercion and requires constant vigilance 
by enforcement authorities, cyber-enabled economic 
warfare against the U.S. and its allies is a much greater 
threat to national and economic security. In the past 
decade, the United States has been at the forefront of 

113. U.S. Federal Bureau of Investigation, “Bitcoin Virtual 
Currency: Unique Features Present Distinct Challenges for 
Deterring Illicit Activity,” Intelligence Assessment, April 24, 2012, 
page 1; (http://www.wired.com/images_blogs/threatlevel/2012/05/
Bitcoin-FBI.pdf) & New York Department of Financial Services, 
Press Release, “NY DFS Releases Proposed Bitlicense Regulatory 
Framework for Virtual Currency Firms,” July 17, 2014. (http://
www.dfs.ny.gov/about/press2014/pr1407171.html) 
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using economic warfare against rogue actors, but it can 
only be a matter of time before adversaries and enemies 
turn the tables on the U.S. and its allies. Developing an 
arsenal of defensive tools for America and its allies has 
become an urgent task.

In an indication of challenges ahead, on October 6, 2014, 
SWIFT announced that pro-Palestinian organizations 
had petitioned SWIFT to disconnect Israeli financial 
institutions and the entire country from its financial 
messaging system.114 SWIFT made the following 
statement:

“SWIFT regrets the pressure, as well as the 
surrounding media speculation, both of which 
risk undermining the systemic character of the 
services that SWIFT provides its customers 
around the world. As a utility with a systemic 
global character, it has no authority to make 
sanctions decisions. SWIFT will not respond 
to individual calls and pressure to disconnect 
financial institutions from its network.”115 

Although SWIFT rejected the pressure and explained 
that it would not take action without direction from 
EU regulators, SWIFT would presumably comply, 
as it did in the Iran case, if the EU designated Israeli 
financial institutions because they operate in the West 
Bank and issued orders requiring that SWIFT expel 
these institutions from its system.

Israel, of course, has been long been a target of economic 
warfare. Israeli Chamber of Commerce estimates that 
the Arab boycott, which began more than 40 years ago, 
has cost the country $45 billion.116 On a global scale, 

114. Barak Ravid, “International Banking Giant Refuses to Cut 
Off Israel, Despite Boycott Calls,” Ha’aretz (Israel), October 6, 
2014. (http://www.haaretz.com/business/.premium-1.619514) 
115. “SWIFT Sanctions Statement,” SWIFT Website, October 6, 2014. 
(http://www.swift.com/about_swift/shownews?param_dcr=news.data/
en/swift_com/2014/PR_swift_sanctions_statement.xml#) 
116. Linda Gradstein, “Growing Concern in Israel Over BDS,” Ynet 
News, March 3, 2014. (http://www.jta.org/1992/08/07/archive/
arab-boycott-said-to-cost-israel-45-billion-over-the-past-40-years) 

the Arab oil embargo of 1973 is estimated to have 
caused a 4.7 percent decline in America’s GDP and a 7 
percent and 2.5 percent decline in Japan’s and Europe’s 
GDP, respectively.117 

Ten years ago, an anti-Israel “Boycott, Divestment and 
Sanctions” (BDS) campaign began to coalesce.118 The 
United States should view this movement in its broader 
economic warfare context: The campaign is attempting 
to persuade corporations and financial institutions to 
discriminate against the State of Israel, its corporate 
entities, and its citizens. 

The BDS movement and the idea of using tools of 
economic warfare against Israel appear to be gaining 
some ground in Europe. In 2012, the EU’s consuls 
general in East Jerusalem and Ramallah issued a Heads 
of Mission report recommending sanctions on Israeli 
settlements,119 and in January 2014, PGGM, a large 
Dutch pension fund, withdrew its investments from 
Israel’s five largest banks because they have branches 
in the West Bank.120 In November 2014, an internal 
EU document was leaked to the press. The document 
included an assessment of what economic sanctions 
against Israel could possibly include.121

Although the BDS movement and similar efforts are 
directed against Israel today, such strategies could be 
employed against other American allies—and the United 

117. Cutler J. Cleveland, The Concise Encyclopedia of the History 
of Energy, (San Diego: Elsevier Inc, 2009). 
118. “Palestinian Civil Society Call for BDS,” BDS Movement 
Website, July 9, 2005. (http://www.bdsmovement.net/call). 
119. Barak Ravid, “EU Consuls Recommend Imposing Sanctions 
on Israeli Settlements,” Ha’aretz (Israel), February 2, 2013. (http://
www.haaretz.com/news/diplomacy-defense/eu-consuls-recommend-
imposing-sanctions-on-israeli-settlements.premium-1.506043) 
120. “A Campaign that is Gathering Weight,” The Economist, 
February 8, 2014. (http://www.economist.com/news/middle-east-
and-africa/21595948-israels-politicians-sound-rattled-campaign-
isolate-their-country) 
121. Barak Ravid, “Haaretz Obtains Full Document of EU-Proposed 
Sanctions Against Israel,” Ha’aretz (Israel), November 17, 2014. (http://
www.haaretz.com/news/diplomacy-defense/.premium-1.626946) 
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States itself—down the road. The strategic assessment 
and institutional reforms necessary to protect the United 
States and its allies from economic coercion (discussed 
in Part 3) should include an understanding of the BDS 
movement as a manifestation of economic warfare.

In the following scenario, we lay out an unlikely but 
entirely plausible situation through which SWIFT 
could become a political football in a regional conflict 
and a dangerous tool employed by America’s global 
competitors. This scenario is entirely hypothetical, and 
the authors have no reason to believe that countries 
are contemplating the steps outlined below. However, 
there is also nothing preventing such a scenario.

Hypothetical: SWIFT and the Crisis 
in the South China Sea

In the South China Sea, the Paracel and Spratly Islands 
are hotly contested, in part, because of estimates of 
their significant oil and gas reserves. Although the area 
has been under-explored due to territorial disputes 
among China, Vietnam, the Philippines, and others, 
there may be up to 11 billion barrels of oil reserves 
and 190 trillion cubic feet of natural gas reserves in the 
South China Sea.122

In recent years, China, Vietnam, and Malaysia have 
been dredging and enlarging islands and building 
large structures on newly reclaimed land.123 China, in 
particular, is aggressively building up reefs,124 and the 
state-owned China National Offshore Oil Corporation 

122. U.S. Energy Information Administration, “South China Sea,” 
Analysis Briefs, February 7, 2013. (http://www.eia.gov/countries/
regions-topics.cfm?fips=scs) 
123. Eric Campbell, “Reef Madness,” ABC News (Australia), May 20, 
2014. (http://www.abc.net.au/foreign/content/2014/s4008035.htm) 
124. Leo Lewis, “Dredger Shores Up China’s Claims to Disputed 
Islands,” The Australian, September 12, 2014. (http://www.
theaustralian.com.au/news/world/dredger-shores-up-chinas-
claims-to-disputed-islands/story-fnb64oi6-1227056331695?nk=
3c6fd1bcbff213fbbc039a166d09c68c) 

(CNOOC) placed its first oil rig in the Paracels in May 
2014, sparking anti-Chinese protests in Vietnam and 
a rare statement from the United States calling China’s 
actions “provocative and unhelpful to the maintenance 
of peace and stability in the region.”125 Although China 
removed the rig in July 2014 reportedly because it 
completed the task, additional oil rigs are expected to 
appear in the South China Sea in the coming years.126 
When China places its next oil rig, increased tensions 
are likely. 

Imagine the following hypothetical scenario:

After typhoon season, China returns its oil rig to the 
Paracel Islands, announcing its intention to install 
additional rigs in the coming year. In response, anti-
Chinese protests again erupt in Vietnam. To contain 
the growing unrest and prevent a recurrence of the May 
2014 protests that escalated to include other domestic 
grievances,127 the Vietnamese government pledges an 
aggressive response to China’s encroachment on its 
sovereignty. Hanoi urges the international community 
to condemn China’s actions and emphasizes its desire 
for increased cooperation with the United States as part 
of the “comprehensive partnership.”128 Meanwhile, 
Chinese state media is filled with propaganda and 
negative stories about Vietnam, encouraging already 
negative populist sentiment about China’s neighbors. 

125. “Not the Usual Drill,” The Economist, May 7, 2014. (http://
www.economist.com/blogs/banyan/2014/05/china-v-vietnam) 
126. Dingding Chen, “No, China Did Not Blink by Removing 
Its Oil Rig,” The Diplomat, July 30, 2014. (http://thediplomat.
com/2014/07/no-china-did-not-blink-by-removing-its-oil-rig/) 
127. Eva Dou & Richard Paddock, “Behind Vietnam’s Anti-
China Riots, a Tinderbox of Wider Grievances,” The Wall 
Street Journal, June 17, 2014. (http://online.wsj.com/articles/
behind-vietnams-anti-china-riots-a-tinderbox-of-wider-
grievances-1403058492) 
128. “Joint Statement by President Barack Obama of the United 
States of America and President Truong Tan Sang of the Socialist 
Republic of Vietnam,” Embassy of the United States, Hanoi, 
Vietnam Website, July 25, 2013. (http://vietnam.usembassy.gov/
joint_statement_072513.html) 
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The two nations step up their naval presence around the 
Paracels and engage in a dangerous game of chicken—
coming within 200 yards of each other’s vessels and 
shooting off flares. The Vietnamese government 
announces that it intends to hold another live-fire 
drill in the South China Sea, a repeat of its June 2011 
exercise. Tensions reach levels not seen since the 1988 
Johnson South Reef crisis when 64 Vietnamese border 
guards were killed in a Chinese naval attack.129

Meanwhile, in the Spratly Islands, there has been a 
dangerous accident aboard the Filipino ship, the Sierra 
Madre. The formerly American, World War II-era ship 
was scuttled in 1999 by the Filipino navy and has been 
an important outpost marking Filipino claims to the 
nearby reef.130 Two members of the crew of Filipino 
marines were seriously injured while attempting to 
reinforce an area of the ship’s near rusted-through hull 
that had become structurally unsound. 

Although the two marines are in stable condition, 
the decision is made that they require greater medical 
attention than the crew can provide onboard the ship. 
The Philippines sends another naval vessel to retrieve 
and relieve the two injured men, but China repeatedly 
blocks the ship’s attempts to reach the Sierra Madre, 
claiming that the Filipino vessel is carrying military 
supplies. Although China has previously blocked vessels 
from resupplying the Sierra Madre,131 tensions on the 
Paracel Islands prompt a more aggressive response 
from Chinese vessels, which come dangerously close to 
ramming the Filipino ship.

129. Joel Guinto, “China Builds Artificial Islands in South China 
Sea,” Bloomberg, June 19, 2014. (http://www.businessweek.com/
articles/2014-06-19/china-builds-artificial-islands-in-south-
china-sea) 
130. Eric Campbell, “Reef Madness,” ABC News (Australia), 
May 20, 2014. (http://www.abc.net.au/foreign/content/2014/
s4008035.htm) 
131. “The Pressure on the Sierra Madre,” The Economist, March 
22, 2014. (http://www.economist.com/news/asia/21599402-
beached-ship-risks-becoming-south-china-seas-latest-flashpoint-
pressure-sierra) 

The government of the Philippines and its citizens are 
outraged and request U.S. diplomatic intervention to 
pressure China to allow the rescue of the injured men. 
Following private meetings with U.S. officials, Beijing 
announces that it will send one of its coast guard ships 
to evacuate the injured marines but on the condition 
that the rest of the crew also board the Chinese vessel 
for safe transport back to the Chinese mainland, 
followed by a flight to Manila. The Philippines refuses 
China’s offer, recognizing that once the marines are 
off the Sierra Madre, China could sabotage the ship, 
making the marines’ return impossible and removing 
the barrier to Chinese expansion.

The United States continues to try to negotiate a 
compromise between China and the Philippines, but 
the Chinese, Vietnamese, and Filipinos become more 
entrenched as the international press begins to cover 
the escalating conflict. Although its bilateral Enhanced 
Defense Cooperation Agreement with the Philippines 
does not explicitly require a U.S. response to disputes 
in the South China Sea,132 the U.S. administration 
feels increasing domestic pressure from a wave of press 
articles and congressional statements about a rising, 
aggressive China to engage diplomatically to support 
its ally and stand up to Chinese intimidation. The 
U.S. administration begins to take a more outspoken 
approach to the tensions, publicly condemning China’s 
unilateral attempts to change the status quo in the 
contested region. The United States announces that 
it is prepared to airlift the injured marines out of the 
region and that China and the Philippines, and the 
other nations with claims in the South China Sea, 
should submit to binding, international arbitration to 
resolve the territorial disputes and map the lines of each 
nation’s Exclusive Economic Zone. 

Outraged by U.S. interference in China’s backyard, 
Beijing reverses its hesitation about using economic 

132. “Not the Usual Drill,” The Economist, May 7, 2014. (http://
www.economist.com/blogs/banyan/2014/05/china-v-vietnam) 
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sanctions for geopolitical goals (despite its public 
opposition to sanctions, China banned exports of rare 
earth minerals to Japan in 2010133 and used economic 
and diplomatic pressure in the past to challenge 
international recognition of Taiwan). China has 
previously been cautious about the use of economic 
coercion against Washington, recognizing its mutual 
dependence on the United States. In 2008, China 
rejected a Russian proposal to jointly sell each of their 
holdings in Fannie Mae and Freddie Mac, which would 
have forced a U.S. government defense of the two 
institutions and dramatically exacerbated the already 
serious financial crisis.134 

Recognizing that direct action against the United 
State might put its export relationship at risk or cause 
repercussions for its own economic growth, Beijing 
decides to employ an indirect approach modeled on the 
escalation of sanctions on Iran. A direct assault on the 
U.S. financial system is likely to be unsuccessful given 
the dollar’s preeminence and would likely also prompt 
a forceful response from the United States. Instead, 
China decides to target U.S. allies in efforts to convince 
Washington to remove itself from the South China Sea 
conflict and concede to Beijing’s territorial ambitions. 

After first announcing a ban on Chinese energy 
exploration technology provided to the Philippines, 
Beijing then declares that it is imposing sanctions on 
the Philippines and secondary sanctions against those 
foreign companies and banks doing business with 
designated Filipino entities. 

Markets are initially skeptical of this announcement of 
“CISADA-like” sanctions, but China begins a full-court 
press urging European companies to cease their business 

133. Liane Hansen, “Sanctions Turn Tables in U.S.–China 
Relations,” National Public Radio, February 7, 2010. (www.npr.
org/templates/story/story.php?storyId=123463748) 
134. Henry M. Paulson Jr., On the Brink: Inside the Race to Stop 
the Collapse of the Global Financial System (New York: Business 
Plus, 2010).

relationships with Manila. China then identifies a few 
instances of sub-par reporting of suspicious activity 
by Filipino banks and urges European banks to close 
euro-denominated accounts for Filipino customers 
and correspondent accounts for select Filipino banks 
at which the suspicious activity occurred. China begins 
simultaneously to exert diplomatic pressure on other 
members of FATF’s Asia/Pacific Group on Money 
Laundering135 to begin a formal review of the Philippines. 

At each stage, the United States and U.S. companies 
serve as a backstop against a severe impact on the 
Filipino economy. Initially U.S. companies back-
fill those contracts that EU firms relinquish while 
extracting more favorable terms given the risk 
premium of doing business in the Philippines. Beijing 
issues statements warning U.S. firms against these 
relationships and threatens to ban U.S. firms from 
the Chinese market if they provide goods and services 
related to the Philippine’s oil exploration. China 
does not impose secondary sanctions on American 
companies, concerned that this step could provoke 
direct retaliation, and satisfied that the replacement 
contracts alone are costing Manila. 

When European banks begin closing correspondent 
accounts, Filipino non-dollar trade converts to dollars, 
and foreign businesses use banks in New York to 
transact. However, China soon begins pressuring 
private American banks to close their correspondent 
accounts or risk losing access to the Chinese financial 
system. U.S. banks soon comply, acknowledging the 
vast difference in the economic scale of China versus 
the Philippines. 

As they become more isolated, Filipino leaders appeal to 
the United States government to intervene and protect 
their country’s access to international financial markets. 

135. “Asia/Pacific Group on Money Laundering (APG),” Financial 
Action Task Force Website, accessed January 21, 2015. (http://www.
fatf-gafi.org/pages/asiapacificgrouponmoneylaunderingapg.html) 
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The State Department begins pressing federal bank 
regulators to find a solution to the current situation. In 
the past, when foreign embassies were having difficulty 
accessing banking services because banks were concerned 
about reputational risk associated with any transactions 
with certain countries, the State Department intervened 
and urged banks to accept the accounts.136 In that case, 
banking regulators also issued guidance alerting banks 
that they could accept these accounts and still comply 
with anti-money laundering regulations.137 However, 
in this scenario with China and the Philippines, private 
banks make their own risk assessments and begin 
closing accounts. The Fed responds by creating a special 
mechanism at a Federal Reserve bank through which 
trade can continue in dollars.

Beijing then turns its attention back to the EU and 
begins urging EU regulators to issue guidance to 
SWIFT and to the European Central Bank’s Target2 
euro-clearing system to remove designated Filipino 
banks from the financial messaging systems. When 
EU regulators initially respond that the behavior of 
the banks does not reach a threshold to pose a threat 
to the financial system and warrant removal from the 
systems, China slows the renewal of select contracts 
with EU businesses. These companies interpret this 
initial move as a warning that Beijing may reduce 
select imports from the European Union, China’s 
largest trading partner.138 Meanwhile, strategically 

136. Timothy O’Brien, “Move Seen to Press Banks to Deal With 
Embassies,” The New York Times, June 9, 2004; (http://www.
nytimes.com/2004/06/09/business/move-seen-to-press-banks-to-
deal-with-embassies.html) & Matthias Rieker, Joseph Palazzolo, 
& Victoria McGrane, “Banks Exit From Embassy Business,” The 
Wall Street Journal, November 20, 2010. (http://online.wsj.com/
articles/SB10001424052748703531504575625060985983720) 
137. “Banks Can Keep Embassy Accounts: U.S. 
Regulators,” Reuters, March 25, 2011. (http://www.
reuters.com/article/2011/03/25/us-financial-embassies-
idUSTRE72O3ID20110325) 
138. “Countries and Regions: China,” European Commission 
Website, accessed September 14, 2014. (http://ec.europa.eu/
trade/policy/countries-and-regions/countries/china/) 

placed Chinese ministers and economic advisers raise 
questions about whether China’s purchase of euro-
zone junk bonds,139 particularly those bonds issued by 
Greece and Italy, are responsible investments. Well-
respected economic analysts in Europe and the United 
States issue reports that a large-scale sale of these bonds 
would cripple Greece’s fragile economy, damage Italy’s, 
and undermine the EU economic recovery. 

EU regulators assess that the de-SWIFTing of Filipino 
banks would be a significant inconvenience for Manila 
but would not have the devastating impact it had on 
Iran. At the time of Iran’s de-SWIFTing, the country 
had few remaining access points to international 
markets. As long as trade can be conducted in dollars, 
the impact on the Filipino economy would not be 
profound. Thus unwilling to sacrifice its own economy 
to save Manila from what is likely to be no more than 
a costly annoyance, the European Union begins to 
seriously consider China’s request. Acknowledging 
that China and other BRICS have taken steps to create 
an alternative international development bank,140 EU 
regulators also assess that China may move forward with 
an alternative messaging system in direct competition 
with SWIFT if China’s geopolitical demands in the 
South China Sea are not met. SWIFT itself expresses 
strong reservations to the de-SWIFTing but ultimately 
must adhere to EU sanctions regulations.

The EU pressures Washington to reconsider its support 
for the Philippines, Vietnam, and other countries 

139. Michael Martina & Andreas Rinke, “China Says Willing 
to Buy EU Bonds Amid Worsening Crisis,” Reuters, August 
20, 2012; (http://www.reuters.com/article/2012/08/30/
us-china-europe-idUSBRE87T0BY20120830) & Leigh 
Phillips, “Wen: China Will Continue to Buy European 
Debt,” EU Observer, June 27, 2011. (http://euobserver.com/
china/32554) 
140. “China Calls for Swift Movement on BRICS Development 
Bank,” Agence France-Presse, November 14, 2014. (http://www.
businessinsider.com/afp-china-calls-for-swift-movement-on-
brics-development-bank-2014-11) 
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with competing claims over the South China Sea. EU 
policymakers make it clear to their America counterparts 
that, in order to protect their bilateral trade interests 
with Beijing, they may have to consider heightened 
sanctions against Filipino banks and persons operating 
in the European Union or European persons operating 
in the Philippines. Washington is put on notice: If 
China escalates its economic warfare campaign, the 
U.S. will have to find a political resolution to the South 
China Crisis even if it means agreeing to Beijing’s 
demands.

Although the United States has prevented the worst 
of the economic impact on its ally, it has paid a high 
political price—increasing tensions not only with 
China but also with European leaders. SWIFT has 
indeed become the political football that the U.S. 
Treasury Department had feared, and the traditional 
mechanisms of global financial markets are being called 
into question. 

Is Washington prepared to deal with scenarios, like 
the SWIFT and the South China Sea crisis, where 
the tools of economic coercion are turned against 
the U.S. and its allies? While the scenario described 
above is a hypothetical and, perhaps, a low-probability 
scenario, it is useful for understanding the challenges 
that the United States might face. Could Washington 
implement “whole-of-government” systems and 
tools to head off other potential economic warfare 
scenarios and avoid responding to crises in an ad-hoc 
and ultimately ineffectual way? What economic and 
policy planning mechanisms ought we have in place 
to anticipate and manage such a scenario? How can 
Washington coordinate with the U.S. and international 
business and financial community to effectively defend 
American interests and the interests of our allies? The 
following section offers recommendations to help 
develop a better whole-of-government approach to 
defensive economic warfare. 

PART 3: 
RECOMMENDATIONS

Introduction

The offensive and defensive tools of American 
economic coercion depend on the power of the U.S. 
dollar. As long as global finance is structured as it is—
with the dominance of the U.S. dollar as the currency 
of choice for global trade and foreign exchange 
reserves, and with the U.S. Treasury bill seen as the 
safest investment even during financial crises—the 
United States enjoys a strong economic advantage. 
Despite analysts’ predictions over the past decade 
and especially after the 2008 financial crisis that the 
dollar would lose its preeminence, the overwhelming 
majority, 87 percent,141 of international trade is still 
conducted in U.S. dollars,  43 percent of international 
financial transactions are denominated in dollars,142 
and about 61 percent of total allocated global foreign 
exchange reserves is denominated in U.S. dollars.143 

Yet, countries are looking at non-dollar options. For 
example, Chinese UnionPay has taken over nearly half 
of the global credit card market, with 45 percent of the 
credit and debit cards in circulation, accepted in 135 
countries, and representing 25 percent of transaction 
volume for the second half of 2012.144 These credit and 

141. John Mauldin, “China’s Renminbi Is Well on Its Way 
to Becoming a Global Reserve Currency,” Business Insider, 
September 29, 2013. (http://www.businessinsider.com/renminbi-
soon-to-be-a-reserve-currency-2013-9) 
142. Greg Ip, “U.S. Influence Hinges on Future of Dollar, 
Yuan,” The Wall Street Journal, April 15, 2015. (http://www.
wsj.com/articles/u-s-influence-hinges-on-future-of-dollar-
yuan-1429120648) 
143. “Currency Composition of Official Foreign Exchange Reserves 
(COFER),” International Monetary Fund Website, September 30, 
2014. (http://www.imf.org/external/np/sta/cofer/eng/) 
144. Zijing Wu, “UnionPay: Visa and MasterCard’s Tough 
Chinese Rival,” Bloomberg, December 20, 2012. (http://www.
businessweek.com/articles/2012-12-20/unionpay-visa-and-
mastercards-tough-chinese-rival) 
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debit cards are delinked from New York, providing an 
alternative for countries facing U.S. sanctions. When 
MasterCard and Visa froze accounts in Russia in 
response to U.S. sanctions, designated Russian banks 
turned to UnionPay as an alternative.145 Washington 
and its allies might be exposed to economic coercion 
and America’s own financial warfare tools would 
be blunted if systems that avoid the dollar grow in 
prominence. Moreover, the International Monetary 
Fund is working to establish an alternative global-
reserve asset, known as Special Drawing Rights, linked 
to a basket of currencies that would reduce the weight 
of the greenback and increase the weight of the yuan, 
explains global-finance expert James Rickards in his 
book “The Death of Money.”146 China is beginning 
to allow an open financial market which might enable 
the yuan to become a reserve currency, although at the 
end of 2014 less than two percent of foreign exchange 
reserves were in yuan.147 If China is willing to allow 
greater yuan trade and greater foreign investment in 
Chinese stocks, the yuan could in the future become a 
competitor to the dollar and undermine U.S. financial 
leverage. The combination of a Chinese global credit 
card, an alternative SWIFT system backed by Russia 
and China, Chinese and Russian banks willing to 
defy the global financial order, and foreign trade and 
exchange reserves denominated in yuan might create 
that perfect storm. 

Another challenge to the U.S.-led global financial 
order is the BRICS nations’ creation of an alternative 
development bank and the Chinese-led Asian 

145. “Russia Launches China UnionPay Credit Card,” RT, 
August 15, 2014. (http://rt.com/business/180696-china-russia-
union-pay/) 
146. James Rickards, The Death of Money: The Coming Collapse of 
the International Monetary System, (New York: Portfolio Penguin, 
2014).
147. Greg Ip, “U.S. Influence Hinges on Future of Dollar, 
Yuan,” The Wall Street Journal, April 15, 2015. (http://www.
wsj.com/articles/u-s-influence-hinges-on-future-of-dollar-
yuan-1429120648)

Infrastructure Investment Bank (AIIB). The latter 
was conceived as a competitor to the World Bank 
and was reportedly opposed by the United States.148 
In March, however, U.S. allies including the U.K., 
France, Germany, and Italy announced their intention 
to become founding members of AIIB.149 South Korea 
and Australia also joined as founding members,150 along 
with Sweden, Poland, and Israel,151 as well as Egypt 
and Saudi Arabia. Canada is reportedly considering 
joining152 the group which includes 16 of the world’s 20 
largest economies.153 The exclusion of Taiwan despite 
its desire to join indicates that China recognizes the 
political significance participation in this new club.154 

148. Bree Feng, “Deal Set on China-Led Infrastructure Bank,” 
The New York Times, October 24, 2014. (http://www.nytimes.
com/2014/10/25/world/asia/china-signs-agreement-with-20-
other-nations-to-establish-international-development-bank.html) 
149. David Jolly, “France, Germany and Italy Say They’ll Join 
China-Led Bank,” The New York Times, March 17, 2015. 
(http://www.nytimes.com/2015/03/18/business/france-
germany-and-italy-join-asian-infrastructure-investment-
bank.html) 
150. Ankit Panda, “South Korea Joins the AIIB,” The Diplomat, 
March 28, 2015; (http://thediplomat.com/2015/03/south-korea-
joins-the-aiib/) & Rob Taylor, “Australia Will Join China-Led 
Investment Bank, Prime Minister Says,” The Wall Street Journal, 
March 28, 2015. (http://www.wsj.com/articles/australia-to-join-
china-led-development-bank-says-finance-minister-1427539140) 
151. Elizabeth Shim, “China Accepts 57 Founding Members 
for New Asian Infrastructure Investment Bank,” UPI, 
April 15, 2015. (http://www.upi.com/Top_News/World-
News/2015/04/15/China-accepts-57-founding-members-for-
new-Asian-Infrastructure-Investment-Bank/6071429103735/) 
152. Esther Tanquintic-Misa, “US Loses Fight, China-Led 
AIIB Announces 57 Founding Members, Canada Also Mulls 
Joining In,” International Business Times, April 16, 2015. (http://
au.ibtimes.com/us-loses-fight-china-led-aiib-announces-57-
founding-members-canada-also-mulls-joining-1439929) 
153. Shannon Tiezzi, “China’s AIIB: The Final Tally,” The 
Diplomat, April 17, 2015. (http://thediplomat.com/2015/04/
chinas-aiib-the-final-tally/) 
154. Cary Huang, “57 Nations Approved as Founder Members 
of China-Led AIIB,” South China Morning Post, April 15, 
2015. (http://www.scmp.com/news/china/diplomacy-defence/
article/1766970/sweden-israel-poland-and-south-africa-last-
join-aiib) 
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For that reason, it is especially noteworthy from an 
American perspective that Iran has been accepted 
as a founding member155 even as it continues to face 
financial sanctions for illicit financial activities. Russia, 
with whom the United States increasingly finds itself 
at odds, is also a member.156 The inclusion of these two 
nations ought to raise concerns in Washington about 
whether China may be able to loosen the financial 
pressure the United States has worked to construct. 

It may be too early to judge the impact of AIIB, but 
U.S. Secretary of the Treasury Jack Lew noted that, 
“new players are challenging U.S. leadership in the 
multilateral system.”157 He and his colleagues at the 
Treasury have also repeated emphasized the need for 
new institutions to adhere to international standards 
“regarding governance and environmental and social 
safeguards.”158 International anti-money laundering 
and counter threat finance standards should also be 
of paramount concern. Thus, the development of 
alternative multilateral development banks and other 
international financial institutions ought to demand 
serious study to determine the possible effects on U.S. 
economic power projection and to devise possible 
countermeasures by the United States to mitigate 
undesirable consequences. 

155. “China Says Iran Joins AIIB As Founder Member,” Reuters, 
April 8, 2015. (http://www.reuters.com/article/2015/04/08/us-
asia-aiib-iran-idUSKBN0MZ08720150408?irpc=932) 
156. Jerin Mathew, “China Accepts Britain and Switzerland 
as AIIB Founding Members as Russia Decides to Join Bank,” 
International Business Times, March 28, 2015. (http://www.
ibtimes.co.uk/china-accepts-britain-switzerland-aiib-founding-
members-russia-decides-join-bank-1493959) 
157. Jacob Lew, “Testimony on the National Advisory Council 
on International Monetary and Fiscal Policies,” Testimony before 
the House Financial Services Committee, March 17, 2015. (http://
www.treasury.gov/press-center/press-releases/Pages/jl9999.aspx) 
158. Alexia Latortue, “Secretary Lew’s Hearing on the 
International Financial System,” U.S. Department of the Treasury, 
March 19, 2015. (http://www.treasury.gov/connect/blog/Pages/
Secretary-Lew%E2%80%99s-Hearing-on-the-International-
Financial-System.aspx) 

Based on our discussions with government officials and 
private sector experts, neither the U.S. government 
nor the private sector has engaged in serious planning 
about how to protect America and its allies against 
economic warfare. As the hypothetical scenario in Part 
2 indicates, although other countries may not have the 
ability to affect the macroeconomic landscape in as 
profound a way as the United States, Washington can 
still be forced to make difficult political and economic 
choices when confronting the use of economic warfare 
against its interests. 

New thinking and new structures are needed to 
effectively engage in defensive economic warfare. In 
response to the development of offensive missiles 
and then missile defense shields, the United States 
created a Space and Missile Defense Command.159 In 
response to the proliferation of cyberattacks, both by 
the U.S. against its adversaries and by its adversaries 
against the U.S. and its allies, Washington created a 
U.S. Cyber Command,160 crafted a Department of 
Defense “Strategy of Operating in Cyberspace,”161 and 
is expanding CYBERCOM even as the Pentagon, like 
the rest of the federal government, is facing budget 
cuts.162 The evolving power of economic warfare, 
including cyber-enabled economic warfare, and the 
willingness of countries like Russia, China, and Iran 
to devote significant state resources to their offensive 

159. “About-U.S. Army Space & Missile Defense Command/
Army Forces Strategic Command,” U.S. Army Space & Missile 
Defense Command Website, accessed September 21, 2014. (http://
www.smdc.army.mil/2008/about.asp) 
160. Siobhan Gorman & Yochi Dreazen, “Military Command 
Is Created for Cyber Security,” The Wall Street Journal, June 24, 
2009. (http://online.wsj.com/articles/SB124579956278644449) 
161. Department of Defense, “Department of Defense Strategy 
for Operating in Cyberspace,” July 2011. (http://www.defense.
gov/news/d20110714cyber.pdf ) 
162. Ellen Nakashima, “Pentagon to Boost Cybersecurity 
Force,” The Washington Post, January 27, 2013. (http://www.
washingtonpost.com/world/national-security/pentagon-to-boost-
cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-
605528f6b712_story.html)

http://www.reuters.com/article/2015/04/08/us-asia-aiib-iran-idUSKBN0MZ08720150408?irpc=932
http://www.reuters.com/article/2015/04/08/us-asia-aiib-iran-idUSKBN0MZ08720150408?irpc=932
http://www.ibtimes.co.uk/china-accepts-britain-switzerland-aiib-founding-members-russia-decides-join-bank-1493959
http://www.ibtimes.co.uk/china-accepts-britain-switzerland-aiib-founding-members-russia-decides-join-bank-1493959
http://www.ibtimes.co.uk/china-accepts-britain-switzerland-aiib-founding-members-russia-decides-join-bank-1493959
http://www.treasury.gov/press-center/press-releases/Pages/jl9999.aspx
http://www.treasury.gov/press-center/press-releases/Pages/jl9999.aspx
http://www.treasury.gov/connect/blog/Pages/Secretary-Lew%E2%80%99s-Hearing-on-the-International-Financial-System.aspx
http://www.treasury.gov/connect/blog/Pages/Secretary-Lew%E2%80%99s-Hearing-on-the-International-Financial-System.aspx
http://www.treasury.gov/connect/blog/Pages/Secretary-Lew%E2%80%99s-Hearing-on-the-International-Financial-System.aspx
http://www.smdc.army.mil/2008/about.asp
http://www.smdc.army.mil/2008/about.asp
http://online.wsj.com/articles/SB124579956278644449
http://www.defense.gov/news/d20110714cyber.pdf
http://www.defense.gov/news/d20110714cyber.pdf
http://www.washingtonpost.com/world/national-security/pentagon-to-boost-cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-605528f6b712_story.html
http://www.washingtonpost.com/world/national-security/pentagon-to-boost-cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-605528f6b712_story.html
http://www.washingtonpost.com/world/national-security/pentagon-to-boost-cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-605528f6b712_story.html
http://www.washingtonpost.com/world/national-security/pentagon-to-boost-cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-605528f6b712_story.html
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cyber capabilities mean that America’s adversaries 
could one day bring down a country’s financial system 
or disrupt millions of miles of critical infrastructure. As 
it develops cyber command capabilities and defenses, 
the U.S. government ought to be developing defensive 
and offensive economic warfare capabilities now rather 
than waiting for a crisis to occur. 

First Phase: Organizational 
Rearrangement

In our consultations with U.S. government experts, we 
have identified three initial changes in organizational 
structure and legal authorizations for the U.S. to 
more effectively engage in strategic planning on 
economic warfare. As part of this initial phase, base-
line assessments of U.S. vulnerabilities and existing 
institutional structures should be undertaken 
immediately within existing institutional structures 
without waiting for institutional reform.

These initial changes, and the broader reorganization 
discussed in the fourth recommendation below, 
are primarily, although not exclusively, focused on 
questions of the use of financial sanctions but are 
also likely to have an impact on broader policy and 
doctrinal discussions on the broader use of economic 
warfare strategies. This larger conversation within the 
U.S. government about the full range of offensive 
and defensive economic warfare capabilities may yield 
additional institutional reforms, which are beyond the 
scope of these recommendations. 

1. Create an Office of Policy Planning at the 
U.S. Department of the Treasury

Unlike the State Department and the Pentagon, 
the Treasury Department does not have an office 
responsible for policy planning. The priorities of 
the policy planning office at the State Department 
are focused elsewhere. Additionally, as with many 

bureaucracies, the State Department must balance 
regional and subject matter experts, career civil servants 
and political appointees. Those with economic expertise 
have historically not played leadership roles in the State 
Department. Instead, Treasury should have its own 
policy planning office to examine economic statecraft, 
economic warfare, and other challenges. The office 
should report directly to the Secretary of the Treasury. 
The Treasury has the resources and expertise to take the 
lead in this area.

This new Office of Policy Planning would emphasize 
creativity in the development and deployment of 
new economic tools. It would assemble experts from 
different offices throughout the department who 
can bring different expertise and assets to the table, 
including specialists from the Office of Foreign 
Assets Control (OFAC)—the office in charge of U.S. 
sanctions programs—to examine technical regulations 
and financial sanctions enforcement; experts from the 
Office of Terrorism and Financial Intelligence (TFI), 
including those from the Office of Terrorist Financing 
and Financial Crimes (TFFC) to focus on illicit finance; 
those from the Office of Intelligence and Analysis (OIA) 
to share financial intelligence; and the financial crimes 
experts from the Financial Crimes Enforcement Network 
(FinCEN); as well as professionals from Treasury’s 
International Affairs office to consider economic 
warfare and its impact on global markets, financial 
trading, and other macroeconomic systems. As we 
have seen in the application of sanctions on Russia, the 
intra-agency exchange can create valuable innovations 
in economic warfare tools. For example, Treasury 
economists working in international affairs understood 
the dependence of Russian corporations on external 
financing while Treasury’s sanctions experts knew how 
to leverage the existing legal authorities to develop 
new targeted sanctions. The Office of Policy Planning 
would also build and expand on Treasury’s relationship 
with Congress, which has been a key driver behind 
the secondary sanctions on Iran. The Office of Policy 
Planning would also work closely with economic and 
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finance officials in Europe—who developed some of the 
most creative ideas regarding Russia sanctions because of 
their countries’ own exposure and vulnerabilities—and 
with foreign ministries around the world. 

In the creation of the Iran sanctions architecture, the 
private sector also played a vital role. The power of 
“smart sanctions” derived from deep cooperation and 
interaction between the government and private financial 
institutions. While TFI would continue to drive the 
implementation of tools of economic warfare, and its 
relationships in foreign banking capitals would remain 
paramount, the new Office of Policy Planning should 
develop long-range strategies on how to incentivize 
the private sector to build on the already extensive and 
effective collaboration and deepen its cooperation with 
the U.S. government. Treasury’s tax, domestic finance, 
and trade experts, for example, have a valuable role to 
play in thinking through these strategies. 

In today’s environment, the creation of a new office 
would face budgetary challenges. However, Congress’ 
willingness to provide funding for the Treasury 
Department, specifically TFI, is an exception. In the 
past, Congress played an important role by authorizing 
the formation of OIA and driving the creation of 
TFI, even ahead of White House wishes.163 In April 
2014, at the Senate Appropriations Financial Services 
Subcommittee hearing on TFI’s budget, it was striking 
how many senators, from both sides of the aisle, asked 
Undersecretary David Cohen what other resources 
they could provide.164 Building on that support, 
Treasury and Congress should work together to find 
the necessary budgetary flexibility and funding to create 
this new office. To create an Office of Policy Planning 

163. Juan Zarate, Treasury’s War: The Unleashing of a New Era of 
Financial Warfare, (New York: PublicAffairs, 2013), pages 204-206.
164. Senate Appropriations Subcommittee on Financial Services 
and General Government, “FY15 Department of the Treasury’s 
Office of Terrorism and Financial Intelligence Budget,” April 
2, 2014. (http://www.cq.com/doc/congressionaltranscripts-
4453825?5&search=Rz3w3nor) 

at Treasury, Congress again should be relied on to do 
some of the heavy lifting.

2. Set Up an Economic Coercion Directorate 
at the National Security Council

In addition to more resources within the Treasury 
Department, U.S. officials have told us that the 
White House itself needs more staff members who 
have in-depth understanding of economic tools and 
view economic coercion as a central component of 
national security policy making. As the institution 
that calls, sets the agenda for, and invites participants 
to inter-agency meetings, the National Security 
Council needs to play a role in strategic planning 
around the use of economic warfare tools. The NSC 
has a directorate of international economics, and 
thus from this directorate—as a subcomponent or 
as a reconfiguration of its priorities—a directorate 
of economic coercion ought to be created. This 
directorate would also need to interact and coordinate 
with the National Economic Council (NEC) within 
the White House because of the important role that 
the NEC plays in providing advice on domestic and 
global economic policies. 

It is vital that Treasury officials are detailed to, and play 
a leading role in, this new directorate to ensure that 
Treasury’s resources and expertise on economic suasion 
are used effectively in inter-agency settings. This 
directorate would focus broadly on economic coercion 
and would need to cooperate and perhaps have a 
permanent cross-directorate mechanism with other 
experts in the NSC to address specific cyber-enabled 
offensive and defensive economic warfare.

In addition to budgetary challenges, as we understand 
from our conversations with U.S. government 
officials, this new directorate may run up against the 
orthodoxy within the government that is pro-trade, 
pro-investment, pro-development, and pro-business. 
The U.S. government has traditionally been more 

http://www.cq.com/doc/congressionaltranscripts-4453825?5&search=Rz3w3nor
http://www.cq.com/doc/congressionaltranscripts-4453825?5&search=Rz3w3nor
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focused on how open markets can create political 
opportunity than on how countries should be isolated 
from the global economy. For example, rather than 
thinking about tools of economic coercion that 
might dissuade Russian aggression toward Ukraine, 
the U.S. government has focused on what support 
the International Monetary Fund might provide to 
Ukraine to help Kiev balance its budget. Despite the 
leading role that sanctions are playing in today’s national 
security policy—Treasury is reportedly President 
Obama’s “favorite noncombatant command”165—we 
are told that there remains a groupthink within the 
U.S. government that sanctions don’t work and that 
they hurt innocent people. Tools that restrict economic 
and financial flows are dismissed and are traditionally 
sidelined in favor of tools that aid economic growth. 
A restructuring of the NSC directorate to also include 
those who have expertise in economic coercion may 
begin to change this way of thinking. 

3. Create a Doctrine on the Use of Economic 
Coercion

Thus far, sanctions have merely been a tool. Economic 
coercion has not taken a central role in economic policy 
planning from an offensive or defensive position. 
While this is changing with the increasing profile of 
TFI’s role in addressing national security crises,166 we 
are told that too few officials outside TFI and select 
members of the NSC, State, Commerce, and threat 
finance specialists at the Defense Department truly 
understand these tools. 

165. David Sanger, “Global Crises Put Obama’s Strategy of 
Caution to the Test,” The New York Times, March 17, 2014. 
(http://www.nytimes.com/2014/03/17/world/obamas-policy-is-
put-to-the-test-as-crises-challenge-caution.html?_r=2&gwh=2AB
4E35C86F3ECC785A68EB09C8DC6F8&gwt=pay) 
166. Julie Hirschfeld Davis, “Enforcer at Treasury Is First Line 
of Attack Against ISIS,” The New York Times, October 22, 2014. 
(http://www.nytimes.com/2014/10/22/business/international/
enforcer-at-treasury-is-first-line-of-attack-against-isis.html?_r=0) 

The new Office of Policy Planning and Economic 
Sanctions Directorate should develop and articulate a 
doctrine on the use of economic coercion. This doctrine 
could provide a framework for strategic evaluation of 
when, and how, economic coercion can be effective in 
policy relevant timeframes. The Defense Department 
has well-developed doctrines on the use of military 
force, and it is creating a cyberwarfare doctrine. There 
is also an increasing interest in developing an all-of-
government “lawfare” doctrine to guide how legal tools 
can be used as instruments of offensive and defensive 
warfare. The Pentagon has created clear rules of 
engagement on the use of the tools at its disposal, and 
so should the Treasury Department and NSC. 

For at least the first three years after the creation of 
CYBERCOM, the Command was reportedly still 
heavily focused on the development of policy and legal 
frameworks.167 Although the Pentagon had issued its 
Strategy for Operating in Cyberspace in 2011, the 
2010 National Security Strategy had stated that cyber 
threats are “one of the most serious national security, 
public safety, and economic challenges,”168 and the 
2010 Quadrennial Defense Review had noted that 
cyberspace is “as relevant a domain for DoD activities 
as” traditional arenas,169 the creation of offensive 
and defensive doctrines of cyberwarfare was still a 
multiyear process. In 2012, President Obama signed 
“Presidential Policy Directive 20,” establishing secret 

167. Ellen Nakashima, “Pentagon to Boost Cybersecurity 
Force,” The Washington Post, January 27, 2013. (http://www.
washingtonpost.com/world/national-security/pentagon-to-boost-
cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-
605528f6b712_story.html) 
168. Department of Defense, “Department of Defense Strategy 
for Operating in Cyberspace,” July 2011, page 1. (http://www.
defense.gov/news/d20110714cyber.pdf )
169. Department of Defense, “Department of Defense Strategy 
for Operating in Cyberspace,” July 2011, page 5. (http://www.
defense.gov/news/d20110714cyber.pdf )

http://www.nytimes.com/2014/03/17/world/obamas-policy-is-put-to-the-test-as-crises-challenge-caution.html?_r=2&gwh=2AB4E35C86F3ECC785A68EB09C8DC6F8&gwt=pay
http://www.nytimes.com/2014/03/17/world/obamas-policy-is-put-to-the-test-as-crises-challenge-caution.html?_r=2&gwh=2AB4E35C86F3ECC785A68EB09C8DC6F8&gwt=pay
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http://www.washingtonpost.com/world/national-security/pentagon-to-boost-cybersecurity-force/2013/01/27/d87d9dc2-5fec-11e2-b05a-605528f6b712_story.html
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guidelines for offensive and defensive cyber action,170 
however statements from U.S. officials including 
President Obama in response to the North Korean 
hacking of Sony Pictures, reveals that there is not a 
clear definitions of cyberwarfare, cyberterrorism, or 
“cybervandalism.”171

Recognizing that the creation (let alone implementation) 
of government-wide doctrines requires significant 
resources, coordination, and time, it is important 
that the process to develop a “Doctrine on the Use of 
Economic Coercion” begins immediately, as a precursor 
to the creation of an Economic Warfare Command, as 
discussed below.

The development of a doctrine may also help the United 
States in broader, international discussions about the 
application and legitimacy of economic warfare and to 
defend against the use of these tools in unacceptable 
ways by America’s adversaries. In developing a system of 
rules and norms to govern the use of economic warfare, 
as it has for the use of force and is developing in the 
cyber realm, the U.S. can bolster its defenses against 
the unacceptable use of economic coercion. 

Second Phase: The Creation of  an 
Economic Warfare Command

In addition to mechanisms to address the use of 
economic warfare, a more system-wide change should 
be considered to develop an Economic Warfare 
Command, ECONCOM. This Command would 

170. Ellen Nakashima, “Obama Signs Secret Directive to Help 
Thwart Cyberattacks,” The Washington Post, November 14, 2012. 
(http://www.washingtonpost.com/world/national-security/
obama-signs-secret-cybersecurity-directive-allowing-more-
aggressive-military-role/2012/11/14/7bf51512-2cde-11e2-9ac2-
1c61452669c3_story.html) 
171. Eric Bradner, “Obama: North Korea’s Hack Not War, but 
‘Cybervandalism,’” CNN, December 21, 2014. (http://www.cnn.
com/2014/12/21/politics/obama-north-koreas-hack-not-war-
but-cyber-vandalism/) 

become the locus for developing and leveraging 
offensive coercion and incentive tools and for devising 
and building proactive strategies of economic defense 
Housed at the Treasury Department and led by TFI 
with close coordination with the Treasury Office of 
Policy Planning, this new command would coordinate 
and draw assets from within Treasury and across the 
federal government. Placing ECONCOM at Treasury 
would be unique as even CYBERCOM, which is led by 
the director of the National Security Agency, is housed 
within the Department of Defense.

More so than perhaps any of the other commands, 
ECONCOM would depend on the participation of 
a wide range of officials, who would be detailed to 
the Command from throughout the government. 
ECONCOM would also depend on its ability to 
requisition additional assets from agencies and 
therefore must be given the authority to requisition 
assets. We recommend housing ECONCOM at 
the Treasury Department not because Treasury has 
exclusive expertise on tools of economic coercion 
but because the U.S. Treasury’s mission includes 
protecting the integrity of the global financial system. 
The international community’s, and specifically foreign 
financial institutions’, understanding and acceptance 
of this particular component of Treasury’s mission has 
been important for isolating illicit financial activity 
and rogue actors identified by Treasury. Building 
on Treasury’s reputation will likely be important for 
ECONCOM’s success.

With Treasury in the lead, ECONCOM would 
require the coordination of a number of key assets. 
The Commerce Department’s Bureau of Industry 
and Security would provide expertise on export 
control issues and the U.S. Trade Representative on 
issues of U.S. trade relationships. Homeland Security 
Investigations (HSI) would provide assets related to 
illicit procurement and customs enforcement, and the 
Drug Enforcement Agency (DEA) would bring its 
significant investigatory and intelligence skills into illicit 

http://www.washingtonpost.com/world/national-security/obama-signs-secret-cybersecurity-directive-allowing-more-aggressive-military-role/2012/11/14/7bf51512-2cde-11e2-9ac2-1c61452669c3_story.html
http://www.washingtonpost.com/world/national-security/obama-signs-secret-cybersecurity-directive-allowing-more-aggressive-military-role/2012/11/14/7bf51512-2cde-11e2-9ac2-1c61452669c3_story.html
http://www.washingtonpost.com/world/national-security/obama-signs-secret-cybersecurity-directive-allowing-more-aggressive-military-role/2012/11/14/7bf51512-2cde-11e2-9ac2-1c61452669c3_story.html
http://www.washingtonpost.com/world/national-security/obama-signs-secret-cybersecurity-directive-allowing-more-aggressive-military-role/2012/11/14/7bf51512-2cde-11e2-9ac2-1c61452669c3_story.html
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build a close working relationship with the DOJ as 
well as closely coordinate with the Superintendent of 
Financial Services (New York’s financial regulator), 
who has prosecuted banks for sanctions violations,173 
and the Manhattan District Attorney’s Office and the 
office of the U.S. Attorney for the Southern District 
of New York, which have also played leading roles in 
terrorism and sanctions-related cases.

The Economic Warfare Command would also require 
a large intelligence component, drawing on assets from 
across the intelligence community. Treasury’s OIA has 
traditionally been a consumer and analyst rather than 
a collector of intelligence although it plays a leading 
role in the intelligence community’s counter-threat 
finance efforts. While OIA would continue to play a 
leading role in the analysis of FININT, the Director 
of National Intelligence would need to coordinate 
across the CIA, DIA, and other intelligence agencies 
to ensure that their agents and analysts are collecting 
FININT and other useful intelligence for analysis 
by OIA and others. Conversations with former U.S. 
government officials in unclassified settings indicate 
that this coordination is already ongoing and effective. 

In addition to offensive financial sanctions like those 
we have seen from Treasury in the past decade, the 
new Command would address the broad scope of U.S. 
economic persuasion and coercion—both offensive 
and defensive measures and tools of both isolation 
and inclusion. Coordination between financial and 
economic experts from Treasury with cyberwarfare 
experts at CYBERCOM would likely be necessary for 
the development and implementation of offensive and 
defensive cyber-enabled economic warfare tools. The two 
very different perspectives that these experts would bring 
to policy discussions would likely be a force multiplier 
of what each could develop and implement separately. 
Discussions about CYBERCOM’s relationship with the 

173. Lynnley Browning, “Regulator Benjamin Lawsky Is the Man 
Banks Fear Most,” Newsweek, June 30, 2014. (http://www.newsweek.
com/regulator-benjamin-lawsky-man-banks-fear-most-256626) 

networks to ECONCOM. The State Department’s 
Coordinator for Sanctions Policy and Office of 
Economic Sanctions Policy and Implementation would 
be central components of ECONCOM, and State’s 
regional desks would be called upon on an ad hoc 
basis in order to provide country- and region-specific 
information and data. 

As the Department of Defense continues to step up 
its Anti-Money Laundering (AML) and Counter 
Threat Financing programs, the Pentagon would be 
an ex-officio member of this new command. With 
the recognition of the financial independence of the 
Islamic State (also called ISIL), new conversations 
are developing about the interplay between kinetic 
options and economic assets. This discussion builds on 
the Pentagon’s Counter Threat Finance (CTF) Policy, 
which states that DOD will engage in strategic planning 
around CTF and integrate interagency representatives 
into DOD planning as necessary.172 As these 
conversations continue, the Defense Department’s role 
in ECONCOM may grow such that DOD is no longer 
ex-officio but rather a full member of the command. 

ECONCOM would need to work closely with federal 
banking regulators who not only set standards and 
policy but also can help develop creative defensive 
tools. Representatives of the Federal Reserve ought 
to be detailed to ECONCOM in order to coordinate 
with those in charge of monetary policy. There may 
also be requirements for the Fed to issue guidance to 
U.S. banks or to create work-arounds like the opening 
of accounts at federal institutions on behalf of allies 
who may find themselves under economic attack. 

It would also be important for this command to 
develop strong working relationships with the 
enforcement team at the Justice Department and 
officials in New York. ECONCOM would need to 

172. Department of Defense, Directive, “DoD Counter Threat 
Finance (CTF) Policy,” November 16, 2012, page 2. (http://
www.dtic.mil/whs/directives/corres/pdf/520514p.pdf ) 
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private sector—as well as Treasury’s experience working 
with SWIFT to create the Terrorist Finance Tracking 
Program—can also help inform ECONCOM’s 
development of relationships with the private sector.

U.S. Cyber Command was initially created as a sub-
command of the U.S. Strategic Command and is 
scheduled to become a full, unified command by 
the beginning of 2015.174 Explaining the importance 
of this step, then-NSA Director and head of 
CYBERCOM Gen. Keith Alexander testified before 
a House Armed Services Committee hearing that the 
main reason is “command and control, directly from 
the President and the Secretary [of Defense], directly to 
that commander.”175 A similar lesson should be applied 
to ECONCOM—that it should be a full, unified 
command so that the leadership has direct chain of 
command to the president.

Unlike CYBERCOM, which was—in part at least—
built on more than a decade of military engagement 
with cyber and information warfare against the United 
States,176 ECONCOM has less precedent from which 
to draw; economic warfare has been overwhelmingly 
offensive not defensive.177 The creation of this command, 
however, depends on creativity and innovation on the 
part of policymakers to analyze and prepare for over-
the-horizon threats.

174. Ellen Nakashima “Alexander: Promote Cyber Command 
to Full Unified Command Status,” The Washington Post, March 
12, 2014. (http://www.washingtonpost.com/blogs/the-switch/
wp/2014/03/12/alexander-promote-cyber-command-to-full-
unified-command-status/) 
175. Jared Serbu, “Cyber Command Headed Toward Unified 
Command Status,” Federal News Radio, March 14, 2014. (http://
www.federalnewsradio.com/398/3581197/Cyber-Command-
headed-toward-unified-command-status) 
176. Jason Healey, “The Future of U.S. Cyber Command,” 
The National Interest, July 3, 2013. (http://nationalinterest.org/
commentary/the-future-us-cyber-command-8688) 
177. During World War II, the United States and Britain had 
offices of economic warfare. Exploring lessons from this period 
as they apply in the modern context would likely provide fertile 
ground for additional analysis. 

CONCLUSION

Cyber-enabled economic warfare tools like the SWIFT 
financial messaging system have reshaped the mechanisms 
and levers of global statecraft. Economic sanctions had 
been dismissed for decades as ineffective until the debate 
shifted following the implementation of smart sanctions 
against Iran as a result of its illicit financial activities 
in support of its nuclear program and international 
terrorism. The ever-tightening financial isolation of 
Iran, including the first-ever expulsion of a country’s 
banks from SWIFT, changed Tehran’s tactics from 
nuclear defiance to international negotiations (whether 
or not this economic pressure however will change Iran’s 
objective of a nuclear weapons capability still remains 
to be seen178). The use of sanctions against Iran, Russia, 
Syria, and non-state actors such as al-Qaeda, the Islamic 
State, Hezbollah, Hamas, and others demonstrated that 
economic warfare can be an important tool but cannot 
work in isolation; it is one instrument to be wielded in 
conjunction with the full range of national power to 
address national security threats.

Over the past decade, the United States government—
led by the U.S. Treasury with vital input and pressure 
from Congress—has developed its economic warfare 
offensive capabilities but neglected defensive planning. 
With the challenge by states such as China and Russia 
to the U.S.-led international order, including to the 
preeminence of the U.S. dollar, economic warfare 
against the United States and its allies is a growing 
threat. While U.S. legislators and British officials 

178. Reuel Marc Gerecht & Mark Dubowitz, “Iran Wants the 
Bomb—And Sanctions Relief,” The Washington Post, October 
12, 2013; (http://www.washingtonpost.com/opinions/iran-
wants-the-bomb--and-sanctions-relief/2013/10/11/201f0734-
31e7-11e3-9c68-1cf643210300_story.html) & Mark Dubowitz 
& Reuel Marc Gerecht, “Iran Ignores a Lucrative Deal Over 
Its Nuclear Activities,” The Washington Post, August 10, 2014. 
(http://www.washingtonpost.com/opinions/iran-ignores-a-
lucrative-deal-over-its-nuclear-activities/2014/08/08/32ef5c96-
1ef0-11e4-ab7b-696c295ddfd1_story.html) 
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contemplate de-SWIFTing Russian banks, Russian 
officials are considering creating an alternative SWIFT 
system with Chinese cooperation, to create a financial 
network that is unlikely to meet high standards of 
financial integrity. Meanwhile, Palestinian activists are 
pressuring SWIFT, so far unsuccessfully, to expel Israeli 
banks, raising concerns that SWIFT may become a 
political football. 

A whole-of-government approach to hardening 
defenses against economic warfare is required to protect 
America and its allies. If we can envision a hypothetical 
scenario involving the use of SWIFT in a crisis in the 
South China Sea, in which economic warfare becomes 
a threat to U.S. interests and allies, our enemies no 
doubt can as well. 
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