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SOLUTION BRIEF

Mission-Ready: How D2iQ Provides Resilient Kubernetes 
to the Tactical Edge
The Space and Missile Defense mission requires a system capable of delivering synchronized communications 
to disparate multi-domain joint operations during battlefield conditions. This includes the delivery of artificial 
intelligence (AI)-aided communications with automated triggers delivered to multiple dispersed geographical 
locations using centralized and decentralized autonomous operations in high-latency low-bandwidth 
environments.

Meeting these critical needs requires the most advanced, agile, and scalable container-based microservice 
applications architecture. D2iQ is capable of delivering these advanced capabilities within a completely open, 
secure, stable, and resilient Kubernetes infrastructure that includes an integrated toolset that simplifies AI 
development and operations.

Today, D2iQ is providing state-of-the-art Kubernetes solutions for a roster of commercial and government 
customers, including federal civilian, defense, and intelligence agencies.

D2iQ has become the Kubernetes platform of choice in unified communications scenarios because of its 
unmatched performance, reliability, resilience, security, and ease of deployment across all cloud, on-premise, 
edge/IoT, and air-gapped environments. D2iQ further ensures the success of its solutions through rigorous 
testing, certification, and dedicated expert support.

The D2iQ Kubernetes Platform (DKP) provides the highest level of enterprise-grade security within a platform 
that meets all NSA/CISA Kubernetes security hardening guidelines. These guidelines include:

• Supply chain: D2iQ is a CNCF embargo partner and can respond rapidly to Day 0 security exploits through 
software patches. DKP goes through vigorous and continuous vulnerability scanning with every point 
release.

• Malicious threat actors: DKP is preconfigured with known security practices to ensure that Kubernetes 
components are free from common misconfigurations that a malicious actor could exploit.

• Insider threat: The DKP platform provides multifactor authentication for administrative delegation of duty 
and abides by the Presidential Executive Cyber Security Order conformance, including:

 •  Multi-factor authentication

 •  Data-in-motion encryption

 •  Data-at-rest encryption

 •  Zero-trust architecture principles
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Further security is provided by DKP’s microservice platform from the core to the tactical edge. The DKP platform 
also provides RBAC (role-based access controls) to restrict who and what has access to the Kubernetes 
infrastructure. 

Deploying a Kubernetes-based communications system at the edge provides the following key capabilities:

• Centralized management: An edge infrastructure is typically made up of different types of computing 
hardware resources and software applications. Kubernetes provides a universal management plane for 
organizations to manage a diverse set of workloads across different edge environments, eliminating the need 
to use multiple management tools for each environment.

• Low latency: Because Kubernetes automates the ongoing management of applications, it can automatically 
respond to changes at the edge. If an edge location goes down, Kubernetes can react in real-time, with 
minimal delay or downtime.

• Easy deployment: Kubernetes radically simplifies the application deployment process for a variety of 
reasons. Because Kubernetes is infrastructure agnostic, you can deploy Kubernetes on virtually any 
infrastructure.

DKP is particularly capable of delivering success at the edge because of the following capabilities:

• Manage infrastructure declaratively: DKP leverages Cluster API (CAPI) to automate many of the formerly 
manual processes required to keep systems running. If a node fails, CAPI automatically discards nonworking 
nodes and provisions new ones. This self-healing capability significantly reduces the operational effort of 
cluster lifecycle management and gives you peace of mind that mission-critical IoT applications can be run 
and updated with zero downtime.

• Securely connect to edge and IoT devices: DKP’s network tunneling feature is uniquely designed to provide 
centralized multi-cluster management of edge environments with limited connectivity or with firewall 
boundaries. With this unique capability, communication can take place unidirectionally, as needed, to remove 
the need for always-on bidirectional connectivity between the control plane and clusters. This makes it 
possible to securely and reliably connect to a large number of disparate IoT devices, regardless of where they 
are and what environmental conditions are present.

• Deliver better resource utilization: DKP’s CAPI-based integration allows for auto-scaling and workload 
optimization using Kubecost. This not only provides uninterrupted application availability, but dramatically 
reduces the time and costs required to constantly monitor the system for resource constraints.

• Deliver centralized management and governance: DKP provides centralized visibility and unified operational 
control for any edge infrastructure or Kubernetes distribution. This capability ensures the capability 
to deliver the management and governance needed to deploy and maintain edge and IoT applications 
repeatedly and reliably, while accelerating time-to-value.

A stable, reliable, resilient, and secure Kubernetes platform is a critical requirement for uniting the U.S. military 
command-and-control networks. D2iQ is unique in ability to meet these requirements.

To learn more about about how D2iQ can be your partner 
in the cloud native journey, go to D2iQ.com

https://d2iq.com/

