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Message from the Executive Director
We are excited to share this research on blockchain technology as a result of
an exclusive partnership between the Brightline Initiative and the Blockchain
Research Institute, the leading knowledge network on the study of the
strategic implications of blockchain in organizations, industries, and our
society.
The Brightline Initiative is a coalition led by the Project Management
Institute, together with leading global organizations dedicated to helping
executives bridge the expensive and unproductive gap between strategy
design and delivery.
In this research project, Mark van Rijmenam—founder and CEO of Datafloq,
a strategy consultancy working at the intersection of big data, artificial
intelligence, and blockchain technology—explores how distributed ledgers
will change business models dependent on free big data. He examines the
data challenges of Caterpillar, Skullcandy, and the Avis Budget Group. He
also explains what Telstra’s muru-D accelerator is doing with blockchain
start-ups.
Distributed ledger technology will enable instant payment networks,
loyalty schemes, aggregated metadata, multi-jurisdiction processes, and
transactions within multinationals, potentially without liability for customer
data and in compliance with EU General Data Protection Regulation. Mr.
van Rijmenam discusses self-sovereign identity systems and the efforts of
blockchain start-ups in this space. He also looks at the efforts of Alibaba’s
payment affiliate, Ant Financial, to develop and integrate the Sesame Credit
scoring system into Alipay.
We continue our mission to develop and share thought leadership and
best practices on different topics related to strategy implementation. We
hope this research can help senior leaders to increase their knowledge
and understanding of blockchain technology, and how they can use it to
overcome challenges and improve their success in implementing strategy.

RICARDO VIANA VARGAS
Executive Director
Brightline Initiative

The Brightline Initiative is a founding member of the Blockchain Research Institute and is republishing this white
paper with the BRI’s permission. Brightline is a trademark of the Project Management Institute, serial number
87318956 in the US Patent and Trademark Office.
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Foreword
Blockchain will change the business of big data, fundamentally. This
is the first significant work to explain how.
Big data has become a new asset class, one that might trump
previous asset classes. However, today we are living in an age of
“data feudalism.” This new asset, worth trillions of dollars, has
been created by us—individuals and organizations—but nearly
all of the value is expropriated by the new digital landlords.
Concentrated powers in business and government have bent the
original democratic architecture of the Internet to their will. Digital
conglomerates such as Amazon, Facebook, and Google—all Internet
start-ups at one time—have been stockpiling user data in their
private silos rather than on the World Wide Web.
Revelations of massive online surveillance and what I call commercial
“data fracking” have driven people in established democracies to
seek anonymity and encryption technologies such as those deployed
in blockchain. With these tools, individuals can disguise their
identities, mask their movement on the Web, and scramble their
messages in transit and in storage so that only authorized persons
may access them.

We are living in an age of
“data feudalism.” Big data
as a new asset class worth
trillions of dollars has been
created by us—individuals
and organizations—but
nearly all of the value is
expropriated by the new
digital landlords.

Those capabilities are essential in preserving both privacy and
property rights to our own data, and blockchain technology enables
us to collect, store, and manage it ourselves in a digital black box
of sorts. We could establish the terms of usage and allow others to
access it through homomorphic encryption and secure multiparty
computation, meaning that we could share our data with Amazon,
Facebook, or Google in exchange for a fee, and those parties could
use it in computations without ever decrypting it or learning anything
about us.1 That’s what MIT Enigma will empower us to do. “Enigma is
a decentralized computation platform with guaranteed privacy” that
enables “autonomous control of personal data.”2 That’s exciting. It
will turn this multibillion market upside down so that these revenues
flow to the individual data creators. Serfs no more!
This Blockchain Research Institute project looks at the convergence
of big data and blockchain and the implications for organizations and
consumers. Companies will have to pay a fee to query a consumer’s
black box. Is this person accepting automobile advertisements?
If yes, then how much is the consumer charging to view them?
Changing the power dynamic will dramatically transform marketing,
since every message will need to be compelling and useful enough
to be accepted and viewed by its target audience. Ditto for recruiting
new talent. Is this person accepting new clients or looking for new
projects? If yes, then how much for a consultation? So blockchain will
not only “disrupt the disrupters,” but will also radically change how all
businesses operate.
Business-to-business data will be huge, too. Many large corporations
have strong governance mechanisms for their hard assets. However,
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according to Dr. Elizabeth M. Pierce, a program chair for the
International Conference on Information Quality hosted by MIT in
2015,

Privacy is the foundation
of freedom. While digital
conglomerates create great
value for consumers by
mining consumer data, they
undermine our traditional
concepts of privacy and the
autonomy of the individual.

Information assets are often the worst governed, least
understood, and most poorly utilized key asset in most firms
because [information] is increasingly easy to collect and
digitize, has increasing importance in products and services, is
very difficult to price, has a decreasing half-life, has increasing
security and privacy risk exposure, and is a significant
expense in most enterprises.3
Dr. Pierce advocates for strong data governance—I couldn’t agree
more—which she defines as “specifying the decision rights and
accountability framework to encourage desirable behaviors in
the use of data.” She makes an important distinction between
data governance and data management: “Governance is about
determining who inputs and makes the decisions and how.
Management is the process of making and implementing the
decisions.”4
Mark van Rijmenam, our project leader, analyzed the parameters
of data governance—sharing (or access), security, privacy, identity,
and ownership—in practical terms for executives. We invited Mark
to direct this project because he is among the top thinkers in this
area. He was named a global top 10 big data influencer and one of
the most influential people working with blockchain. He has done an
excellent job of underscoring the importance of data governance and
blockchain’s ability to support governance initiatives and rebuild the
trust of consumers and collaborators.
DON TAPSCOTT
Co-Founder and Executive Chairman
Blockchain Research Institute
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Idea in brief
»» Big data is eating the world. Slowly we will begin to see

the enormous implications of this mega trend. Big data
offers organizations enormous possibilities to improve their
products, services, and operations.

»» Big data also results in enormous challenges for consumers,

revolving around privacy, security, and ownership, as well as
organizations, including changing data-governance practices
and the sharing of data among industry players. Not meeting
these challenges could undermine the competitiveness
of every organization—or worse, directly undermine our
democracy.

»» Blockchain offers us a means of improving how organizations
apply big data to preserve consumer rights to privacy and
security. If designed and programmed carefully, smart
contracts could help share data effortlessly and the mutual
benefit of the sharer and recipient.

»» By using self-sovereign identities, consumers could recover

and manage ownership of their personal data and the data
they generate online. For consumers to assume better control
of their data using blockchain, they will need to be educated
on the use of public and private keys.

»» We live in exponential times, and organizational leaders today

With the Internet of Things,
the world’s total data
volume will grow to 163
zettabytes per year by
2025, a tenfold increase
compared to 2016.

6

should investigate how big data and blockchain will affect
their business, if they want to be leading these organizations
tomorrow.

Introduction
The phrase big data has been around since 2001.5 Since then, the
amount of data available has grown exponentially. Business Internet
protocol traffic nearly tripled in 2017 compared to 2012 and will
continue to grow at a compound annual growth rate (CAGR) of 21
percent to 2021, while global consumer Internet traffic is expected
to grow at a CAGR of 24 percent for the next five years.6 With the
Internet of Things (IoT), the world’s total data volume will grow to
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163 zettabytes per year by 2025, a tenfold increase compared to
2016.7 By 2025, the average person will interact with a connected
device nearly every 18 seconds, in effect digitally documenting every
move, query, purchase, plan, and communication in such minute
detail that, if this person cannot control access to her digital trail,
privacy will have no meaning and security will remain uncertain.8

For many businesses, the
likely path to creating
competitive advantage
is by subjecting big data
to advanced analytics.
Big data has become
a corporate standard,
and data analytics is a
prerequisite to remain
competitive.

This increasing availability of data significantly changes organizations
in terms of strategy, design, culture, and operations.9 Already,
for many businesses, the most likely path to creating competitive
advantage is by subjecting big data to (advanced) analytics.10 Today,
big data has become a corporate standard, and data analytics is a
prerequisite to remain competitive.11 The impact of big data on an
organization depends on the type of data collected (structured vs.
unstructured) and the type of analytics applied.12 There are several
levels of practices, each increasing in complexity and the value
they create: descriptive analytics, diagnostic analytics, predictive
analytics, and prescriptive analytics.
Experts, consultants, and researchers have told organizations that
the best approach to learning from big data was to centralize all
available data, including customer, product, and operations data.
Consequently, they have replaced large relational databases with
data lakes running big data applications, creating a market worth well
over $100 billion annually.13
However, the problems and challenges with big data are significant
for both organizations and consumers, and we need to address them
if we want to benefit from it in the future.14

Figure 1: Achieving competitive advantage with convergence of big data and
blockchain
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Challenges for organizations
Large and multinational organizations span multiple jurisdictions
and territories, where variables such as technologies, infrastructure,
markets, customer demands, and consumer protection laws are
different. Therefore, each business unit often develops its own data
infrastructure solution, often with its own standards. Individual
business units might operate their own data lakes, but have technical
trouble pooling data across lakes. In addition, different departments
often hold multiple copies of the same data source. How does an
organization know which copy is the master copy, or the most up to
date?
Sharing data across companies is even more challenging. Although
companies such as DataStreamX and DataMarket facilitate the global
exchange of information, sharing data with a competitor is usually
tricky, even if it can bring substantial benefits.
Apart from sharing data within an organization or across industries,
data governance remains an issue.

»» Data governance refers to principles such as data quality,
metadata, data access, and data life cycle.

»» Data principles define how business users ought to manage
and deal with available data.

»» Data quality refers to the accuracy, timeliness, credibility,

and completeness of the data. Metadata (“data about data”)
describes other data and helps us to find, understand, and use
those other data effectively.15

»» Data access determines who has access to what data within
the organization.

»» Data life cycle is about how we organize, store, and archive

data over time. If we don’t think carefully and critically about
usage of data over time, then we might set our organizations
up to encounter problems using these data later.

Departments, business units, and organizations might question the
accuracy or ownership of the data when its provenance (its origin) is
unclear or hackable.

Security of consumer and
business data remains a big
issue. Any organization can
be hacked.

8

Finally, security remains a big issue. Any organization can be hacked.
The breach of Equifax, the consumer credit reporting agency that
exposed the personal data of some 143 million Americans in June
and July 2017, is among the most recent and, some have argued,
very preventable. Thus far, the Equifax breach has cost the company
$4 billion.16 The company’s CEO resigned over the hack, as did its
chief information officer and its chief security officer.17 The Federal
Trade Commission, the Consumer Financial Protection Bureau, the
Securities and Exchange Commission, a few state attorneys general,
and other agencies in Britain and Canada have begun probes to
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determine whether the hack was indeed preventable, and whether
several executives deliberately sold stocks before making their
knowledge of the breach public.18

Any smart device is
a vulnerable device,
according to Mikko
Hyppönen of F-Secure and
Linus Nyman of the Hanken
School of Economics in
Helsinki.

Equally troubling, in October 2016, hackers seized numerous
unsecured IoT devices for a distributed denial of service (DDoS)
attack, resulting in a widespread outage of websites. These
connected devices could be hacked via their widely known default
passwords.19 Connected devices have a variety of vulnerabilities. As
Mikko Hyppönen (chief research officer at F-Secure) and Linus Nyman
(assistant professor at the Hanken School of Economics in Helsinki,
Finland) argue, any smart device is a vulnerable device.20 Security
issues include technical problems (outdated software, insecure
data transmissions, etc.) and people problems (simple and default
passwords, public Wi-Fi, etc.).21 As more devices connect to the
Internet and each other, without a security solution, the Internet of
Things will become the Internet of Vulnerable Things.22 How can an
organization prevent the dissemination of valuable private data if its
firewall is breached?
Big data sets enable organizations to improve operational efficiencies,
but big data users must overcome significant challenges if they want
to minimize risk. Consider Skullcandy, Caterpillar, and Avis Budget
Group.

Skullcandy: Improving decision-making agility
The headphone manufacturer Skullcandy applies big data to
communicate with its various teams.23 Originally, Skullcandy used
outdated business intelligence; employees who tracked performance
metrics, such as forecasting and marketing data, kept getting
varied results, despite using the same information. With data
exceeding 100 million rows spread across multiple source locations,
Skullcandy decided to implement a unified solution from Sisense: a
central dashboard and reporting tool so that teams can assess their
progress.
Considerations

»» A centralized dashboard does not solve issues related to data
quality and data provenance, nor does it verify that data can
be trusted.

»» Centralization of an extensive data source makes it vulnerable
to security breaches and hackers.

Caterpillar: Using predictive analysis or maintenance
Caterpillar applies predictive maintenance analytics to reduce
operational costs.24 The company’s marine division serves shipping
vessel and tugboat fleet operators and uses analytics to discover
ways to save fuel—an important driver for its customers’ profits.
The company used its intelligence platform, which integrates
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with the analytical platform and data integration of Pentaho, to
discover a data correlation between refrigerated containers’ energy
consumption and fuel-meter readings, both of which are monitored
by shipboard sensors.
Combining big data and predictive analytical maintenance helped
validate this information and make better projections for the
best operating range via changing generator power outputs. This
tactic saved $30 per hour, which will have a big impact over time.
For example, fleets with 50 ships that operate half the year (24
hours/day) would save more than $650,000 annually. Predictive
maintenance analytics helps the company better serve its customers.
Considerations

»» How trustworthy are data collected by these sensors?
»» Can anyone edit this centralized database to show more
favorable results.

»» How secure are the sensor data if they are stored in a
centralized database?

Detailed, up-to-date,
customer profile data
are crucial to effective
marketing campaigns. By
using big data and focusing
on customer lifetime value,
Avis Budget Group was
able to improve its contact
strategy and the consumer
experience.

»» How easy is it to share data with other companies?

Avis Budget Group: Using detailed customer profiles to
improve marketing
Detailed, up-to-date, customer profile data are crucial to effective
marketing campaigns. Car-rental company Avis Budget Group used
big-data analytics to accelerate its marketing activities. It garnered
information from the 40 million customer records compiled from
its reports, rental transaction system, and online transactions to
produce one-year projections of customer rentals and profits on
a continuous basis in comparison. It also infused data into the
customer experience and focused on the customer lifetime value.25
By using big data, the company was able to improve its operational
efficiency and contact strategy.
Considerations

»» Centralized customer data are highly sensitive to data
breaches.

»» Who has access to these sensitive customer data?
»» How has it structured and stored data to generate reliable
customer histories?

»» Customers want to control access to their data and value their
privacy.
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Challenges for consumers

The more data are linked,
shared, or sold to third
parties, the more consumer
privacy is violated. The
trend toward restoring data
ownership to consumers
will require organizations to
rethink their approach to
big data.

The growing datafication of our society creates tension with
consumers. Increasingly, consumers believe that privacy no longer
exists. Organizations such as Google, Facebook, Microsoft, and
Experian collect troves of data to offer personalized advertising,
services, and products across the web.26 Not only do commercial
organizations collect vast amounts of personal data, but governments
also aim to use big data to understand and control their citizens. The
more data are linked together, shared, or sold to other companies,
the more consumer privacy is violated.27 Consequently, there is a
trend toward restoring data ownership and control to consumers,
which will require organizations to rethink their approach to big data.
For years, consumers have been handing over their data to
companies that, in return, offer free services, such as e-mail or social
media. These companies use and abuse these data according to their
take-it-or-leave-it terms of service. For example, Facebook allowed
academic researchers to access its data without having secured
users’ informed consent.28 Although consumers create the data, big
corporations make billions of dollars off them. The centralized control
of data ownership by large corporations is harmful for consumers and
could even threaten democracy, as we have seen with Facebook’s
influence during the Brexit campaign and the 2016 US elections.29
Consumers increasingly demand more control over their data, which
could affect how organizations can collect, store, and apply customer
data.

Blockchain and big data
Fortunately, the technology that solves the issues consumers have
with today’s big data practices will solve the organizational challenges
companies face. Some have argued that blockchain would do for
value what the Internet did for information: facilitate trustless
peer-to-peer transactions without intermediaries.30 Blockchain is
a distributed ledger, and the data recorded on it are immutable,
verifiable, and traceable.
These new characteristics of data will help organizations solve
issues related to data sharing, data governance, data provenance,
security, data ownership, and consumer or client privacy. As a result,
the convergence of big data and blockchain will greatly affect how
organizations should approach big data and how they can derive
insights from it. This research explores these applications and looks
at start-ups developing solutions to ensure data provenance, privacy,
security, and data ownership.
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Ball 63527 by Gerd Altmann (geralt), 2012, used under CC0 1.0.

How Telstra applies blockchain to secure smart
home systems
The proliferation of IoT devices and its adoption by consumers
have brought on security concerns, such as identifying the validity
of a transaction and the identity of the person authorizing it.31
Australian telecommunication company Telstra is tackling this issue
for consumers. The company is experimenting with a combination
of biometric security and blockchain technology for its IoT smart
home product offerings. The company is using these technologies to
enhance security across smart devices with the help of experiential
tests using blockchains, and leveraging the help of blockchain startups.

Telstra leverages blockchain to address technicalities
As the number of IoT
devices expands, so
will the number of
transactions. Keeping up
with these transactions
increases computational
requirements, which can
become a serious challenge.

According to Katherine Robins, principal security expert at Telstra,
Telstra intends to use blockchain to secure the IoT ecosystems
of smart homes.32 To do so, it works with a number of blockchain
start-ups via its muru-D accelerator and Telstra Ventures, including
Brontech, a start-up that aims to simplify the use of blockchain to
help protect user identity.33 The company tested its IoT smart home
system on a variety of distributed ledgers, such as Ripple, Apache
Hyperledger, and Ethereum, which resulted in exploring the viability
of applying blockchain technology to IoT as a security enhancement
solution for devices that were limited to storing small quantities of
data.34
Initially, tests were exclusive to ADSL-T Gateway routers, but they
were expanded to other home devices, including on-off switches and
cameras.35 However, as the number of IoT devices expands, so will
the number of transactions, and keeping up with these transactions
increases computational requirements, which can become a serious
challenge.
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Moreover, too much traffic can leave IoT devices vulnerable to other
security issues, such as DDoS attacks. These attacks can bring down
entire enterprise servers and halt the delivery of service to millions
of customers, as we have seen in the 2016 Mirai DDoS attack that
brought down much of the Internet. After the attack, more than
14,000 Internet domains (roughly 8% of Dyn’s customers) dropped
Dyn as their DNS service provider.36 In addition, the time it takes to
verify device firmware can cause difficulties, especially in settings
where connections lack security or are inconsistent, such as rural
areas or large farms.
Telstra, however, plans to mitigate these issues by incorporating
blockchain technology to store device firmware’s cryptographic
hashes on private blockchains and reduce the time it takes to verify
transactions.37
This is possible thanks to Telstra’s ability to detect tampering and
receive data that is resistant to alteration in real time. Additionally,
hashed user biometric data are integrated into the private blockchain
to improve user identification and enhance verification.

Benefits of blockchain for Telstra
Using blockchain to secure
smart home systems can
accelerate resolution time,
which can help companies
identify users and verify
transactions faster.

There are several benefits of using blockchain to secure smart
home systems, including acceleration of resolution time, which can
help companies identify users and verify transactions faster.38 This
becomes increasingly important as businesses create applications
to enhance customer experiences with convenient access to their
products and services, which is especially relevant for smart home
systems.
Telstra extends the security provided by blockchain technology
and combines it with biometric features, such as voice and facial
recognition, which are stored encrypted on the blockchain, making
it immutable, verifiable, and traceable.39 The usage of blockchain

Cyber Security 2296269 by Vishnu_kv, 2017, used under CC0 1.0.

13

© 2017 BLOCKCHAIN RESEARCH INSTITUTE

THE CONVERGENCE OF BIG DATA AND BLOCKCHAIN

makes IoT security significantly more efficient and cost-effective.
In addition, the additional security can help reduce fraudulent
transactions and mitigate unauthorized access of smart devices or
networks.

Telstra’s use of blockchain
technology will provide
peace of mind to
consumers who will know
that their data are safe and
that they have control over
who has access to their
information.

Traditional data sharing
systems generally enable
reverse-engineering the
data to obtain any missing
information. Blockchain
enables organizations
to segment data, store
each segment into a vault,
and maintain full control
over who has access to
those vaults, governed by
asymmetric cryptography
and smart contracts.

As the IoT ecosystem increases, so will vulnerabilities and
transactions. This makes it essential for heightened security
measures to verify the validity of transactions and users at a faster
pace. Telstra’s use of blockchain technology will further improve
security measures of smart devices within the home. This will
enhance the customer experience by providing peace of mind to
consumers who will know that their data are safe and that they have
control over who has access to their information.

Data sharing
For most organizations, the importance and advantages of data
sharing are clear and have been clear for years.40 Combining various
internal and external data, so-called mixed data, offers organizations
additional insights that can significantly benefit the organization.41
Although sharing data across geographically dispersed business
units can be challenging because of different standards or formats,
sharing data with the competition is nearly impossible. After all, why
would we share one of our organization’s most valuable assets with
our competitor, or with a broker such as Experian? Organizations
therefore require an accurate, reliable, and data-preserving
technology to facilitate such data sharing.
While existing companies such as DataStreamX or DataMarket offer
novel solutions, none of them offers the benefits of sharing data
privately and reliably. Blockchain, however, enables organizations to
keep control over their own data that they want to share or sell, as
the data will remain within the organization. It enables organizations
to segment data as they want, store each segment into a vault,
and have full control over who has access to those vaults, governed
by asymmetric cryptography and smart contracts. As a result,
organizations “never make anything available that you can’t, or
that you don’t want to,” according to Marcien Jenckes, advertising
president at Comcast Cable, which will be releasing a data sharing
solution in 2018.42
Thanks to the usage of decentralized cryptography, the blockchain
solution developed by Comcast is more secure than traditional
solutions, which generally enable reverse-engineering the data
to obtain any missing information. Comcast is collaborating with
several organizations, including NBC Universal, Disney, Altice USA,
Cox Communications, TF1 Group in France, Channel 4 in the United
Kingdom, and Mediaset Italia to figure out how the system should
work.
Another solution currently being developed for enterprise data
sharing is the Fujitsu data exchange network, which allows
organizations to share their data safely and quickly with their
competitors without disclosing confidential information, and
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Using a Hyperledger-based
framework, the Fujitsu data
exchange network allows
organizations to share their
data safely and quickly
with third parties without
disclosing confidential
information and get paid for
every bit used by a third
party.

getting paid for every bit that is used by the third party.43 It uses a
Hyperledger-based framework that provides organizations full control
over their distributed data; the objective is to promote interchanges
of data collected by various organizations and companies. Every
transaction will be recorded on the blockchain, making it immutable,
verifiable, and traceable. This will help organizations understand
who had access to what data when, how that data were used, and
how much money the data generated. An added benefit of using a
blockchain-based sharing platform is that organizations no longer
have to hand over their data to companies such as Experian or
Acxiom, since using distributed ledger technologies means these
intermediaries are no longer necessary.
Data sharing will also be very useful for the IoT, where independent
sensors can sell their data to the highest bidder (whether this
is another sensor or an organization) using micro- or even
nanotransactions. While microtransactions have never been possible
due to the high transaction costs involved in traditional payments
(or even nowadays in bitcoin), it is likely that future cryptocurrencies
will enable sensors or organizations to pay for data by transferring
thousandths or millionths of a cent. This capability will spur new
business models for organizations that install sensors across the
globe and sell the data collected by those sensors to interested
actors.
The first platform to enable such data sharing is called Terbine, which
has enabled a sensor data exchange for the IoT. While Terbine does
not yet employ distributed ledger technology, it indexes all publicly
available sensor data and grades the quality of those data, thereby
creating a global frictionless IoT marketplace, according to David
Knight, founder and CEO of Terbine.44
IOTA, on the other hand, has developed a remarkable new blockchain
technology that could enable companies to share their data on an
open marketplace in real time, without the need for fees. IOTA
(“Internet of Things asset”) can settle transactions in real time

Photo Sharing by PublicDomainPictures, 2014, used under CC0 1.0.

15

© 2017 BLOCKCHAIN RESEARCH INSTITUTE

THE CONVERGENCE OF BIG DATA AND BLOCKCHAIN

Data governance has
become such a necessity
that organizations can no
longer expend minimal
effort to steward their data.

among connected sensors through a blockless distributed ledger,
called tangle, which is infinitely scalable. The tangle is built using a
so-called DAG, or a directed acyclic graph, which is actually not a
blockchain at all. IOTA has created a decentralized and self-regulating
peer-to-peer network for the IoT that will enable anyone to share
data among connected devices and sensors for free. With blockchain
technology, or tangle in the case of IOTA, organizations can verify
the integrity of and pay for the data shared across business units,
organizations, and things. In 2017, IOTA launched a new data
marketplace, data.iota.org, making it possible to securely store,
sell, and access data streams, especially targeted at the Internet
of Things domain.45 A true paradigm shift for organizations, it could
support the inclusion of previously unthinkable data sources resulting
in better products and services.

Data governance
Organizations already consider data an asset and include it on
their balance sheets. Secure data sharing enables organizations
to monetize this asset.46 As a result, organizations need a single
version of the truth.47 Therefore, how to govern the data is playing
an increasingly critical role within organizations.48 In fact, data
governance has become such a necessity for organizations that they
no longer can get away with expending minimal effort to that end.49

The importance of governance: Quality and compliance

Blockchain does not
magically transform lowquality data into highquality data in terms
of consistency and
correctness. Garbage in
still means garbage out.
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Data governance is involved with creating guidelines and standards to
achieve data quality management and ensuring compliance with the
processes developed around data usage.50 Master data management,
an aspect of data governance, is growing in importance to ensure
data quality, because decades of using and storing data in disparate
stores and formats has resulted in many inconsistencies, making it
difficult for companies to understand their data.51 Improper master
data management processes could result in a variety of problems
that could harm the business, such as operational problems or
incorrect customer data. As such, due to the increasing amount of
data available, master data management is increasingly important to
organizations.52
In theory, master data management will become more important
since blockchain preserves data indefinitely. Resilience and
irreversibility are two key attributes of blockchains; once transaction
data are added and accepted by the nodes, they become
immutable.53 However, blockchain does not magically transform
low-quality data into high-quality data in terms of consistency and
correctness. Garbage in still means garbage out. If bad or lowquality data are presented in the right way, they will be appended
to the blockchain. If a document contains false information but
is presented in the right way, it will still end up on a blockchain.54
Therefore organizations require a data-governance framework that
combines business and technical perspectives related to data quality
to respond to strategic and operational challenges involved with data
that is added to a blockchain.55
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An industry perspective

Whenever an entity
interacts with data, the
system will add an entry to
the ledger. The entry will
indicate which piece of data
was used and why. Any
access and changes made
to the individual’s data will
be immediately visible. In
effect, the system enables
a verifiable data audit.

Data governance is relevant for any industry, but the healthcare
sector especially can benefit from blockchain-enabled data
governance because of the sensitive data generated, stored, and
shared. Already, several companies are investigating the potential
of combining healthcare data with blockchain, including DeepMind,
Google’s health tech subsidiary driven by artificial intelligence. In
March 2017, London’s Royal Free Hospital and DeepMind announced
plans to develop kidney monitoring software. The longer-term
objective is to allow hospitals, the National Healthcare Service, and
patients to track their health data and to share and combine data
securely through distributed ledger technology.56
DeepMind co-founder Mustafa Suleyman and Ben Laurie, its head
of security and transparency, called this a verifiable data audit:
whenever an entity interacted with data, it added an entry to the
ledger. The entry indicated which piece of data was used and why.
For example, a doctor accessed a patient’s blood test data to check
it against the NHS national algorithm for acute kidney injury. Any
access and changes made to the patient’s data would be immediately
visible. In other words, they are creating an auditing system for
health data.57 Ensuring that the data are accurate becomes all
the more important when dealing with healthcare data to ensure
patients’ privacy and safety.
Healthcare is one area where data governance becomes increasingly
important, but in fact, data governance should be a key consideration
for any organization in any industry. Especially with the amount of
data being created at increasing speeds, data governance becomes
critical to ensure protection of the rights of consumers. Craig Mundie,
senior adviser to the CEO of Microsoft and the company’s former
chief research and strategy officer, argued that the focus should shift
from data collection and retention to how personal data are used.
He suggested annotating datum at its point of origin and wrapping it
with metadata that include how the data can be used by whom and
under what circumstances.58

Matrix 2953862 by Gerd Altmann (geralt), 2017, used under CC0 1.0.
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We could use a “wrapper”
with metadata and rules
governing the use of
personal data to protect
our privacy. We could
record that wrapper on
a blockchain and use
smart contracts for data
governance to ensure that
organizations cannot alter
these rules without our
knowledge.

Alex “Sandy” Pentland, author of the book Social Physics, adds to
this that consumers should have the right to full control over their
data and that the protection of personal privacy ensures the future
success of a society.59 The approach of a “wrapper” with metadata
and rules governing the use of personal data, could definitely
contribute to this protection—especially if that wrapper is recorded
on a blockchain and governed by smart contracts to ensure that
organizations can not alter these rules without the consumer
knowing. Implementing such governing rules would work similarly
to the Fujitsu data exchange network, or the Blockchain Insights
Platform developed by Comcast, albeit for consumers instead of
enterprises.60
One approach to achieve this is using a keyless signature
infrastructure (KSI) approach. This differs from a public key
infrastructure (PKI) approach, which is the standard cryptographic
toolshed for authentication of data using digital signature, as
signatures can be reliably verified without assuming continued
secrecy of the keys.61 As Mike Gault, co-founder and CEO of
Guardtime—a technology company with decades of experience
defending networks from nation-state attacks—explained,
“signatures generated by KSI can be used as a wrapper (or stored as
additional metadata depending on the data model) for any size and
type of data such that the signature is cryptographically linked to the
underlying data. The cryptographic link allows assertions to be made
at a later date regarding the time, integrity and provenance of the
data.”62
The result is a blockchain approach to include rules governing
personal data that restores control to consumers over their own
data—that is, bringing governance to the code. Smart contracts can
then be used to change rules securely, depending on certain preset conditions. Therefore, with blockchain, data governance can
become intrinsically linked to the data, preventing manipulation and
protecting consumers and organizations.

Data security
Blockchain not only improve data governance, it also positively
affects data security. Despite the high market value, the Bitcoin
blockchain has not yet been hacked, although it is likely that many
hackers are trying, especially with a market capitalization of $297
billion, as of 15 December 2017. Although a variety of cryptocurrency
exchanges have been hacked, blockchain technology itself offers
security on several fronts that are very useful for organizations
dealing with big data. There are three main areas where blockchain
can contribute in terms of data security: confidentiality, integrity, and
availability.63

Data confidentiality
According to the National Institute of Standards and Technology
(NIST), confidentiality refers to “preserving authorized restrictions
on information access and disclosure, including means for protecting
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According to Alex Momot,
founder and CEO of Remme,
blockchain can move the
responsibility of strong
authentication from the
user to the organization.

personal privacy and proprietary information.”64 Confidentiality is
increasingly becoming important, especially in its ability to stop
identity theft. Identity theft is especially known to harm consumers,
although organizations can fall victim to commercial identity theft.
This entails using fake identities to obtain information or to bill for
services or products that have not been delivered. It happens to all
types of organizations and as recently as April 2017, Facebook and
Google disclosed being the victims of a $100 million commercial
phishing scam.65
Although many organizations apply asymmetric cryptography
or PKI to secure communication, PKI relies on a trusted central
authority to issue the certificates (key pairs), an authority that
can be compromised by hackers using, for example, a man-inthe-middle attack. Blockchain, however, can prevent such attacks
by creating a public and audible PKI, thereby decentralizing the
issuing of certificates. The KSI developed by Guardtime is one such
decentralized approach; and in 2016, the company managed to
secure all one million e-health records of Estonia.66 Danube Tech
is another tech firm that aims to develop a decentralized PKI and
restore control of online identities to their rightful owners.67 A third
company is CertCoin, developed by MIT, which used a distributed
ledger to remove the central authority for issuing certification.68
A common approach to identity theft is to obtain and exploit
usernames or passwords of consumers illegally, sometimes by
hacking centralized databases. Organizations are required to take
the necessary security measures to prevent hackings. However, any
security measure taken by organizations will be in vain if customers
still use traditional usernames and passwords, such as 123456 or
password. In such instances, a decentralized (certification) system
can help. As Alex Momot, founder and CEO of Remme, stated,
blockchain can move the responsibility of strong authentication from
the user to the organization.69

Binary 1536650 by Gerd Altmann (geralt), 2016, used under CC0 1.0
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The full encryption of blockchain ensures that data cannot be
accessed by unauthorized parties while in transit through untrusted
networks. In addition, inherent to blockchain is the immutability of
data, preventing parties to illegally adjust data for their own benefit.
Therefore, for organizations to ensure confidentiality, blockchain has
become key. Increasingly there are a variety of solutions, such as
those offered by Guardtime, Danube Tech, and CertCoin.

To ensure integrity,
organizations would need
to educate consumers in
how to deal with the private
keys, as many consumers
are not familiar with private
and public keys and how
they work.

Data integrity
The second contribution of blockchain in terms of data security is
that it ensures integrity, which the NIST defines as “guarding against
improper information modification or destruction, and includes
ensuring information non-repudiation and authenticity.”70 The
combination of hashing and cryptography as well as the decentralized
nature of blockchain means that there is no central authority or actor
that can adjust the data on the blockchain for its own benefit. Doing
so would be known instantly to all other stakeholders with access to
the blockchain, who would not verify such transactions.
With blockchain, any asset recorded on a blockchain can be retrieved
or moved only with the corresponding cryptographic key. Therefore,
the key becomes an asset that its owner can monetize, since it
is backed by the underlying asset.71 Protecting the private key is
critical. Therefore, organizations should be aware of how to deal
with the cryptographic keys and how to expect customers to deal
with them. A lost private key can prevent data on a blockchain from
being decrypted or, if it falls into the wrong hands, it can make the
data public for those who have access to the private key. Therefore,
to ensure integrity, organizations would need to educate consumers
in how to deal with the private keys, as many consumers are not
familiar with private and public keys and how they work.
As David Treat, managing director financial services and blockchain
lead for Accenture said, “Leaving cryptographic keys in software
sitting on a computer is the equivalent of leaving your house keys
under the welcome mat.”72 So, although blockchain ensures integrity
by making data immutable, there remains a responsibility for
organizations and consumers.

Data availability
“Leaving cryptographic keys
in software sitting on a
computer is the equivalent
of leaving your house keys
under the welcome mat.”
DAVID TREAT
Managing Director
Accenture Capital Markets
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The third contribution of blockchain to data security is availability,
which NIST defines as “ensuring timely and reliable access to and
use of information.”73 Distributed ledger technology does not have a
single point of failure, which would make a DDoS attack exponentially
more difficult. After all, for a blockchain network to be brought
down, all nodes within the network should be attacked. With some
decentralized networks incorporating millions of computers, this
becomes highly improbable to achieve. This is why a blockchainbased PKI is so valuable, since it does not a have a single point of
failure (the central authority that issues the certificates).
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With any digital technology,
security should be a
key component of any
digital strategy to protect
consumers, customers, and
employees.

Despite blockchain’s potential to improve data security, there must
be a note of caution, since the technology is still so new. Hence, in
the (near) future, currently unknown security issues might appear
that could have an impact on how the technology is used and applied.
In addition, many start-ups are experimenting with various new
blockchain technologies or cryptographic practices, which, if done
incorrectly, could result in potential security breaches. Therefore,
as with any digital technology, security should be a key component
of any digital strategy to protect consumers, customers, and
employees.

Data privacy and identity
Increasingly, big data is invading consumers’ lives and affecting
their privacy because the web has become such a centralized
platform. Originally, the web was designed to be decentralized so
that everybody could participate by having his or her own domain
and webserver.74 Unfortunately, that did not work out, and as a
result, there is a major problem with having centralized organizations
collecting so much consumer data and using it to offer personalized
advertising to their users.
As Jonathan Taplin discussed in his book, Move Fast and Break
Things, organizations that have access to so much data and use it to
steer consumer behavior could directly undermine our democracy,
as Facebook and Cambridge Analytics were able to influence both
Brexit and the 2016 US Presidential elections.75 These centralized
organizations do not forget or forgive. Since actions (i.e., data)
speak louder than words, as long as we do not control our own data,
our data may be defining us as human beings and threatening our
humanity. We can see the effects of such a world in China.

Human silhouettes 668300 by Gerd Altmann (geralt), 2015, used under CC0 1.0.
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Sesame Credit’s impact on society and privacy

Sesame Credit is a
credit rating system that
incorporates social scoring.
It uses big-data insights to
assign a social score based
not only on a person’s
dealings with businesses,
but also on how he or she
interacts socially online.
Individuals could be
rewarded or penalized for
their behavior. It will help
China to scale its social
credit system to a national
level.

China is developing Sesame Credit, a transparent credit score
for how obediently citizens follow the party line.76 China’s social
credit scoring system applies innovative solutions that leverage the
advantages of blockchain technology and big data.77 Ant Financial,
an Alibaba company, has been developing this social scoring system;
and it stands to impact society and invade the daily lives of Chinese
citizens in a variety of ways.
Sesame Credit is a credit rating system that incorporates social
scoring. It calculates credit scores based on online shopping habits.78
Sesame Credit will impact society by ushering in the use of social
trust as a part of credit scoring and reporting. The program helps
China push the development of its social credit system on a national
level. However, it comes with concerns regarding data privacy data
and information transparency since, for example, many individuals
were not aware that Sesame Credit rated them when the service
initially began.79 This is troubling, especially as the system is not 100
percent accurate.
Nevertheless, the Chinese government aims to fully implement these
measures by 2020.80 Sesame Credit uses big-data insights to assign
a social score based not only on a person’s dealings with businesses,
but also on how he or she interacts socially online. This directly
affects consumers by providing them with access to preferential
treatment, such as skipping long lines at the hospital and access
to loans. However, it could also affect consumers with penalties for
breaking social trust, such as denial of consideration for public office
or a loss of welfare and social security. The goal is to enhance market
economy regulation and good behavior such as buying diapers, and
to penalize people and businesses for poor practices such as selling
toxic food or engaging in bribes.

Alibaba’s Alipay brings social trust via Sesame Credit
scoring system
Alibaba was one of the eight approved technology company by
China’s central bank in 2014 to develop online and e-commerce
rating systems based on social trust.81 Alibaba’s payment affiliate,
Ant Financial, developed and integrated Sesame Credit into Alipay
and assigns social credit scores to Alipay users who have agreed to
use the credit-scoring service.82 Sesame Credit can leverage Alibaba’s
robust database in conjunction with other factors, such as online
transactional history, tax payment history, and traffic infraction
history, to determine an individual’s trustworthiness.83
For example, an individual who buys diapers might have higher
scores than a person who spends money on entertainment, since the
diaper transactions would be perceived as being more responsible.
Alipay users with a Sesame Credit social credit score can access
various perquisites depending on how high their scores are, such
as expedited security checks at airports or deposit waivers for car
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rentals. Ant Financial is exploring incorporating blockchain technology
to enhance the security of data and improve verification.84 While
the technology is still under development with Sesame Credit, Ant
Financial plans to leverage it to make transactions cheaper and
faster. It already has experience using it with its charitable donation
site to track money.
Sesame Credit offers organizations several benefits, including
rewarding better business decisions and penalizing poor decisions. As
a result, organizations can verify the identities and trustworthiness
not only of customers but also of suppliers and competitors.
However, Sesame Credit might become a data-privacy nightmare for
consumers.

Identity and black boxes
A self-sovereign identity is
an identity that is owned
and controlled by the
person or the device itself
and is portable, private,
and protected. It is a
paradigm shift from today’s
identity system.
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A solution to the privacy nightmare of Sesame Credit might be the
incorporation of a self-sovereign identity, an identity that is owned
and controlled by the person or the device itself. It is an identity that
is portable, private, and protected. In other words, a self-sovereign
identity is a paradigm shift from today’s identity system, and it will
drastically change how organizations are able to deal with customer
data. To understand the importance of a self-sovereign identity, we
need to understand what identity really is.
Identity consists of many different attributes, which are constantly
changing and evolving in terms of priority and durability. Some
attributes such as birthdates, place of birth, biological parents, and
Social Security numbers will stay with a person for his or her entire
life. Others, such as an employee number, student number, address,
or telephone number could change periodically. Still other attributes
could be very short-lived, such as a username on a forum or
website. Each of these attributes has different, uniquely identifiable
characteristics, and the combination of them constitutes a person’s
identity (although the person might perceive that differently).
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If an identity consists of
ever-changing attributes,
a self-sovereign identity
restores control over
access to those attributes
to the consumer who owns
that identity.

The same goes for devices. As with people, machines have a variety
of attributes that make up its identity. These include the type of
device, its brand, color, characteristics, and capabilities. Although we
have an identity infrastructure for people in place, at the moment
we do not have an identity infrastructure in place for things.
Despite that, we are rushing to connect devices to the Internet.
This could pose significant future challenges, argues David Birch,
an internationally recognized thought leader in digital identity and
digital money. According to Birch, the only way to achieve this is
using a decentralized solution, since a central database that stores
everything about everything would be too dangerous.85
If an identity consists of ever-changing attributes, a self-sovereign
identity restores control over who has access to those attributes
to the consumer who owns that identity. So instead of social media
companies or governments owning a person’s identity attributes,
the consumer is in full control and determines, for each interaction,
who gets access to which data points. For example, when entering
a bar, we could use a self-sovereign identity to prove that we are of
drinking age rather than providing a driver’s license, which discloses
a variety of very personal details such as our name, date of birth,
address, or license number, none of which the bar owner needs to
know. Instead, we decide which information we want to release to
which organization and when. As such, a self-sovereign identity
offers many advantages to consumers. Building the infrastructure
might be a challenge, however.
That is why David Birch believes that banks should be responsible
for storing identity information, since they already have a secure
infrastructure in place to deal with money. Birch argues that in the
future, banks’ function as stores of money might become outdated,
which is why they should pursue guarding identity and reputation,
albeit using a decentralized solution.86 One organization that
already enables financial institutions to ensure identity compliance,
which could be a precursor for managed identities, is Cambridge
Blockchain. Its product focuses on streamlining digital identity

Board Electronics Computer 453758 by Michael Schwarzenberger (blickpixel),
2014, used under CC0 1.0.
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by offering users full control over their identities, while ensuring
regulatory compliance for financial institutions. According to its
website, “Cambridge Blockchain’s distributed architecture resolves
the competing challenges of transparency and privacy.”87

According to Daniel
Gasteiger of the Global
Blockchain Business Council,
we should be careful with
adding attributes to a
blockchain, since attributes
change over time.

However, Daniel Gasteiger, a member of the board of directors of the
Global Blockchain Business Council, argues that we should be careful
with adding attributes to a blockchain, since attributes change over
time.88 That is why a decentralized encryption method is required to
provide individuals with full control over these changing attributes.
As a result, consumers will become black boxes for organizations,
and only the consumer will determine what kinds of data are shared
with the organization. That will significantly change data ownership,
how organizations can deal with customer data, and how they
can derive insights from it. If Sesame Credit would incorporate
such a decentralized infrastructure, it would offer Chinese citizens
full control over who has access to their social credit score, while
the government could guarantee that the scores are trustworthy,
immutable, and verifiable at any moment.
Multiple organizations are working on developing solutions for selfsovereign identities. Each solution is slightly different than the other
and has a different approach in terms security and encryption. These
start-ups are focusing on digital identities related to passports,
e-residency, online account logins, certificates of birth, marriage, and
death, and so forth. Some of the pioneers in digital identity are as
follows, in alphabetical order:
2WAY.IO (2way.io): a peer-to-peer reputation and identity
platform that puts the user back in control. It offers services,
which are blockchain agnostic, to organizations looking to
implement an identity solution.
BanQu App (banquapp.com): a fintech company focusing on
economic identities and extreme poverty. It offers a secure,
portable digital identity that maintains transaction history
through a proprietary blockchain-based platform for the
poorest people.
Bitnation (bitnation.co): a platform company that offers the
services traditional governments provide, but based on the
blockchain. It calls itself the first decentralized borderless
voluntary nation.
BlockAuth (blockauth.org): BlockAuth is developing a
framework to verify user authenticity while also enabling an
easy-to-integrate OpenID authentication system.
Brontech (bron.tech): a blockchain-based identity platform
that aims to redefine the relationship between people,
personal data, and money.
Cambridge Blockchain (cambridge-blockchain.com): a startup that aims to put control of personal identity data back
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into the hands of the end user. The platform is focused on
the financial industry and enables them to comply with knowyour-customer regulations.
Civic (civic.com): an identity platform that uses identity
verification and protection tools to provide businesses and
individuals control over their identities.

Any industry can benefit
from digital identities
that are verified using the
blockchain.

Procivis (procivis.ch): a start-up that aims to develop and
offer an “e-government as a service” solution, where digital
identity empowers citizens and gives them control over their
identity data.
ShoCard (shocard.com): an organization building a digital
identity platform to protect consumer privacy and make it
easy to use. It is built on a public blockchain data layer, and
as such, it does not store any data or keys.
Sovrin (sovrin.org): a self-sovereign identity blockchain
developed initially by Evernym, which has since open-sourced
the platform. It aims to build the missing layer for secure
identity on the internet.
uPort (uport.me): a start-up that aims to develop an open
source, self-sovereign, blockchain-based identity system on
Ethereum; it partnered with Microsoft and it is developed by
ConsenSys.
These start-ups, and many more, aim to develop solutions around
identity for all industries. Any industry can benefit from digital
identities that are verified using the blockchain. However, three early
adopters are most advanced in their development of applications
for digital identity: the financial services industry, healthcare, and
government.

Data ownership
Many people have handed over personal data or agreed to be
monitored in return for free services. However, increasingly,
consumers are concerned about who has access to their data: a
2016 Pew Research survey showed that 74 percent of consumers
said it was “very important” to have control over who could get
information about them.89 In addition, consumers might not realize
that they have given their consent because the terms and conditions
of usage or service are long and complicated and take time to read
and understand; or they have a sense of resignation about corporate
surveillance.90 Such centralized control of data ownership by large
corporations is harmful for consumers, as it gives centralized
organizations enormous power and puts consumers in a vulnerable
position. Consumers can see only their own transactions and
interactions, not how third-party vendors or applications are using
their data.
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When consumers have
full control over their
data, organizations will
have to find new ways to
get consumer consent to
analyze those data.

However, with blockchain technology, we can solve this situation by
giving consumers full control over their data, enabling consumers
to decide which organizations can use their data, how, and when.
Since data on a blockchain are immutable, verifiable, and traceable,
it enables data provenance. Data provenance shows how ownership
and permissions have changed over time, as well as how the data
were created and used, and who is in control of those data. As such,
it speeds up the process of verifying an identity of third parties and
offers consumers a choice to select, for each piece of data that they
create, whether or not they want to allow third parties to have their
information, and verify that these third parties are authentic.
In addition, consumers can get paid for it. When consumers have full
control over their data, organizations will have to find new ways to
get consumer consent to analyze those data. Consent moves away
from a simple “I accept terms and conditions” to technologically
implementing solutions that not only obtain real-time consent from
users but also reward consumers for usage of their data. This shift
will become a significant but not impossible technical and cultural
challenge for organizations to meet: the first solutions similar to
the Fujitsu data exchange network are already in development.
They work as if every bit of data had its own vault, including smart
contracts linked to it, which regulates who has access to the data, for
how long, and for what price. Every transaction can be traced, and
the data owner can benefit in real time.
Of course, what we can develop for enterprises can be developed
for consumers. For example, the start-up Blockstack is working on a
new Internet using decentralized applications where users own their
data. With Blockstack, users obtain digital keys that enable them to
control their data. They use these keys to sign into the applications
locally, and they own any data they generate while doing things
on the Internet. It combines a decentralized domain name server
system with blockchain technology to deliver these capabilities.
If it succeeds, Blockstack will significantly change the game for
organizations. Given the technical and cultural challenges of such a
solution, organizations should begin preparing for this future.

Datacentre-telecom by Gregory Maxwell, 2007, used under GNU Free
Documentation License, Version 1.2G.
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Shifting attitudes and policies

Data sharing requires
standards to ensure
that organizations and
consumers can easily
and securely share their
data across borders and
organizations without losing
control, privacy, or revenue
potential.

The convergence of big data and blockchain will require new solutions
and approaches from organizations, regulators, and individuals to
ensure that, in the end, everyone can benefit from this convergence.
It is a paradigm shift when, suddenly, the creator of the data is in full
control, rather than the organization collecting the data. Here are five
ways the convergence of big data and blockchain will directly affect
individuals, organizations, governments, and policy makers:
Organizations need to ensure data privacy and security, especially
when related to individuals and things, and if they want to share
data across organizations. Distributed ledger technology is key for
organizations if they wish to achieve this. Data sharing requires
standards to ensure that organizations and consumers can easily
share their data across borders and organizations, while remaining in
control, keeping data private, and being able to monetize them.
Regulators and governments need to ensure that consumers remain
in full control of their own data, taking it away from organizations,
and to ensure that organizations take data security seriously. A selfsovereign identity will become the new normal, for individuals as
well as things. Governments and policy advisors, therefore, need to
understand what a self-sovereign identity entails and need to draft
legislation to force organizations to move to self-sovereign identity
systems and restoring control to the individual.
Individuals need to become aware of the opportunities and
responsibilities that come with being in control of their data, such
as keeping a private key truly private. Therefore, it is vital to build
awareness of what the convergence of big data and blockchain
means for consumers. This requires, most likely, long-term education
of consumers on how to deal with private keys.

Governance within
organizations will shift from
boardrooms to developers,
who will be responsible for
incorporating governance
within the code.

Control of data will move to the individual, organization, or device
responsible for creating them. Data vaults will become the new
normal, governed by smart contracts that execute automatically once
certain pre-set conditions have been met. Watchdogs should ensure
that these smart contracts are ethical and treat each customer fairly
and equally in similar situations.
Increasingly, we will see organizations bringing governance to the
data and the code by applying smart contracts and cryptography to
ensure trust in a trustless society. Governance within organizations
will shift from boardrooms to developers, who will be responsible for
incorporating governance within the code.
The convergence of big data and blockchain will not slow down in
the coming years. On the contrary, we live in a time of exponential
progress, and the coming years will see the development of a
plethora of new solutions developed with the customer in mind,
offering data ownership, privacy, and security while enabling
individuals, organizations, and things to share and monetize their
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data. It is a paradigm shift that requires actions for all stakeholders
involved, including governments, policy makers, and regulators, to
ensure that moving to this new paradigm is done in accordance with
the law and protects consumers.

Conclusions and recommendations
With the amount of data created increasing exponentially over the
years and the rapid improvement of distributed ledger technologies,
the convergence of big data and blockchain offers many opportunities
for organizations and societies to develop products and services that
are more secure, fair, and private for consumers.

What executives should keep in mind
Data ownership will take on a new meaning. Data sharing will become
possible as data provenance opens up new revenue streams for
organizations, while data governance will be improved significantly.
As a result, the convergence of big data and blockchain offers four
key takeaways:

»» Blockchain will protect consumers’ privacy and ownership
and offer consumers full control over their data, but will
also require education regarding the opportunities and
responsibilities that come with this new paradigm.

»» Data security will become increasingly important as the

number of connected devices increases, and blockchain can
ensure trust among connected devices.

»» Data sharing will enable organizations to gain better insights,

while ensuring data privacy across departments and
organizations. In addition, consumers will be able to monetize
their data if they have full control over them.

»» Blockchain will revolutionize data governance by bringing
Consumer data will become
a black box that will require
technical consent to access
and a monetary reward to
use.
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governance to the code, whereby smart contracts add a
metalayer to every bit of data, determining the conditions
related to those data.

What organizations can do today
Take action today if you want your organization
to benefit from the convergence of big data and
blockchain. Regulators will soon awaken and impose rules
and regulations that offer more control to consumers over
their data. That will significantly change the playing field
for organizations. Consumer data will become a black box
that will require technical consent to access and a monetary
reward to use.
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Investigate how you might better monetize your
existing data. Could such solutions as the Fujitsu data
exchange network enable you to share data securely and
privately with other organizations? Could you incorporate
external data into your own insights? These efforts will result
in improved products and services for both consumers and
organizations and an improved bottom line.
Explore mutually beneficial partnerships with
competitors or other industry players. Would sharing
data help you to improve your products and services?
Organizations can test this process with an internal datasharing project across geographically dispersed business
units to understand what it means before sharing data with
external organizations.
Consider which processes within your organization
could benefit from smart contracts that govern
data and automate decisions. Especially when working
with connected devices, smart contracts can automate
transactions and offer a new data source that can lead to new
insights. In addition, they can ensure data integrity, which
could result in more secure applications.
Imagine not having automatic access to customer data.
How would lack of access affect your operations? What if
access required more than a written consent and complicated
terms and conditions? How would it change your processes?
What new solutions would you need to implement? Would you
need to create them yourself or could you leverage existing
solutions?
Understand the impact of self-sovereign identities on
your business. Such IDs for individuals and their devices
might still be far away, but consumers will demand increased
privacy and more control over their data. Find out how they
can help your organization become an early adopter of selfsovereign identities, similar to what Telstra is doing.
Investigate how blockchain can make your own
connected devices more secure. For many organizations
working with IoT, which is almost every business today,
security is not a priority and could leave the network
vulnerable to massive DDoS attacks such as the one
in October 2016. Blockchain solutions such as the IOTA
tangle—which seeks to offer infinite scalability and free
microtransactions—could prevent such attacks and, and so
leaders would be wise to consider them and create a more
secure organization.
We live in a time of exponential progress, and accelerated change is
the only constant, especially for those using big data and exploring
blockchain technology, two mega trends that fundamentally are
transforming how we work and live. Therefore, organizational
leaders should start discussing the impact of these trends on their
organizations and preparing for a connected world where data are
more secure, private, and owned by consumers.
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