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Message from the Executive Director
We are excited to share this research on blockchain technology as a result of 
an exclusive partnership between the Brightline Initiative and the Blockchain 
Research Institute, the leading knowledge network on the study of the 
strategic implications of blockchain in organizations, industries, and our 
society.

The Brightline Initiative is a coalition led by the Project Management 
Institute, together with leading global organizations dedicated to helping 
executives bridge the expensive and unproductive gap between strategy 
design and delivery.

In this research project, Dr. Stefan Hopf of the Nunatak Group—a Munich-
based digital strategy boutique—explains how distributed ledgers will serve 
as open platforms for strategy delivery in the fourth industrial revolution. 
Blockchain technology will support strategies that integrate additive 
manufacturing, augmented reality, artificial intelligence, the Internet of 
Things, and big data analytics across supply chains, from design and 
sourcing to delivery and usage.

Dr. Hopf illustrates the concepts of smart products, smart factories, digital 
end-to-end engineering, and mass customization through four major use 
cases, which are excellent. They include SyncFab and the consortia of 
Cubichain and the Genesis of Things. The figures are illuminating, and the 
tables are especially practical.

Examples include the pilot projects of Air France, Boeing, General Electric, 
Lufthansa, and Volkswagen in asset life cycle management; and Bosch, 
Dianrong and Foxconn, Mahindra Group, Sichuan Hejia, Pfizer and Genentech 
in supply chain visibility. Dr. Hopf also provides a blockchain use case 
assessment framework.

We continue our mission to develop and share thought leadership and 
best practices on different topics related to strategy implementation. We 
hope this research can help senior leaders to increase their knowledge 
and understanding of blockchain technology, and how they can use it to 
overcome challenges and improve their success in implementing strategy.

RICARDO VIANA VARGAS 
Executive Director
Brightline Initiative

The Brightline Initiative is a founding member of the Blockchain Research Institute and is republishing this white 
paper with the BRI’s permission. Brightline is a trademark of the Project Management Institute, serial number 
87318956 in the US Patent and Trademark Office.
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Foreword
By 2020, Gartner estimates that there will be 20.4 billion things 
connected to the Internet, 7.6 billion of which will be serving in 
business verticals (e.g., manufacturing field devices and process 
sensors) and across industries (e.g., smart building systems 
for lighting, physical security, and heating, ventilation, and air 
conditioning). That’s roughly $1.4 trillion in hardware spending.1 

Today’s Internet is simply not up to the task of ensuring secure and 
private exchanges of sensitive or valuable business data among 
them. Nor can the Internet enable them to share a single, accurate, 
and tamper-proof view of the network at all times so that they 
can coordinate activity with each other. This industrial Internet of 
Things needs a Ledger of Things. Through blockchain technology, 
each node or device on the network can function as a self-contained 
microbusiness at a very low cost. We expect global participation in 
the economy to increase.

Of course, innovation will involve more than blockchain. 
Manufacturing 4.0 will also include advanced robotics, additive 
manufacturing (3D printing), augmented reality, artificial intelligence, 
and big data analytics. Distributed ledgers can serve as the open 
platform to bind these technological advances together and achieve 
end-to-end digital integration across the supply chain, from sourcing 
to delivery.

This research project illustrates the concepts of smart products, 
smart factories, and mass customization through use cases. To 
lead this investigation, we needed someone who understood 
both the scope and the magnitude of transformation underway in 
manufacturing, someone who was a researcher, practitioner, and 
thought leader in the space.

We were pleased to recruit Dr. Stefan Hopf, as we were impressed 
with his credentials on all counts. He currently works as a senior 
consultant at the Nunatak Group, a digital strategy boutique, and 
has studied blockchain technology at a postgraduate level. He 
provides thoughtful analysis and a clear assessment framework for 
professionals to determine which blockchain applications would be 
most useful to explore.

DON TAPSCOTT 
Co-Founder and Executive Chairman
Blockchain Research Institute
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Idea in brief
 » As organizations start to embrace manufacturing 4.0, the 

focus shifts to the integration of heterogeneous participants 
across the manufacturing ecosystem to enable fine-grained 
and responsive networks of distributed manufacturing 
activities. What is missing is a common and trusted platform 
that facilitates relationships between companies of different 
sizes across the value chain to build harmonized applications 
on an ecosystem level.

 » Breaking informational silos, blockchain facilitates the 
transparent, secure, and controlled exchange of data across 
organizational boundaries. It could thereby serve as a trusted 
industry-wide platform for collaborative value-creation 
activities to orchestrate and manage local or geographically 
dispersed manufacturing activities.

 » Illustrating the potential impact of blockchain in 
manufacturing, this whitepaper discusses four use cases 
that have been the focus of attention in the manufacturing 
industry:

 › Connecting distributed manufacturing resources: A 
blockchain-based platform facilitates interactions between 
buyers and manufacturers with smart contracts to streamline 
production processes and tokens to provide incentives for 
participants.

 › Securing the end-to-end additive manufacturing (AM) 
process: Blockchain and smart contracts serve as security 
layer and middleware to integrate the digital thread, 
underpinning all transactions for AM.

 › Enabling asset life-cycle management: Blockchain facilitates 
a shared and immutable product memory and provides a trail 
of actionable data over an asset life cycle between multiple 
parties.

 › Increasing supply-chain visibility: Blockchain provides near 
real-time deep-tier supply-chain visibility by onboarding all 
parties and their transactions in a supply chain on a single 
shared ledger.

These use cases provide only a glimpse of the transformative 
changes of established business models in the manufacturing 
ecosystem, as real-time access to actionable data and control 
unleashes a new era of decentralized and software-defined 
manufacturing. 

What is missing is a 
common and trusted 
platform that facilitates 
relationships between 
companies of different 
sizes across the value 
chain to build harmonized 
applications on an 
ecosystem level.
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 » Despite great potential, the application of blockchain 
technology in the manufacturing industry is still in its infancy. 
This research studies major implementation challenges related 
to choosing a suitable blockchain protocol, safeguarding 
the physical-digital interface, guaranteeing network and 
user interface security, and evaluating the application scope 
for smart contacts. Go-forward recommendations provide 
companies with advice on where to start with blockchain 
innovation.

Introduction
Manufacturing forms the backbone of today’s leading economies. 
Transforming raw materials into final products, the manufacturing 
sector accounts for roughly 30 percent value added of global gross 
domestic product.2 As such, it is instrumental to the existence 
of many small and medium-sized enterprises (SMEs), and to a 
significant share of employment. Yet with globalization, increasing 
competition, and high pressure on margins, the manufacturing 
industry faces a reduction of competitive economies of scale and is 
forced to focus on efficiency and new revenue opportunities.

Technological advances in fields such as advanced robotics, AM, 
augmented reality, and artificial intelligence have fueled the grand 
vision of manufacturing 4.0. Promising more efficient resource use 
and an economically feasible mass customization of production up to 
lot size of one, manufacturing 4.0 aims at

 » A horizontal integration through value networks

 » End-to-end digital integration of engineering across the entire 
value chain

 » Vertical integration and networked manufacturing systems

 » Customer-oriented business model innovation3 

Although isolated implementations have demonstrated the potential 
of future manufacturing on a small scale, so far no dominant platform 
has emerged that broadly facilitates the integration of distributed 
manufacturing activities and the interaction along the global value 
chain.

Blockchain technology could prove to be the missing link.4 As a 
shared and potentially open platform, blockchain facilitates the 
transparent and secure exchange of information on a global scale. 
Breaking informational silos, blockchain could serve as a platform 
to interconnect and organize local and geographically dispersed 
manufacturing activities.

Technological advances in 
fields such as advanced 
robotics, additive 
manufacturing, augmented 
reality, and artificial 
intelligence have fueled 
the grand vision of 
manufacturing 4.0.
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The fourth and current 
industrial revolution is 
associated with major 
changes induced by the 
Internet of Things (IoT) 
and cyber-physical systems 
(CPS).

A grand vision of manufacturing 4.0

The first three versions
The emergence of the industrial economy in the mid-18th century in 
Europe and North America has marked a period of rapid social and 
economic change with an unprecedented rise in income levels and 
economic growth. Until today, manufacturing has seen three major 
industrial revolutions, and the fourth is on its way.

The initial process of industrialization was triggered by the technical 
invention of the steam engine and the accompanying introduction of 
mechanical manufacturing equipment, such as the first mechanical 
loom in 1784. The automation of physical work revolutionized how 
goods were made.

Around the beginning of the 20th century, the second industrial 
revolution was fueled by the electrification of production and the 
shift toward mass production, based on Henry Ford’s invention of 
the conveyor belt and Frederick W. Taylor’s improvements to the 
efficient division of labor. Electronics and information technology (IT) 
spurred the third industrial revolution in the early 1970s, leading to 
an advanced automation of production and an individualization of 
production lots.

Version 4.0
The fourth and current industrial revolution is associated with major 
changes induced by the Internet of Things (IoT) and cyber-physical 
systems (CPS).  The IoT consists of sensors, actuators, and devices 
embedded in real-world objects, such as manufacturing equipment, 
to create a network and control infrastructure for objects. CPS 
combines IoT-enabled things into a complex system of physical 
and virtual components controlled by computer-based algorithms. 
CPS will gradually enable manufacturers to automate the control of 
physical production processes and give rise to a new era of software-
defined manufacturing (Figure 1, next page).5

The manufacturing 4.0 vision can be summarized by the goals of the 
German Industrie 4.0 Platform:6

 » Smart products: Products are uniquely identifiable and may be 
located at all times. Even during production, smart products 
know the details of their own manufacturing process and 
can control the individual stages of their production semi-
autonomously. Moreover, we will be able to ensure that 
finished goods know the parameters within which they can 
function optimally and are able to recognize signs of wear 
and tear throughout their life cycle. This information can be 
pooled to optimize the smart factory in terms of logistics, 
deployment, and maintenance, and for integration with 
business management applications.
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 » Smart factories: Networks of manufacturing resources 
(manufacturing machinery, robots, conveyor and warehousing 
systems, and production facilities) that are autonomous, 
capable of controlling themselves in response to different 
situations, self-configuring, knowledge-based, sensor 
equipped, and spatially dispersed. 

 » Digital end-to-end engineering: CPS enable the development 
of digital models that cover every aspect and interdependency 
of the manufacturing process, from customer requirements 
to product architecture and manufacturing of the finished 
product. 

 » Mass customization: We will be able to incorporate individual 
customer and product-specific features into the design, 
configuration, ordering, planning, production, operation, and 
recycling phases. We will even be able to incorporate last-
minute requests for changes immediately before or even 
during manufacturing, and potentially also during operation. 
This allows businesses to manufacture one-off items and very 
small quantities of goods economically—even for SMEs that 
are unable to afford production under current licensing and 
business models. 

Realizing the vision of manufacturing 4.0, industrial powerhouses 
worldwide have launched initiatives, such as Industrie 4.0 in 
Germany, the Industrial Internet in the United States, and the 
Industrial Value Chain Initiative in Japan. These initiatives pursue 

This flexibility allows 
businesses to manufacture 
one-off items and very 
small quantities of goods 
economically.

Figure 1: Major industrial paradigm shifts

Source: Henning Kagermann et al., “Im Fokus: Das Zukunftsprojekt Industrie 4.0 – Handlungsempfehlungen zur Umsetzung,” 
Forschungsunion, 1 March 2012.
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two different, yet complementary, approaches to achieve the 
vision of manufacturing 4.0: a vertical integration of manufacturing 
systems on a factory level and a horizontal integration across the 
manufacturing value chain (Figure 2).7

Germany and Japan mainly focus on the vertical integration of 
manufacturing systems on a factory level to reduce costs and 
increase efficiency and productivity. The vision is to create a smart 
factory with flexible CPS-based manufacturing structures that can 
be automatically reconfigured according to individual production 
requirements based on virtual simulations, data, communication, and 
software-based algorithms. The United States has mainly focused on 
the horizontal integration between different companies across the 
value chain. It aims at a harmonization of various IT systems and 
information at different stages of the manufacturing value chain (e.g., 
inbound logistics, production, outbound logistics, service) to enable 
the end-to-end digital engineering of products and services.8 

The missing link
With the implementation of IoT and CPS within the factory and 
across value chains, information becomes the single most important 
resource to orchestrate and manage software-defined manufacturing 
processes. 

During the third industrial revolution, systems focused on information 
and processes of isolated functions within a company, such as 
the control of elements of the production process based on a 
manufacturing execution system (MES) or order requirements and 
production planning in an enterprise resource planning (ERP) system. 

The vision is to create a 
smart factory with flexible 
CPS-based manufacturing 
structures that can be 
automatically reconfigured.

Figure 2: Horizontal and vertical integration: Two prerequisites for 
manufacturing 4.0

Source: Harald Foidl and Michael Felderer, “Research Challenges of Industry 4.0 for Quality Management,” University of 
Innsbruck, April 2016.
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Working with vendors like SAP and Oracle to implement customized 
software with on-premise data centers, large manufacturing 
companies managed to streamline basic internal business processes. 
Only recently have cloud service providers made similar tools 
available for SMEs, based on affordable infrastructure-as-a-service 
(IaaS) solutions. Overall, these implementations were mainly 
operated by single participants focusing on data and processes within 
the corporate boundaries (i.e., vertical integration).9 

As organizations start to embrace manufacturing 4.0, the focus shifts 
to data-based and process integration of heterogeneous participants 
across the manufacturing ecosystem (i.e., horizontal integration). On 
an ecosystem level, applications seek to automate processes across 
the value chain to facilitate fine-grained and responsive networks 
of manufacturing activities that center on problems and reconfigure 
themselves when done.10 

What is missing is a common and trusted platform that facilitates 
relationships between companies of different sizes across the value 
chain to build harmonized applications that operate on an ecosystem 
level.11 According to a recent survey of 210 German companies, the 
major hurdles in exchanging data on an ecosystem level are seen 
as revealing trade secrets, insufficient control over data access 
permissions, unclear liability for violations, proprietary standards, 
fear over losing competitive advantage, and the limited scope of 
participants.12

Realizing this limitation, the Industrial Data Space Association (IDSA) 
was formed in Germany in 2016 as “a virtual data space which 
supports the secure exchange and simple linking of data in business 
ecosystems on the basis of standards and by using collaborative 
governance models.”13

Managing the flow of information in industrial ecosystems, the 
IDSA focuses on data as the most crucial element in emerging 
manufacturing 4.0 ecosystems. While the initiative has published 
an extensive reference model to facilitate the secure exchange and 
easy linkage of data in a trusted business ecosystem, it remains 
an open question how to secure the exchange of data and business 
relationships in a dynamic environment of untrusted participants on a 
global scale.

Blockchain as an emerging platform for 
manufacturing 4.0 

Blockchain and manufacturing 4.0
Blockchain technology provides a missing link for manufacturing 4.0. 
As a shared platform, blockchain facilitates the transparent, secure, 
and controlled exchange of information on a global scale. Breaking 
informational silos, blockchain could serve as a trusted platform to 
orchestrate and manage software-defined manufacturing processes 

Major hurdles in exchanging 
data in an ecosystem are 
• Exposure of trade 

secrets
• Insufficient control over 

data
• Unclear liability for 

violations
• Proprietary standards
• Loss of competitive 

advantage
• Limited scope of 

participants

Breaking informational 
silos, blockchain could 
serve as a trusted platform 
to orchestrate and 
manage software-defined 
manufacturing processes 
for local and geographically 
dispersed manufacturing 
activities.
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for local and geographically dispersed manufacturing activities.  
Moreover, blockchain-embedded business logic could provide a 
functional layer for over-the-top services, unleashing vast business 
opportunities for manufacturers worldwide. Enabling interactions 
along the entire value chain, blockchain is thereby poised to emerge 
as a platform for manufacturing 4.0.14

Based on the original architecture of the Bitcoin blockchain, several 
special-purpose blockchains (also more broadly referred to as 
distributed ledger technology) exist today that cater to different 
application requirements. Most implementations are built around 
three key elements—blockchain databases, smart contracts, and 
tokens—that enable companies to manage essential data and 
processes for manufacturing 4.0 ecosystem applications (Table 1).15

At its core, blockchain technology consists of a distributed database 
that groups events (i.e., transactions) into a chain of blocks (i.e., 
blockchain) using complex cryptography. For an event, the blockchain 
database effectively verifies if the sender (i.e., keyholder) of a 
message has the title over an object (i.e., the right to transfer the 
ownership of an object) and then transfers the title to the receiver.

Since the blockchain database is shared among all network 
participants, it solves the problem of attribution and ordering of 
events at an ecosystem level in a resilient and reliable manner. In 
a manufacturing environment, a blockchain database facilitates the 
exchange of any kind of digital assets with transactions triggered by 
machines or humans.

Most important, blockchain can link a manufacturing enterprise’s 
internal environment with established systems, such as MES and ERP, 
to the external environment (Figure 3, next page).16 This enables the 
controlled exchange of information at enterprise boundaries—a major 
barrier to overcome in order to realize an end-to-end horizontal 
integration in collaborative manufacturing 4.0 business models.

Smart contracts can be coded to reflect any kind of data-
driven transactional business logic and ensure that computation 
happens in an agreed manner. Originally defined by Nick Szabo 
as “computerized transaction protocol that executes the terms of 
a contract,” smart contracts are programs stored on a blockchain 
that follow instructions as specified without the possibility of 
outside interference.17 Thus, they provide an unprecedented degree 
of certainty in a distributed setting. For manufacturing, smart 

Source: Monax Explainers, “Ecosystem Applications,” monax.io, n.d.

Table 1: Key elements of blockchain technology for manufacturing 4.0 
platform

Element Problem it solves Technical term

Blockchain Who did what when Attributable data

Smart contract Computation that happens in an agreed manner Deterministic computation

Token Digital resources tied to some utility Cryptographic tokens

Originally defined by Nick 
Szabo as “computerized 
transaction protocol that 
executes the terms of a 
contract,” smart contracts 
are programs stored on 
a blockchain that follow 
instructions as specified 
without the possibility of 
outside interference.
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contracts can be used, for instance, to monitor inventory levels and 
automatically restock by negotiating prices in a given range with 
ecosystem suppliers.

Tokens are asset-backed or native digital resources within an 
ecosystem.18 Asset-backed tokens resemble a claim to an underlying 
asset (e.g., diamonds). Native tokens, such as ether (ETH) on the 
Ethereum blockchain, are intrinsic to a network and resemble 
some kind of value within the ecosystem (e.g., computing power on 
the Ethereum network). These tokens are typically the fuel of the 
network to reward stakeholders for their contribution (e.g., operating 
the network or providing over-the-top services).

Most important, native tokens represent a stake in the network 
that grows in value as the network grows. This incentivizes all 
network participants to contribute to the network. In collaborative 
manufacturing 4.0 networks, native tokens may provide a mechanism 
to incentivize the contribution of heterogeneous partners and even 
customers or competitors without individually specifying revenue-
sharing terms upfront.

Combining the transaction certainty of a blockchain database, the 
execution certainty of smart contracts, and the economic incentives 
of tokens, blockchain technology provides a shared platform for 
companies to manage data and processes in a software-defined 
manufacturing environment. 

Figure 3: Blockchain as a link to the manufacturing enterprise’s external 
environment

Source: Sachin Karadgi, “Warm-up to the Idea of Blockchain in Manufacturing,” LinkedIn, 12 June 2016. In this figure, SCM 
stands for supply chain management, and CRM for customer relationship management.

Native tokens represent 
a stake in the network 
that grows in value as the 
network grows.
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The shared autonomous factory model illustrates the potential of 
blockchain and smart contracts as platforms for manufacturing 4.0.19 
The model depicts an end-to-end build-to-order process that starts 
at the customer and ends with a shipment of the final product:

 » Once a customer configures an order, a unique product 
identification (ID) is created on the blockchain, and a bill 
of process is issued as a smart contract that details the 
manufacturing process.

 » Accessing a marketplace for 3D design files, a suitable design 
is sourced using end-to-end blockchain-based encryption to 
protect a design file from its creation to its transmission and 
its use in a 3D printer.

 » A standardized smart contract ensures automated royalty 
accounting for designers.

 » Based on the bill of process and the design file, a smart 
contract autonomously sources material and services required 
for production.

 » Subsequently, the product is made in a local shared factory 
with current overcapacities.

 » The product life-cycle information—with reliable data about 
materials used, production processes, manufacturing location, 
and date—is associated with the product ID and stored on the 
blockchain.

 » The information can then be individually shared on demand 
for quality control, regulatory compliance, warranty, or recall 
actions.

 » The final product is associated with the product ID using 
a crypto chip to establish a tamper-proof link between 
the physical object and the blockchain. Subsequently, the 
product is packaged, stored, shipped, and tracked by service 
providers.20 

The shared autonomous factory model touches upon the vertical 
integration on a factory level and the horizontal integration between 
different actors across the value chain; it illustrates how we can 
achieve the manufacturing 4.0 vision of a smart factory, smart 
products, and mass customization on a blockchain-enabled platform.

As a general-purpose technology for transaction processing and 
process automation, smart-contract-enabled blockchains have the 
potential to become platforms for manufacturing 4.0. Yet, practical 
implementations of blockchain in manufacturing remain in an early 
stage and focus mostly on small aspects of the bigger manufacturing 
4.0 picture. 

While the benefits may seem very clear, we still have many 
challenges to overcome before we can unlock the full potential 
of blockchain. Subsequently, this research centers on major use 
cases that are gaining traction and details how manufacturing 
companies can benefit. We then turn to the key challenges to 
overcome, dominant modes of implementation, and go-forward 
recommendations.

The shared autonomous 
factory model depicts an 
end-to-end build-to-order 
process that starts at the 
customer and ends with 
a shipment of the final 
product.

Practical implementations 
of blockchain in 
manufacturing remain in 
an early stage and focus 
mostly on small aspects of 
the bigger manufacturing 
4.0 picture.
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Major use cases
The application of blockchain technology in the manufacturing 
industry is still in its infancy. After exploring blockchain as a 
technology itself, companies are starting to hone in on four focused 
use cases (Table 2).

The first use case aims at a blockchain-based coordination and 
integration of all parties involved in future distributed manufacturing 
networks—from the buyer to the manufacturer and the final logistics 
provider.

The second use case then focuses on the manufacturing process for 
AM, which is highly susceptible to a blockchain-based implementation 
because of its digital nature. With manufacturing processes becoming 
increasingly software-defined, this use case illustrates the potential 
of blockchain and smart contracts to secure and automate any kind 
of manufacturing process that requires an integration across firm 
boundaries.

The third use case then describes how a digital twin can be created 
on a blockchain to manage the life cycle of an asset after production. 
This is particularly relevant for high-capital-cost assets that remain 
in the market for decades and require multiple parties to operate 
and maintain. The last use case highlights the role of blockchain in 
increasing supply-chain visibility. Onboarding all parties in a supply 
chain on a single shared ledger promises end-to-end visibility of 
supply-chain processes. Among other benefits, this enables efficiency 
increases in supply-chain finance and provides transparency for the 
provenance for parts to combat counterfeits. 

This visibility enables 
efficiency increases in 
supply-chain finance and 
provides transparency for 
the provenance for parts to 
combat counterfeits.

Table 2: Overview of major use cases in the manufacturing industry

Use case Core 
elements Description Examples

Distributed 
manufacturing 
networks

Blockchain, 
smart 
contract, 
token

Blockchain-based platform facilitates 
interactions between buyers and 
manufacturers with smart contracts to 
streamline production processes and tokens 
to provide incentives for participants

SyncFab

Additive 
manufacturing

Blockchain, 
smart 
contract

Blockchain and smart contracts serve as 
security layer and middleware to integrate 
and connect the digital thread, underpinning 
all transactions for AM or 3D printing

Cubichain 
(consortium), 
Genesis of Things 
(consortium), Moog

Asset 
life-cycle 
management

Blockchain Blockchain facilitates a shared and immutable 
product memory and provides a trail of 
actionable data over an asset life cycle 
between multiple parties

Air France, 
Boeing, General 
Electric, Lufthansa, 
Volkswagen

Supply-chain 
visibility

Blockchain Blockchain provides near real-time deep 
tier supply-chain visibility by onboarding all 
parties and their transactions in a supply 
chain on a single shared ledger

Bosch, Dianrong 
and Foxconn, 
Mahindra Group, 
Sichuan Hejia, Pfizer, 
Genentech
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While we can classify each use case according to its primary scope, 
we should note that the use cases are not mutually exclusive, and 
none expands across the holistic manufacturing 4.0 vision. Rather, 
the use cases represent small building blocks that, when combined, 
illustrate the broader potential of blockchain technology as a broader 
platform for manufacturing 4.0.

Connecting distributed manufacturing resources

Globalization and volatility in demand require an increasingly flexible 
production of equipment at the point of sale. To handle global 
demand more efficiently, manufacturing companies—many (95% in 
US) of which are independent small- to medium-size and so-called 
hidden champions in highly specialized fields—must therefore find 
ways to make manufacturing resources more accessible.21 Based on 
significant technological advances, such as advanced robotics and 
data-processing capabilities, distributed manufacturing promises to 
efficiently connect geographically dispersed buyers and hardware 
manufacturers on a global scale.  

While the Internet has greatly contributed to the visibility of global 
production capacities, transaction costs have remained prohibitively 
high because of a lack of digitization and integration of manufacturing 
processes. As a result, intermediaries and large procurement firms 
emerged to manage sourcing, contracting, and quality assurance. 
Coordinating demand and supply, these intermediaries dictate prices, 
lack intellectual property protection, and make it difficult for smaller 
innovators and companies to access manufacturing resources.

In a survey of 500 procurement professionals, 31 percent cite 
finding the right manufacturing suppliers as a major problem and 39 
percent of respondents have experienced security breaches in the 
last 12 months.22 Overall, inefficient product procurement processes 
account for a yearly loss of $1.5 billion in revenue for North American 
businesses.23

SyncFab, a San Francisco-based initiative, launched in 2013 “to 
be the first design-to-manufacturer interactive supply chain 
ecosystem.”24 SyncFab facilitates manufacturing processes by 
connecting physically dispersed enterprises and individuals with 
machine shops. Since 2013, SyncFab managed to onboard over 77 
computer numerical control machining capabilities at machine shops 
in California.

Envisioning an efficient and highly automated peer-to-peer buyer-
to-manufacturer platform, SyncFab currently establishes a smart 
manufacturing blockchain that 

aggregates all orders and sends requests directly to 
manufacturers that match the buyer’s requirements … utilizing 
our smart contracts to streamline procurement processes, 
eliminating wasted labor-hours on miscommunication that lead 
to manufacturing mistakes or delays.25

Contrary to today’s siloed solutions, blockchain technology promotes 
horizontal integration. As information is stored, verified, and agreed 
upon simultaneously across the entire value chain, it creates “an 

Distributed manufacturing 
promises to efficiently 
connect geographically 
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hardware manufacturers on 
a global scale.
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ideal ecosystem for manufacturing companies concerned with 
security and intellectual property.”26

Migrating its current platform to a blockchain-based solution, 
SyncFab has initiated a private token presale in mid-November 2017, 
with the public main sale to start on in mid-February 2018. The 
platform is intended to work as a decentralized application (Dapp) 
with what SyncFab is calling an MFG utility token to facilitate a value-
sharing system within the decentralized manufacturing ecosystem 
(Figure 4).27

Most important, the blockchain-based SyncFab platform facilitates 
the interaction between purchasers and manufacturers. Depending 
on a manufacturer’s order history, machine capacities, and earlier 
product designs related to a purchaser’s requirements, the 
platform will directly link purchasers to manufacturers, speeding up 
procurement and production without brokers.

Completed purchase orders are recorded on the blockchain, helping 
users to build an immutable history, providing information about 
past performance, reliability, and on-time delivery. We could 
thereby certify and make available entire parts of the supply chain 
to potential purchasers without the need to renegotiate. This 
creates trust that orders placed will be fulfilled according to specific 
requirements.28

SyncFab intends to codify transactional relationships between 
interacting parties in smart contracts. These contracts can store 
encrypted intellectual properties with limited access rights or 
requests for quotations (RFQ) inviting manufacturers to bid for a 

Figure 4: SyncFab’s smart manufacturing blockchain platform

Source: SyncFab, “Decentralized Manufacturing,” SyncFab.com, 8 Jan. 2018.
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manufacturing project. Moreover, we can also create smart contracts 
for purchase orders, bidder and quote amounts, production criteria, 
design files or any other sharable IP, inspection reports, and payment 
terms.29 Smart contracts are primarily suitable when the involved 
parties can define the terms of a transaction without ambiguity and 
objectively measure and verify the success of a transaction.30

SyncFab uses blockchain-based MFG tokens to align incentives in the 
ecosystem, potentially to reward manufacturers who place faster 
bids and competitive quotes in response to RFQs. Upon submitting 
a quote to a purchaser, manufacturers can also attach MFG tokens 
on top of their quote as a form of discount. Moreover, SyncFab adds 
an MFG token-based transaction fee on any final purchase order to 
finance the development and operation of its platform.31

Overall, the SyncFab platform coordinates actors along the 
manufacturing value chain and therewith facilitates horizontal 
integration—a key goal of manufacturing 4.0 initiatives. Similar 
to other platforms, it aims at an “uberization” of underutilized 
manufacturing capacities. By eliminating intermediaries such as 
brokers, outdated software, and inefficient procurement processes, 
the platform significantly reduces transaction costs. It thus lowers 
the barrier of entry for purchasers as well as manufacturers and 
creates a transparent distributed-manufacturing network on a global 
scale. As sourcing processes and manufacturing equipment are 
increasingly software-defined, blockchain-based smart contracts 
broaden the scope of automation, fueling the previously illustrated 
vision of shared autonomous factories.

Securing end-to-end additive manufacturing 

Additive manufacturing represents a paradigm shift in manufacturing, 
as it allows producers to flexibly create individual objects by adding 
layer upon layer of material (e.g., plastic or metal) on a general-
purpose manufacturing device (sometimes referred to as a “3D 
printer”). Thereby, AM facilitates the manufacturing 4.0 promise 
of mass customization, as the manufacturing process is entirely 
computer controlled and can simply be customized by feeding 
different computer-aided design (CAD) based files without the need 
for expensive retooling. 

Today, individuals and groups within the maker movement or 
in industrial settings use AM for prototyping in the design and 
preproduction phase to produce small-batch parts. Even though the 
benefits of AM appear clear-cut, AM has so far struggled to move into 
industrial serial production because of a lack of economies of scale. 
Producing small-batch parts in the design or preproduction phase 
is vastly different from an economically feasible mass-production of 
parts.

A major challenge in scaling AM is seen in silos of information and 
disparate software systems that prevent full visibility and automation 
across the AM manufacturing process.  Realizing this challenge, the 
National Institute of Standards and Technology (NIST) and others 
are working on integrating software design platforms, multiple AM 
technologies, and disparate physical manufacturing locations to 
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create an integrated end-to-end digital thread as “a single, seamless 
strand of data that stretches from the initial design to the finished 
part.”32

Industry experts view blockchain technology as a major enabler for 
an integrated digital thread for AM. As such, blockchain technology 
provides a “security layer and middleware to integrate and connect 
the digital thread, underpinning all of the transactions that occur 
throughout the digital and physical life cycle for AM.”33 Changes to 
a design, for instance, are made instantly and across all involved 
parties. Moreover, the blockchain provides an indelible and traceable 
record of changes and protects intellectual property against 
unauthorized access.34 Taking a green field approach, the aerospace 
precision parts manufacturer Moog, as well as manufacturing 
industry consortia Cubichain and Genesis of Things, have 
demonstrated the feasibility of blockchain to enforce a reliable digital 
thread in AM.35 Cubichain illustrates the use and value of blockchain 
along the AM process (Figure 5).36

The AM process starts with a design phase by creating a digital 
product definition (DPD). A hash ID of the original DPD is pushed 
as metadata on the blockchain to ensure data integrity in the form 
of an indelible and secure record. During the design phase, several 
handoffs occur as the DPD gets modified in different design software 

Industry experts view 
blockchain technology as 
a major enabler for an 
integrated digital thread for 
additive manufacturing.

Figure 5: The use of blockchain in additive manufacturing

Source: Cubichain Technologies, cubichain.com, 2017.
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from various engineers, departments, and even across companies. 
These changes are tracked by often disparate product life-cycle 
management (PLM) systems requiring significant configuration effort 
and centralized governance.

During this stage, blockchain can facilitate a near real-time 
synchronization of DPD data among different companies and 
departments. As a shared ledger, blockchain provides a secure 
transaction layer to track DPD version changes across different file 
formats and maintain traceability across the entire design phase.

In addition to the actual design, related metadata, such as the 
proper calibration of a 3D scanner or the correct version of a CAD 
software, can also be stored with the DPD file. As most blockchain 
implementations rely on an append-only mechanism, this facilitates 
iterative feedback and simulation loops in a distributed setting. 
The design phase is particularly suitable for blockchain-facilitated 
implementations, as its value-creation processes are almost entirely 
digital and can therefore directly interface with the blockchain.

At the beginning of the build phase, the final DPD is transferred to 
the manufacturer. The manufacturer then compares the hash ID 
with the hash ID provided by the DPD designer to ensure that the 
file has not been tampered with. This transfer and verification can 
also work fully automated, using smart contracts to “locate the most 
appropriate printer (based on attributes such as availability, price, 
quality, and location) and automatically negotiate terms, such as 
price, quality level, and delivery date.”37 The DPD is then directly 
transferred to a 3D printer with zero human access or interference.

No risk of human interference is particularly important in mission-
critical components, such as replacement parts for an airplane. 
Airbus, for instance, explored how “sensitive design data could be 
sent to any 3D printer in any country that wants to build Airbus’ 
3D-printed parts, as long as it guarantees the quality and security 
standards as verified by the embedded smart contract. The same 
contract could enforce the immediate deletion of the data upon 
printing.”38 

Once a part is produced and its build quality is verified based on in-
situ machine vision, the design metadata is updated with provenance 
data and a timestamp. As complex parts may require manufacturing 
audit trails for certification, the machine control and sensor data 
from the entire manufacturing process can also be added to the 
metadata of the part.

In addition to an explicit identifier (e.g., a serial number) embedded 
during the manufacturing process, an identifier of a part can be 
generated and included on the blockchain by using an ultra-high-
definition (UHD) 3D scanner for digital metrology certification 
and X-ray fluorescence (XRF) digital material signatures to proof 
authenticity. This ensures attribution and provides a way to record 
the chain of custody of parts. 

Because of its digital nature as well as the requirements for 
connectedness and security, the AM process lends itself to an 
application of blockchain technology. A blockchain-based and smart-
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contract-enabled digital thread promises a massive reduction in 
transaction costs. Altering fundamental economic trade-offs, this 
may fuel manufacturing 4.0-envisioned mass customization. AM-
based manufacturing lowers the capital required to reach a minimum 
efficient scale for production, thus reducing the manufacturing 
barriers to entry. Moreover, economies of scope are lowered as AM 
facilitates an increase in the variety of products per unit capital by 
reducing production changeovers and manual customization.39

These changes point toward a democratization of manufacturing at 
point of use, supply-chain disintermediation, and an empowerment 
of customers, as well as small- and medium-size enterprises. Yet, 
early implementations appear to be driven by manufacturing giants 
joining forces in consortia, such as Boeing and Northrop Grumman 
as part of Cubichain Technologies in the United States. In Germany, 
EOS, a world leader in the field of industrial printing technologies 
and a driving force behind the Genesis of Things project, has 
recently announced the joint development for serial AM together with 
Premium Aerotech and Daimler—it remains to be seen if blockchain 
technology will facilitate parts of the solution.40

Enabling asset life-cycle management

Any industry with complex pieces of equipment, such as aircraft or 
cars, needs to keep track of an asset over its life cycle. A plane, for 
instance, often operates for 10 to 30 years before it gets disposed. 
Over its lifetime, a plane typically has multiple owners and is 
maintained by different service providers.

As an asset changes owners over its life cycle, a credible proof 
that it was assembled, operated, and maintained according to the 
specifications becomes an issue of trust—even more so for life-critical 
equipment,  such as an aircraft. Are the parts of an aircraft genuine 
and in good working order? How to prove that a certificate has not 
been tampered with?41 With multiple parties, such as suppliers, 
airlines, original equipment manufacturers (OEMs), maintenance, 
repair, and operations (MROs), and regulatory agencies involved, 
information asymmetries are common. The documentation frequently 
consists of disparate paper files and provides only a fragmented 
history of an asset. 

A blockchain, as a shared ledger, could provide a single and 
indisputable source of truth for the history of an asset. This may 
include the history and provenance of parts with unique identities, 
which can be provided by suppliers as described in the previous AM 
use case. During the assembly, the OEM then creates a digital twin 
of a complex piece of equipment on the blockchain that is associated 
with various parts. Once in operation, the maintenance and repair 
history can be updated on the blockchain. An asset’s use and damage 
events can be added by secure IoT sensors. Finally, a blockchain also 
enables the transfer of ownership of an asset, including its entire 
history. 

We see early implementations and proofs of concepts (PoCs) in 
the automotive and aviation industries (mainly the latter). In the 
automotive industry, Bosch and TÜV Rheinland, for instance, secured 
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the car odometer by writing and continuously updating the mileage 
for a particular car on a blockchain.42 General Electric has recently 
patented a concept for a “dynamic optimization” system that 
includes multiple aspects of managing, operating, and maintaining an 
aircraft.43

Taking a similar approach, VW and BigchainDB have tested a car 
passport that records fuel consumption, mileage, and damage data 
of cars; Air France has trialed blockchain for MRO; and Lufthansa 
Industry Solutions has recently launched the Blockchain for Aviation 
(BC4A) initiative to explore use case along transparency in flight 
maintenance.44

Boeing has taken a holistic approach by piloting the use of blockchain 
for the management of an entire aircraft life cycle.45 The life cycle of 
an aircraft can be distinguished in four key phases: design and build, 
schedule and operate, monitor and maintain, and dispose (Figure 
6).46

Each phase is supported by various systems, such as manufacturing 
operations management (MOM) in the design and build phase, airline 
operations center (AOC) in the schedule and operate phase, aircraft 
maintenance systems (AMS) in the monitor and maintain phase, and 
aircraft demolition management (ADM) in the dispose phase. To date, 
these systems are mostly silos within different organizations. By 
creating a shared IoT-enabled blockchain platform, data from these 
silos can be combined as an asset moves across the phases of its life 
cycle and can be shared among various stakeholders in the aircraft 
ecosystem (Figure 7, next page).47

Boeing has taken a holistic 
approach by piloting the 
use of blockchain for the 
management of an entire 
aircraft life cycle.

Figure 6: Life cycle of an aircraft

Source: David Noller and Robert Rencher, “IoT for Blockchain and the Life of an 
Asset,” IBM and Boeing at Interconnect 2017, 13 March 2017.
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A blockchain-based digital twin of an aircraft is created at the 
beginning of the design phase. The information associated with 
the digital twin then gets updated as the aircraft is manufactured, 
delivered, operated, maintained, and disposed of. During each phase 
state changes and relevant data of the aircraft are transferred to a 
blockchain platform. For example, in the operation phase, a Boeing 
787 generates roughly half a terabyte of data for each flight.48

At the end of each flight, relevant data (such as those collected 
during a landing) can be associated with the digital twin of an 
aircraft. IoT sensors can provide a g-force value that indicates 
whether a landing was soft or hard. Depending on the landing type, 
a number of consumed landing cycles can be calculated. Based on 
historic data on consumed cycles, a predictive maintenance model 
forecasts the next inspection date. This information, including 
augmented data, such as weather conditions during the flight and at 
the time of landing, is then pushed to the blockchain. Clients who rely 
on information associated with a particular aircraft ID then receive 
an update of the landing event, which can trigger subsequent actions, 
such as MRO services for the forecasted date of inspection.

Asset life-cycle management on the blockchain reduces information 
asymmetries between multiple parties, as it provides an immutable 
history of an asset.  As Nobel laureate George Akerlof argued in his 
work on “The Market for Lemons,” this will lead to more efficient 
asset markets with reduced adverse selection, as buyers will be 
able to more accurately assess the value of an asset prior to sale or 
operation.49 

Asset life-cycle 
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history of an asset.

Figure 7: Blockchain as a platform to share data among stakeholders in the 
aircraft ecosystem

Source: David Noller and Robert Rencher, “IoT for Blockchain and the Life of an Asset,” IBM and Boeing at Interconnect 2017, 
13 March 2017.
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Blockchain-based near real-time transparency on asset history and 
utilization will also fuel business-model innovation for manufacturers. 
In an asset context, manufacturing business models can evolve 
along four categories: transaction, service contract, product-service 
system, and product-as-a-service.50

Today, most manufacturers pursue transactional business models by 
selling a piece of equipment. The interaction with a buyer is limited to 
a single interaction—for instance, the sale of a car. Service contracts 
are also widespread in the manufacturing industry and require an 
additional interaction in case of a service incident—for example, a 
24-hour repair service for a car breakdown. This typically requires 
some information on the past asset utilization, such as previous 
maintenance work.

A product-service system, in contrast, requires an integrated product 
and service offering to deliver additional value as the product is used, 
such as predictive maintenance services. This offering requires the 
continuous monitoring of asset utilization by tapping operational 
sensor and supplemental data in near real-time. For an aircraft, 
predictive maintenance services are based on a secure and shared 
audit trail of data provided by suppliers on the parts, by OEMs on the 
assembly, by airlines on the operation, and by MROs on maintenance 
services.

In a product-as-a-service business model, a manufacturer only sells 
the function of a piece of equipment on a usage basis while retaining 
the actual ownership of the asset—a model pioneered by Rolls-Royce 
in selling engine hours on a fixed-cost-per-flying-hour basis.51

Most interestingly, the business model aligns interests between 
a manufacturer and customer, as both parties are incentivized to 
maintain an operational asset, minimize downtime, and reduce 
waste. Part of the operational risk thereby shifts to the manufacturer. 
A product-as-a-service business model also alters the cost structure, 
as customers do not incur fixed capital costs for buying a piece of 
equipment, but only operating expenses with the opportunity to 
optimize capital expenditures. 

The shift to product-as-a-service business models will occur for high-
complexity and high-capital-cost assets in the business-to-business 
(B2B) domain at first. Cumulative learning effects will extend the 
scope to the business-to-consumer (B2C) segment for lower-cost 
assets.

From a manufacturing 4.0 perspective, product-service-system and 
product-as-a-service business models require “smart products” that 
know the parameters within which they function optimally and can 
recognize signs of wear and tear throughout their life cycles. This 
requires the combination of various emerging technologies, such as 
IoT, 5G (the next-generation wireless system), machine learning, and 
edge computing. As illustrated in the Boeing use case, blockchain 
technology provides another critical component, as it facilitates a 
shared and immutable trail of actionable data over an asset life cycle 
between multiple parties. 
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Increasing supply-chain visibility

A supply chain represents all links between parties involved 
in creating and distributing goods, starting with suppliers of 
unprocessed raw materials and ending with the delivery of a finished 
product to the consumer.52 Today, complex supply chains frequently 
span over hundreds of stages and dozens of geographical locations.53 

More than ever, the accelerating pace of innovation and the 
manufacturing 4.0–fueled race for mass customization require 
manufacturers to efficiently manage, adapt, and continuously 
optimize their supply chains. Yet, a survey of 360 international senior 
executives in the manufacturing sector shows that fewer than 82 
percent of companies have limited visibility beyond their tier-one 
suppliers.54 As a result, manufacturers frequently run the risk of 
supply-chain failures, and customers lack a reliable way to verify the 
provenance of purchased products and services.

Blockchain technology is expected to drastically enhance supply 
chains by providing near real-time deep-tier visibility based on 
a trusted ledger that is shared across all parties.  Depending on 
the stage within a supply chain and the focal industry, increased 
visibility provides various benefits. As a raw-material supplier, the 
mining giant BHP Billiton, for instance, is using blockchain to record 
and secure mineral analysis provided by heterogeneous outside 
partners.55

On the other end of supply chains, the retail company Walmart 
is experimenting how to improve food traceability by providing 
trusted information on the origin and delivery of food.56 Focusing on 
production, manufacturing companies currently explore leveraging 
visibility for two applications: supply-chain finance and provenance. 

The application of blockchain in supply-chain finance aims at 
onboarding all parties in a supply chain on a single shared ledger to 
automate and accelerate cash flows throughout the supply chain. 
An improved or even end-to-end visibility of supply-chain processes 
provides the trust required for manufacturing companies to engage in 
reverse factoring with smaller or low-trust suppliers. Manufacturers, 
as the ordering parties, thereby provide direct financing to their 
suppliers—typically at a lower interest rate than with basic factoring.

The first pilot use cases have been advanced by Dianrong and 
Foxconn, the multinational conglomerate Mahindra Group, and the 
Chinese agricultural production company Sichuan Hejia.57 While 
all pilots aim at facilitating supplier-to-manufacturer trade-finance 
transactions—particularly for small- and mid-size enterprises in deep-
tier supply chains—Dianrong and Foxconn also focus on onboarding 
non-bank lenders to their “Chain Finance” platform. They intend to 
focus on suppliers from the tech, auto, and garment industries at 
first, because of the relatively shallow pool of suppliers.58

The application of blockchain for provenance in supply chains aims 
at providing visibility into the origin of a product. In manufacturing, 
provenance plays a key role in combatting counterfeit goods. For 
several industries, counterfeit goods are not only a major economic 
threat, but may even be life-critical.
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Fake pharmaceuticals, for instance, constitute up to 15 percent 
of global supply and can cause hundreds of thousands of deaths 
annually.59 To thwart counterfeiters, Pfizer and Genentech have 
launched the Ethereum-based MediLedger project to enable 
manufacturers to track and trace prescription medicines according 
to the requirements set by the US Drug Supply Chain Security Act 
(DSCSA).60

Similarly, Bosch, a German multinational engineering company, is 
facing the problem of fake automotive spare parts that are frequently 
returned to Bosch with quality complaints. Bosch has developed a 
Hyperledger-based proof of concept for tracking the provenance of 
an automotive part from its creation in one of the Bosch plants to the 
consumer:

 » In a first step, the Bosch plant registers the part with a secure 
label (e.g., an inscribed serial number or watermark code) and 
accompanying information on the blockchain.

 » The part is then shipped with information about the logistic 
provider and destination to the Bosch Automotive Aftermarket 
division that registers the arrival.

 » From there, the part is shipped to the distributor and sold to 
the consumer.

Each step is documented on the Hyperledger blockchain with 
references to the past steps in an immutable chain. Scanning the 
part, the consumer can verify its originality and provenance; and 
Bosch can detect fakes on an individual part level, identify gray-
market imports, and greatly reduce its costs incurred through 
counterfeits.61 

Blockchain has the potential to provide unprecedented deep-
tier supply-chain visibility in near real time. This will enable 
manufacturing companies to engage in reverse factoring by directly 
financing smaller or low-trust suppliers. Manufacturing companies 
can also report the provenance of their products to increase the 
trust of buyers and combat counterfeit goods. While these are 
two transformative applications of blockchain technology in the 
manufacturing industry, increasing supply-chain visibility will spawn 
efficiency increases and new business models in the entire supply-
chain ecosystem and adjacent industries. 

Implementation challenges
Early implementations face several challenges. Foremost, the 
selection of a suitable blockchain protocol requires an extensive 
assessment of requirements and available feature sets, as 
well as maturity of the respective protocol. Second, blockchain 
implementations that require a link to the physical world have to 
safeguard the digital-physical interface. Third, the network and 
user-interface security must be provided at all times. Fourth, the 
implementation of smart contracts requires an understanding and 
evaluation of the suitable application scope.

Deep-tier supply-chain 
visibility in near real time 
will enable manufacturing 
companies to engage in 
reverse factoring by directly 
financing smaller or low-
trust suppliers.



26

BLOCKCHAIN, THE EMERGING PLATFORM FOR MANUFACTURING 4.0

© 2018 BLOCKCHAIN RESEARCH INSTITUTE

Choosing a suitable blockchain protocol

With a broadening availability of various blockchain protocols (e.g., 
Bitcoin, Ethereum, Hyperledger), the protocol choice requires a 
comprehensive analysis of advantages and disadvantages. In the 
manufacturing context, decision makers should evaluate a blockchain 
protocol along various dimensions: 

 » Choice of openness. This dimension determines some of 
the main protocol features (Table 3).62 In some blockchain 
manufacturing applications, such as aircraft life-cycle 
management, the application scope may be limited to a pre-
approved number of known participants, favoring the choice 
of enterprise blockchain protocols (e.g., Hyperledger). Other 
use cases, such as additive manufacturing, may benefit from 
the network effects of an open blockchain solution (e.g., 
Ethereum). A pre-approved number of known participants 
reduces the need for algorithmic trust and generally allows 
for faster transaction throughput, more holistic access level 
controls, and potentially more cost-effective operations.

 » Protocol governance. Blockchain protocols are typically 
governed by developer communities (e.g., Bitcoin or 
Ethereum), by consortia (e.g., Hyperledger or R3), or by 
companies (e.g., Ripple or Chain). While consortia and 
companies generally provide a clearly defined and transparent 
protocol governance, developer community–governed 
protocols have frequently seen governance disruptions 
and unexpected changes to protocols. As manufacturing 
blockchain applications oftentimes run in B2B environments 
with life-critical processes, governance and protocol changes 
can become a major issue. As opposed to platforms (e.g., 
Ethereum), several blockchains (e.g., Hyperledger or Monax) 
can also be run as software within a company or network 
of companies, mitigating the risk of unexpected protocol 
changes. 

 » Application scope. A final dimension concerns the intended 
application scope of a blockchain protocol. While early 
blockchain protocols (e.g., Ethereum, Hyperledger) have 

A pre-approved number of 
known participants reduces 
the need for algorithmic 
trust and generally allows 
for faster transaction 
throughput and potentially 
more cost-effective 
operations.

Table 3: Generalized feature comparison of enterprise and public blockchains

Features Enterprise (permissioned) Public (permissionless)

Access Permissioned read and/or write 
access to database

Open read/write access to database

Speed Faster Slower

Security Pre-approved participants (“trusted”) Open network (“trustless”)

Identity Known identities Anonymous/pseudonymous

Asset Any asset Native assets

Source: Chris Skinner, “What does the blockchain mean for our payment systems?” Chris Skinner’s Blog, 3 Nov. 2017.
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generally focused on providing industry-agnostic functionality 
(e.g., smart contracts, chaincode), there is an increasing 
number of special-purpose blockchains to consider. Instead of 
building features for the lowest common denominator, special-
purpose blockchains aim at implementing superior industry-
specific feature sets. 

Manufacturing use cases frequently require the management of 
physical assets in operation within milliseconds and on a highly 
granular level—transaction requirements that general-purpose 
blockchains largely fail to provide (i.e., low transaction throughput 
per second and high transaction fees).

In contrast, new protocols such as IOTA promise highly scalable 
machine-to-machine (M2M) transactions in real time with no fees. 
Even though new protocols may require time to mature until large-
scale implementations can be rolled out in a production environment, 
special-purpose blockchains should be embraced and carefully 
evaluated for each use case.

Safeguarding the physical-digital interface

Another challenge relates to the physical-digital interface of 
manufacturing equipment, input material or products, and the 
blockchain as a digital ledger. The interface requires a unique 
identification of physical goods and their current state. For high value 
items, sophisticated tagging or measuring techniques (e.g., UHD-3D 
scanners) could offer a solution. These approaches may, however, 
not be economically feasible for low-value and high-volume products. 
Therefore, we must understand that if the trust issue of the physical-
digital interface is not controlled through supplementary technologies 
or any other way, blockchain will probably not provide a solution.  
There are currently three major approaches to secure the physical-
digital interface. 

First, objects can be identified based on their physical properties 
as passive identifiers. Everledger was one of the first companies to 
use this approach to secure diamonds on a blockchain. Creating an 
immutable digital footprint, Everledger uses the four Cs (cut, clarity, 
color, and carat weight) and measures more than 40 attributes to 
identify a diamond uniquely. As the diamond moves from an uncut 
raw stage to a polished diamond, the digital fingerprint is updated by 
certified partners as its physical properties are transformed. 

Second, there are active identifiers, such as serial numbers, QR 
codes, or embedded IoT-devices. These can be integrated during 
production (e.g., adding a serial number to a car replacement part 
during production) or at a later stage (e.g., by adding a QR code 
that is statically linked to blockchain identifiers using a secure hash). 
Yet most of these identifiers run the risk of being easily cloned or 
becoming detached from the physical object. 

Third, an increasing number of companies are focusing on creating 
active crypto identifiers. These new sorts of identifiers combine 
established technologies, such as near-field communication devices 
and public key cryptography to facilitate the direct interaction of a 

We must understand 
that if the trust issue 
of the physical-digital 
interface is not controlled 
through supplementary 
technologies or any other 
way, blockchain will 
probably not provide a 
solution.
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physical object and a blockchain. The object thereby receives an 
unforgeable identity to autonomously interact with a blockchain and 
with other connected devices on a blockchain platform. 

While this creates an ID native to the blockchain authentication 
system that cannot be cloned or copied, it does not prevent IDs 
from being physically tampered with. Vendors in this space therefore 
focus on making a tampering attempt immediately visible (e.g., a 
CryptoSeal sticker provided by Chronicled that does permanent 
damage to the embedded circuitry upon sticker removal) and 
prohibitively costly (e.g., crypto chips provided by Riddle&Code that 
are susceptible to manipulation, such as memory remanence, frozen 
RAM, or monitoring electromagnetic signals).63 

Guaranteeing network and user interface security

Besides safeguarding the physical-digital interface that is important 
for any industry dealing with non-purely digital products or services, 
such as manufacturing, it is equally important to guarantee the 
security of the blockchain network itself and the interface to the user. 

Bitcoin has so far demonstrated the network security of blockchain 
technology. Being the first public blockchain implementation, it 
provided a maximum surface of attack and has withstood major 
hacking attempts.  Thereby, the consensus mechanism provides 
a major element of blockchain network security. With established 
consensus mechanisms (such as proof of work in the case of Bitcoin) 
becoming increasingly costly, new approaches are proposed (e.g., 
proof of stake).64 

Protocol changes not only affect consensus mechanisms, but also 
how data are organized. Instead of using blocks, IOTA, for example, 
makes use of directed acyclic graph (DAG) chains. While new 
mechanisms promise greater efficiency and better performance, 
it remains to be seen if they match the original Bitcoin blockchain 
protocol in terms of network security. 

The security of a system is only as strong as its weakest link, 
which in many cases is the actual user. Contrary to the common 
misconception, most blockchain hacks did not occur at a network 
protocol level, but at the user interface to the blockchain network—
mostly wallets, exchanges, and Dapps built on the protocol.65 
Consequently, the blockchain user interface is a key element to 
secure. In a manufacturing environment, this concerns human users 
and machines that have to identify themselves on the blockchain 
network using a private key. Keeping the private key secret and in a 
safe—physical or digital—place constitutes a major challenge.

Moreover, sophisticated Turing complete scripting languages, 
such as Ethereum, allow users to write complex applications that 
oftentimes cannot be guaranteed to be error-free. For mission-critical 
blockchain-based smart-contract applications that may power an 
aircraft, this becomes a prerequisite. Mechanisms to formally verify 
the intended functionality of an application are thus currently a 
major research priority and should be a major concern for blockchain 
users.66

Being the first public 
blockchain implementation, 
Bitcoin provided a 
maximum surface of attack 
and has withstood major 
hacking attempts.
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Evaluating the application scope for smart contracts

Smart contracts contain the promise that a computation happens in 
an agreed manner. As such, they are at the heart of any application 
focusing on the automation of business processes. Yet, the suitable 
application scope of smart contracts remains fuzzy. In practice, 
at least two criteria must be fulfilled for smart contracts to create 
significant value. 

First, the terms of a contract need to be defined without any 
ambiguity by the involved parties. This requires a clear and explicit 
understanding of the performance and execution criteria of a 
contract. Data-driven transactional (close to discrete) contracts—
for example, a purchase of a standardized car part (i.e., a search 
good with clearly defined features and characteristics)—may 
largely facilitate this condition, as the product and conditions for 
a transaction can clearly be defined upfront. Relational contracts, 
in contrast, are placed in a broader social context with implicit 
understandings embedded in behavioral aspects, such as an 
employment contract.67

Second, the successful execution of a contract needs to be 
objectively and easily measurable. While this can generally be 
achieved for digital or digitized assets (e.g., the virtual transfer of 
money), it is more difficult for physical output (e.g., the automated 
production of a car part)—even more so if the value creation 
process involves any kind of human performance that can induce 
unexpected variation in the output quality (e.g., the assembly of a 
car). Measuring the conformance of physical products and services 
to previously specified objectively measurable quality criteria thus 
requires sophisticated physical-digital interfaces (e.g., sensors, 
scanners). 

While some highly transactional business processes may be 
susceptible for smart-contract implementations (e.g., automated 
bidding processes for standardized parts), many applications will 
not entirely fulfill both criteria and require a significant amount 
of subjective human judgement (e.g., evaluation of an RFQ for a 
complex piece of equipment). Instead of purely smart contracts, 
many applications will therefore rather require blended contracts 
with automated smart elements and some elements requiring human 
judgement or interaction.68 

Conclusions and recommendations
Blockchain technology provides an integral component in the vision 
of manufacturing 4.0. As a shared ledger, blockchain can give 
rise to industry-wide shared platforms for the secure exchange of 
data. Connecting manufacturer, upstream suppliers, downstream 
customers, and consumers, blockchain as a platform can enable 
end-to-end engineering processes and economically feasible mass 
customization at scale.

Connecting manufacturer, 
upstream suppliers, 
downstream customers, 
and consumers, blockchain 
as a platform can enable 
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processes and economically 
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at scale.
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The immutability of blockchain will be crucial. We need 
a permanent record to establish a digital product memory 
over the life cycle of an asset with shared ownership, 
operation, and maintenance processes. Combined with 
sophisticated machine learning algorithms, information 
on provenance as well as wear and tear will be the basis 
for smart products that anticipate technical failures or 
opportunities for optimization.

Real-time access to data and control becomes 
a commodity. As manufacturing equipment and 
supply chains are increasingly equipped with sensors 
and connectivity, data will become an asset class. In 
combination with blockchain as a secure data-sharing 
infrastructure and smart contracts as a means to automate 
processes, industry-wide data-driven and software-defined 
manufacturing activities appear within reach.

Leaders can evaluate use cases along various 
dimensions. To assess the suitability of a blockchain-
based implementation for use cases at hand, it can be 
helpful to follow decision trees or simple assessment criteria 
(Table 4).69 These provide a first indication of whether or not 
a use case at hand actually requires a blockchain.70

 » Use cases are generally suitable for blockchain-based 
implementations if multiple parties are required to share 
data and need a common view of the information (e.g., 
sharing RFQ information in a distributed manufacturing 
network).

As manufacturing 
equipment and supply 
chains are increasingly 
equipped with sensors 
and connectivity, data will 
become an asset class.

Source: Gunther Dütsch and Neon Steinecke, “Use Cases for Blockchain Technology in Energy & Commodity Trading,” PwC, 
July 2017. 

Table 4: Blockchain use-case assessment framework
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 » Beyond sharing data, many implementations also require 
network participants to update data in a coordinated 
manner (e.g., updating the status of production in a 
distributed manufacturing network). A verification is 
required when participants have to trust that recorded 
actions are valid (e.g., the status of production was 
updated by a particular person at a given point in time).

 » Another indicator for a blockchain-suitable solution 
are costly intermediaries that add complexity (e.g., 
large procurement firms emerged to manage sourcing, 
contracting, and quality assurance).

 » When interactions are time-sensitive, blockchain can 
potentially reduce delays (e.g., smart contracts can 
significantly speed up the manufacturing process by 
automating standardized manufacturing agreements).

 » The last criterion refers to the interdependency of 
transactions that blockchain facilitates (e.g., a subsequent 
production process is automatically triggered once the 
previous process is complete). 

Our four use cases share a high feasibility for 
blockchain-based implementations. Each demonstrates 
the potential of blockchain technology in the manufacturing 
sector. While these use cases appear to be the low-hanging 
fruit and are the current focus of industry attention, they 
will also provide the basis and inspiration for a plethora 
of new blockchain-based products, services, and business 
models in the manufacturing industry, such as marketplaces 
for validated machine data, smart-contract-based product 
and service liability insurances, automated predictive micro-
maintenance contracts, pay-per-use smart-contract-based 
asset sharing, provenance-based marketing, or dispute 
management.

Several implementation challenges exist. Most 
important, companies must carefully evaluate the use 
of permissioned, permissionless, or hybrid blockchain 
protocols according to their use-case requirements. While 
permissioned blockchains may offer a higher performance 
for some requirements (e.g., transaction throughput), they 
are typically restricted to a pre-approved set of participants.

Another crucial element to consider is the protocol 
governance. Some (mostly permissioned) protocols 
may be implemented as standalone software without the 
need to engage in or monitor protocol governance. Many 
permissionless protocols (e.g., Bitcoin, Ethereum), however, 
are governed by developer communities and network 
participants (e.g., users, miners, node operators) that 
decide upon central changes to a protocol. Stakeholders 
must proactively engage in shaping industry standards 
and delivery to ensure that protocols not only continue to 
support their use case, but also to improve related feature 
sets.

Companies must 
carefully evaluate the 
use of permissioned, 
permissionless, or hybrid 
blockchain protocols 
according to their use-case 
requirements.
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Securing the user interface and the network is 
critical. As manufacturing products and services are mostly 
based on physical value-creation activities, blockchain 
use cases require a secure physical-digital interface to 
identify physical goods and their current state. Another 
key challenge is evaluating the application scope for smart 
contracts.

The most important recommendation is to get started. 
One way is to head straight for implementation with small 
and focused internal PoCs. As illustrated in the use cases, 
an increasing number of smaller initiatives explore pilots 
and the implementation of highly focused blockchain 
applications. These are typically led by single manufacturing 
companies in support of established IT vendors or 
blockchain technology companies that provide the required 
expertise.

The scope of the pilots is mostly to learn about 
blockchain. We need to be able to assess blockchain’s 
business value. For publicly deployed implementations, we 
should focus on non-mission-critical pilots, as they provide 
considerable surface for attack and require a fallback plan 
in case someone discovers and exploits a loophole in the 
implementation.

Another option is to engage in a consortium. Firms can 
join such consortia as the Trusted IoT Alliance to acquire 
basic knowledge, to stay up-to-date on current trends, and 
to establish industry standards jointly.71 Consortia should 
not begin with standardization, because we have little 
practical experience with major blockchain implementations 
in productive environments yet.

Consortia should initially focus on gathering practical 
experience. Discovering challenging edge cases will help 
define standards. Aiming at open standards, most consortia 
(e.g., Trusted IoT Alliance, Hyperledger) publish their code 
base and report their progress in whitepapers. Overall, 
this encourages discussion and early pilot applications to 
reach standard drafts that are pre-vetted and have a broad 
support base. 

For publicly deployed 
implementations, we 
should focus on non-
mission-critical pilots, as 
they provide considerable 
surface for attack and 
require a fallback plan in 
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and exploits a loophole in 
the implementation.
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